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Recognized Methods for Effective Suspicious Activity Identification


The measures summarized below are recognized as contributing towards an effective overall approach to suspicious activity identification.

(a).
Train and maintain awareness levels of all staff in suspicious activity identification. See "the Best Practices" for further details.


This is recognized as the most effective approach used by most banks in Hong Kong. This approach is most effective in situations in which staff have face-to-face contact with a customer who carries out a particular transaction which displays suspicious activity indicators. However, this approach is much less effective in situations in which either, there was no face-to-face contact between customer and bank staff, or the customer dealt with different staff to carry out a series of transactions which are not suspicious if considered individually.

(b).
Identification of areas in which staff/customer face-to-face contact is lacking (e.g. incoming international remittances, telephone banking especially automated telephone banking ) and use of additional methods for suspicious activity identification in these areas.

(c).
Use of a computer program to identify accounts showing activity which fulfills predetermined criteria based on commonly seen money laundering methods.

(d).
Trend monitoring. A computer program which monitors the turnover of money within an account and notes the rolling average turnover per month for the preceding recent months. The current months turnover is then compared with the average turnover. The current months activity is regarded as suspicious if it is significantly larger than the average.

(e).
Internal inspection system to include inspection of suspicious activity reporting.

(f).
Identification of  “high risk” accounts, i.e. accounts of the type which are commonly used for money laundering terrorist financing, e.g. money service operators, money changers, casinos, accounts with staff of secretarial companies as authorized signatories, accounts of “shell” companies, and law company client accounts. Greater attention is paid to monitoring of the activity of these accounts for suspicious transactions.

(g).
Flagging of accounts of special interest on the bank computer. Staff carrying out future transactions will notice the “flag” on their computer screen and pay extra attention to the transactions conducted on the account. Accounts to be flagged are those in respect of which a suspicious transaction report has been made and/or accounts of high risk businesses ( see (f) above ). 


A problem with flagging is that staff who come across a large transaction involving a flagged account may tend to make a report to the Compliance Officer whether or not the transaction is suspicious. This has the effect of overburdening Compliance Officers with low quality reports. Flagging may also lead to staff believing that if an account is not flagged it is not suspicion. Staff must be educated on the proper usage of flagging if it is to work properly.

(h).
Use of the “exception report”, “unusual report”, or  “high activity report”, to identify accounts with high levels of activity, followed by consideration of whether the activity is suspicious. Although these reports can be useful in identifying suspicious activity, they are not designed for this function and may not therefore be very effective, e.g. in order to keep the number of reports to be viewed daily at a manageable level a daily threshold may be set which is higher than sums commonly laundered, and therefore ineffective for suspicious activity identification.   

(i).
Adopt more stringent policies in respect of customers who are expected to deal in large sums, e.g. request corporate and private banking customers for the expected nature of transactions and source of funds when opening such accounts. 
