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To the JFIU, strafegic analysis reflects its
ongoing efforts fo enhance the quality of
information reported by enfities as well as
intelligence analysis and dissemination by the
JFIU in the long run.

The JFIU presents this Strafegic Analysis Report
(Report) on email scams in Hong Kong fo target
Anti-Money Laundering/ Counter-Financing of
Terrorism (AML/CFT) players in government
policy bureaux, regulatory agencies, law
enforcement bodies, FIUs and private sectors.

The Report highlights the latest typologies and
summarizes the value-added infelligence
cultivated on email scams. It is hoped that the
intelligence product can further promote
intelligence exchanges, frigger law enforcement
actions and provide insights info policy and
regulation formulation. It is also hoped that
existing/ possible money laundering (ML) risks
illustrated and observations proposed in the
Report are conducive to the development of AML
knowledge for current and future needs at both
policy and operational levels.
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1. BFPESSE/ ERERESTER/ PRAEREEA -

Including Chinese ID Card holders/ China Two-way Permit holders/ Chinese Passport
holders.

2. REESREFXEREIEN=RELEE -

Including only the main three fund dissipations in each fraudulent transaction.

SEEET

Account Information

* In 2016, 1,301 fraudulent fransactions amounting fo
HKD2.2 billion were involved in email scams, whilst in
2017 (January fo June), 337 fraudulent fransactions
amounting fo HKD568.9 million were involved;

e All illicit fund originated from email scams was sent fo
1,119 bank accounts in Hong Kong between January
2016 and June 2017;

e Around 92% of the accounts involved in email scams
were corporate accounts;

s Around 78% of the directors were Chinese Identity
Document holders! and about 16% of the directors
were Hong Kong Identity Card holders; and

e Nearly 69% of the accounts were opened over 180
days prior to the receipt of illicit fund.

Account Activities

* Top three regions from which illicit fund was sent were
Europe, North America and Asig;

e Around 60% of the fund dissipations?, in ferms of
amount, were conducted within the same day as the
day of receipt of illicit fund whilst around 18% of the
same was conducted on the next day of following the
receipt of illicit fund;

e Upon the receipt of the illicit fund, nearly half of the
dissipated fund was transferred fo domestic banks by
means of local fransfers; and

e Around 40% of the dissipated fund was sent via
overseas remitfances.

Thematic Analyses

Change of Company Directorship

 Changing company directorship is considered one of
the most prevalent ways in appropriating readily
available corporate bank accounts for the subsequent
receipt of illicit fund; and

* 18% of the companies involved in email scams were
found fo have their directorships changed 0-30 days
prior fo the receipt of illicit fund.

Account Signafories

® 60% of 75 targeted corporate accounts neither
informed the banks of the change of directorships nor
requested for account signatfory updates.

Test Payment

e About 24% of the accounts recorded fest payment
fransactions (which were likely used to fest the
accounts’ validity); and

¢ The amount of the test payment was mainly below HKD500.
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This Report provides highlights of strategic
analysis on email scams conducted by the

AREBRNETERBHRRET JFIU, including a summary of the prevailing
WRBOH  BREERABERME situation in Hong Kong and relafed thematic
B EEE DA o analyses.

The JFIU carries out defailed analysis of

FAFMIMAERER - FEESH financial intelligence and delivers value-added
ERMIBERR - ABEMBER outputs to relevant stakeholders. The
TEFEAAEENER FEAT information in this Repori has been drawn
ﬁﬂ'ﬂﬁﬁﬁf&?ﬁiﬁ y Zliiﬂ%ﬁﬁzligﬁ primarily from information3 received by the

JFIU. It also contains information from the

1£201651 B 2201746 B (BT HA) 1 Companies Registry in Hong Kong and from

EBRNER ERaEiENEOEE P other sources. This Report also examines

O5EE) » TESHZ o information received by the JFIU from January
2016 to June 2017 (the review period),
focusing on account information, accounf
activities, thematic analyses, etc.

SUMMARY OF

EMAIL SCAMS n Hone kone
X ABEHREFE

Table 1

Total Number of Total Number of Total Amount Average Amount
Bank Accounts4 Fraudulent InvolvedS Involved per
Involved Transactions (HKD million) Ffﬂ"%:l;gfmll"::;ﬂﬂn
- 5
BRETEO‘EE KETHEN 5(%&-%,%& EEZBBR SN
FW (EMET)

2016 2,151.1 7

2017
(January to June) 216
(1HZ6AR)

3. ARBEEHREZAAGEBHEFERE  BENRERURE MBS - 2017F P RENRF I REERSR -
The information received by the JFIL may not completely reflect the situation as there is time difference belween the occurrences of email scams and the receipt of information. Some of the
email scams occurred in mid-2017 may not be covered.

CBITPOMEUERERBFXSEH o

Only bank accounts receiving fraudulent fransactions for the first time were counted.

. BEAEETBARIINES -

Including oftempted but non-successful fransactions.
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Reported Suspicious Indicators

in Email Scam Transactions
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Figure 1
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“ ’ ” . -8% Temporary repository of fund og% Large cash transaction
Temporary repository of fund’, ‘fransactions

: ; > g ZHREHRRTRTER 1 E FEHEXS
incommensurafe with the background” and ‘large 19 % Transaction Incommensurate .G% Indirect fransaction®
fransaction” are three of the most prevalent suspicious :t;:;:dqmund z Igﬁﬁg MRS
indi i i i i Transaction with no
indicators8 in accounts involved in email scams. 10.3% Im,qe aescan Wiinces po

FRBERMBAFD
8-8% INnn-lesIdanl personal account 27-8% Oihers“
¢ MEEAEXAYFEEAREREEORRA ﬁﬁ%ﬁ ERSEHFHWFTS ol

“éf&g#ﬁ%;g"} Li%%igﬁﬁ% lllé%% E{Egiﬁg JW’EFE v) mﬁmﬁ \ﬂ) FEEEFERINES - vi) PESRGRETMOERAEA - vil) BEEE

* Indirect transaction refers fo fransaction that is not sent fo the intended recipient directly, but layered by one or more counterparties.
Y. Dut lay! u pa

**QOthers refer 10 1) Offshore company, if) U-fum transactions, i) Shell oumaan\r Iv) Account ufemlad by signatory, v) Transient account, i) Uneconomical transaction, vii) Money courier or unlicensed money service
operaor, vill) Customer insisted fo usa less secured fransactions and ix) Heavy insurance policy / investment followed by quick redemption.

ACCOUNT

INFORMATION
F OIS

Account Types

FOiE®
2% REBRENFOEATFO -

Nearly 92% of the accounts involved in email scams
were corporate bank accounts.

#*®2
Table 2

Corporate Accounts Number of Personal Accounts? Humbern! :
ATFEA Companies BAEQ7 Aeooum Holders®
Involved - \

BRHLFHE

2016 825 (91.4%) 78 (8.6%)

2017
(January to June) 200 (92.6%) 16 (7.4%)
(1BZE6A)

6. BREFXZASRZR—EER -

More than one indicator may be used for each fraudulent transaction.

7. BEEABEFO -

Including personal joint accounts.
8. BEEABEFOBEANKMRAY -

Including the actual number of account holders of personal joint accounts.
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Corporate Accounts

Among the corporate accounts involved,
around 94% of 995 companies were Hong
Kong incorporated.

Further analysis on the directorship® of the

companies which accounts were involved in
y A 3 % email scams in 2017 (Jonuary fo June)
m2 | indicated hat 218 out of 229 direciors (95.2%)
L0 b_turs were Asian whilst nine direciors (3.9%) were

.7% | UK European. Chinese Idenfily Document holders
0 7 and Hong Kong Identity Card holders consfifuted
05 0 Norln America

0 over 90% of the fofal number.
0470 Africaj

BAEDO

65%2BAFOKBEATLEREDRER
A ERRHESDRAXMFEA

ZREAFOBBANFERAR » 20165
KAEBEERANEZE » M2017FEMA
ZA)SREBFRINBEAFOHEER
KRETER °

Personal Accounts

65% of the personal account holders were Hong Kong EEEaE H fl e 4
Idenfity Card holders, followed by Chinese Identity 65.0% Hong Kong Identity Card 8.0% bt b

Document holders. 22.0% RS HER T W% lfffm?:zitiﬁﬁ
Regarding the age group of the personal account holders, Chinese Identity Document s Not Avallable
no particular age group dominated in 2016. Given the

limited number of personal accounfs involved in email C R EEERBEERAN MK - - ERERAM o
scams in 2017 (January fo June), no conclusive Ofher jurisdictions include Australia, Canada, India, the Philippines and Taiwan.
observation could be drawn. B3 : SHmEYAEE

Figure 3: Type of ID Documents

9. ERFARF ORRHENERMEDH - BEENEHRE TLUEE -

Analysis was based on the information provided at the time of account opening, with recfification on multiple enfries.
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60BLL Information
21-30 3140 41-50 51-60 Above 60  Not Available

B4 : BAF OB A2 S 5@BIFRFRASR (20165F)
Figure 4: Type of ID Document held by and Age Group of Personal
Account Holders (2016)

[ Ei=ln

BEHR - E1,119EBFOZH
BT701E(68.8%)EEWHEES
. AIBI180KBAR o

Account Opening

During the review period, 770 (68.8%)
out of 1,119 accounts were opened over
180 days prior fo the receipt of illicit fund.

6.9% |
11.0%]
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FOREAY
Number of Account Holders

FE kAR 4
602LE Information
21-30 31-40 41-50 51-60 Above 60  Not Available

5 : BA S ORH AR 2 547 58 93 S04 B S i 4 )
(201715 E6AH)

Figure 5: Type of ID Document held by and Age Group of
Personal Account Holders (2017 January fo June)

30KA 91-180% FERAER 4
Within 30 days 1 1 -0% I 9:-130 days 203% Information

31-90% 180F% Bl
31-80 days 68-8%Iowr1aodm

Not Available

6 : EWIFFEERAIBIRS O AR
Figure 6: Periods of Account Opening Prior to the Receipt of Illicit Fund
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Origin of Fund by Regions"

BN ~ EEZMRTNZEANBLR" 2
Eﬂﬁ‘l 0.666@5%37: s 7.581‘§§§J_E$ﬂ The total amount of loss!! from victims in Europe,

4.9958 8 7T » 5 BB 827 2078 2 North America and Asia were HKD1,066.6 million,
) : HKD758.1 million and HKD499.5 million
39.2% ~ 27.9%#18.4% °

respecfively, equivalent fo 39.2%, 27.9% and
18.4% of the fotal amount HKD2,720.7 million.

B
Europe

Je=i
North America

(43|
Asia

REM
Oceania

CE
South America

I

Africa 2017E1A%E6R

ERREERA I 2016 2017 (Jan to Jun)

Information
Not Available | L

1 J
0 200 400 1000 1200

. ET(5H)
H7 : SEABRAESR(REENS
Figure 7: Amount of Lusg Suffered by {J’ictims (by Regions) HKD (million)

Eu North America Asia Oceania South America Africa  Information Not Available
B bl | o KM mE FEH ARGRRERH

2016 965.2 499.2 376.4 336 9.1 243 244.0 B ER)
2017 (Jan to Jun 18E68) 101.4 258.9 123.1 18 234 05 436 HKD (million)

RAGEBEMS ' 2016FFEEEM
= ARBBEAFAZ NEBER) By jurisdiction, in 2016, the fop fhree origins of illcit

fund, including unsuccessful email scams’2, were
= XE(4.386f8E ) - BFE52(3.408 the US (HKD438.6 million), Romania (HKD340.8

EET)NEB(1.645FET) » M20175F million) and Hong Kong (HKD164.5 million) whilst
(1BZE6RA)N=ARRAZEE(2.37F in 2017 (January fo June), they were the US

% JTB) i EE H: (4 730 g% i)*ﬂ ;F E (HKD237 million), Spain (HKD47.3 million) and
(3'9205%7_5) . China (HKD39.2 million).
A breakdown of the fotal loss'! in percentage of the

B8ZM 13 ARIHBR"HRSHN=1E top three regions is illustrated at Figures 8-13.
EAIB R EEBE DL ©

10. 2 8845 548 4 49 2 = 81 5 (hitp://www.fatf-gafi.org/countries/World-Wide)
Reference of Classification of Region was made fo the FATF (htip://www.falf-gafi.org/countries/World-Wide).

NEEAERREREFEESFEARLEEFONZS  UBREFETBERTIIREAAS ARNEZ 5(ﬁﬁ:‘kﬁaﬁ BHER) : () ERE
TERFRAFARLFOZAHE » (i) BEABREEMRIEENR » Rl TR ERBREN  REFOCHHH -
Including those fransactions that were actually made with illicit fund being credited to suspects” accounts in Hong Kong as a result of email scurns os well os fransactions that
would have been made (in ‘attempted’ email scams) but the fund eventually was not credited to the account (J) the fraudulent payments were recalled by remitting banks before
reaching the suspecls’ accounts, (i) victims unveiled the scam and did not remit the payment and iii) the suspects’ accounts were blocked prior fo the report of email scams.

UREAREFEERTHRERREABNZS gwﬁ *ﬁﬂ?!@ﬁﬁ) () ERRGERFEREFARLS O ZAHE - (i) TEABRER
MEAER » LUK (i) SR REBERA - 5L
Transactions that would have been made (in ‘attempted’ email scums) bul fhe fund eventually was not credited to the account (i) the fraudulent payments were recalled by
remifting banks before reaching the suspects’ accounts, (i) victims unveiled the scam and did not remit the payment and (jii) the suspects’ accounts were blocked prior fo the
report of email scoms.
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Top Three Regions :#xazwn=fe
(in terms of the amount of total loss)
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Figure 11 Figure 12 Figure 13

2016% ' £1,301REFERZ 2 » 364 In 2016, 364 out of 1,301 fraudulent fransactions

RESHETUEBTHTRAERZ(E
REGBREMN27T 9% RS RABEMN
26.6%) s ZR20175F(1BE6A) » 337R
HFFERGH  TORFI1.043EBTH
TRAZERZ (AR5 A REM20.8%K
B RBEMN18.3%) BELRBEERERS o

amounting fo HKD572.1 million (27.9% of the total
number of fransactions or 26.6% of the fotal amount
involved) were unsuccessful whilst in 2017 (January
fo June), 70 out of 337 fraudulent fransactions
amounting fo HKD104.3 million (20.8% of the total
number of fransactions or 18.3% of the total amount
involved) were unsuccessful that fund was not
fransferred fo Hong Kong.
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Figure 14: Duration between the Receipt of lllicit Fund and
Fund Dissipation

BAHRSHE=EF O E_FREEE o
The fund dissipation includes up fo three destinaions of second layer.

Duration between the Receipt of lllicit Fund
and Fund Dissipation

61.6% of the fund dissipations'4, in ferms of
amount, were conducted within the same day as the
day of receipt of illicit fund whilst around 17.9% of
the same was conducted on the day following the
receipt of illicit fund.

Means of Fund Dissipation

Nearly 50% of the dissipated fund was transferred
to domestic banks by local transfers whilst less than
40% of the same was dissipated via overseas
remiftances.

I 2017E1HE6R
2016 2017 (Jan 1o Jun)

52.8

2 166
.4'2 o |‘1514|E4 |

Q’ ‘Q’ & §°‘@"’ ,%Q'-e?

o
@\e $‘*\<‘° ‘{5@ @Q &
@"* &

B15: @BRSMNGTZE
Figure 15: Means of Fund Dissipation

14 BIFELAG IR  BAER - RERR  ARRRTARESLHBAEAS -

Including fund dissipation by means of local transfers, overseas remittances, cosh withdrawals, cheques and cashier’s orders.
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BEEHMLERERE

BR T A EHAR 5h - 1.442858 TT(14.6%) ~ Fund Dissipation by Jurisdictions

141688 T(14.3%)ZER D FIEZE Other than local transfers, HKD144.2 million
o B A P B 2 o ! (14.6%) and HKD141.6 million (14.3%) were

sent fo China and UAE respectively.

HOHG I(OHG
366 9

8.
Bl

SOUTH AFRICA

R16FRUEBREZAEERE - #(T8)
Jurisdictions which received disseminated fund from Hong Kong in
2016, HKD (million)

R2017F1 A Z6 A HIMBUNB RS> NZEEE - #u(FE)
Jurisdictions which received disseminated fund from Hong Kong in
2017 (January to June), HKD (million)

E16 : 2016Z2017F(1 B E6 A )WESEHBER(E_BRX 2 T ATZEEE)
Figure 16: Fund Dissipation in 2016 and 2017 (January to June) (Top 10 Jurisdictions, i.e. the Second Layer)
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(201761526 A)

= ,_ Thematic Analysis 1:
FRARNES  RBAERARRT Change of Company Directorship
FOLBWELIESRERNSZ2 for Corporate Account Appropriation
— oW REHEEWN178EEIMA (2017 January to June)
A2 o 75/1(42.1%)EEWRIELE
EAIE180HABERES 18%
EEWELESHIIHAGERES Changing the company directorship is considered

as one of the most prevalent ways in

ELM75MERBEIMAAZF appropriating readily available corporafe bank

4% BEEFFRESH ') KAHR accounts for the subsequent receipt of illicit fund.

B &5 EBETHEE A o 42.1% (75 out of 178 subject companies!)
Hong Kong incorporated companies were found
with their directorship changed'® in fewer than
180 days before or after the receipt of illicit fund!?
in email scams. 18 % recorded a change of
directorship 0-30 days prior to the receipt of illicit
fund.

Out of the aforesaid 75 Hong Kong incorporated
companies, 90.4% of the directors were Chinese
Identity Document holders before the change of
company directorships!é.

15.ESRBEHREMOTHLTES  178M L2 AESBEMILA 2 S MERE o
Among 197 companies involved in email scams, 178 companies were Hong Kong incorporated with known Company Registration Number.
16.UHEBER - FEEBIMEAREES -

Either replacement by, addition of new director(s) or reduction of existing director(s).

17 HNEARFREZEFOSSABEFIES TR M ERERESNRRSD  RAEE—EFOE-RBEWFEESE -
If o company is involved in multiple accounts or multiple receipts of illicit fund, only the first account receiving the first transfer of illicit fund would be counted in the study of
relationship of change of directorship in Thematic Analysis 1.

18. 1R IEPAR P OB R A A EH -

Referring to the information provided af the fime of account opening.
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Type of ID Documents held by Directors

the Change of
Directorship 96.8% =2,
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Figure 17

TEBREBEEE  FEER gl.fﬁ;‘f}ﬂ(4g_4%) . After the change of direcforship, the direcfors were from

5 g ; A o Regions of Europe (49.4%), Asia (37.7%), Norh
ZEM(37.7%)FAE =M (11.7%) E 1 E America (11.7%), el

Type of ID Documents held by Directors

\ After

the Change of

37 07% Asia
29.9% | cie

ERRE ; : ™ ®
2.6% °“""’ Directorship
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PR Sy
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1.3% | 49.4070 Europe |
14.3% |5*
1.2% Africa y 10.4% gfifng

.2(70 ISomh Africa : - 7 8% Frum:e
- 6-5% Eﬁlemerlunas

1107% Norlh America :.5% EEEEE
6-5(70 US - -6% Russia

Wt
5 ngx Figure 18 1.3% Switzerland
.Z% Canada




FES2: FOEFEA

(2017F1 B E6A)

EEREEN7SHERIMABTZP » 8%
EEREEE MEBRTEHFFOEE
A°60%RBBEARITERES » XK
- EREHFOHEA-

Number of 50
Corporate Accounts

40

30

20

Thematic Analysis 2:

Account Signatories
(2017 January to June)

Among 75 Hong Kong incorporated companies with
directorships changed, 8% had their account signafories
updated at respective banks after the change. 60%
neither informed the banks of the change of directorships
nor requested for account signatories update.

RARMRITE NP ABMR{TE ML HPH AERERE
FOZEAEH FOZEAEAH

Information Not Available

Account Signatory Information Account Signatory Information
NOT Updated at Banks Updated at Banks

19 : BITRBPHFOEBARE

Figure 19: Account Signatory Information in Banks’ Record

BT - HEBRAR

—LRLREBHRRIEWELZESA B
ERE=ZAHZEHGEERFORETR
50  LERXZBERATIEFOREE
o RETRAUEREZES - N24%F O
EREVEEEESR BREABARKS o

Thematic Analysis 3:
Test Payment

Some suspects would make fransactions’®, either to or
from third parfies, or among self mulfi-currencies
accounts, prior to the receipt of illicit fund in email scams.
The purpose of such fransactions was believed fo fest the
accounts’ validity before using them to receive illicit fund.
About 24% of the accounts recorded test payments before
the receipt of illicit fund.

23 I FORBARBMARK
8% | Accouns with Test Payment Observed
60 I FORERBARBAR

.1% Accounts without Test Payment Observed
1 6 HE R a4

3170 Information Not Available

E20 : FORAEHRERZLA
Figure 20: Proportion of Accounts with Test Payment Observed

19. FE LB A e - %itﬁg;%ﬁ$u!iﬁﬁl F MEERRE/ BARE  PRANESE - ERTERZEN  REYWHZEEN —BEARETHZSHE

B o RAREERIE AR

The meaning of fest payment in this analysis is not defined quantitatively. However, it is considered / observed to be abnormal incoming and/or outgoing fransactions of frivial
amounts which deviated from the normal transacfion pattern and was recorded within one month before the receipt of illicit fund likely for festing purpose.
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S0 THHUT 51-1003 7%
36.5% HKDS0 of below 22-2% HKDS fo HKD100
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The amount of fest payments mainly ranged from
HKD50 or below (36.5%) to HKD101-500
(27.4%). The amounis were considered relatively
insignificant when compared with the illicit fund to
be received (the average amount involved per
fraudulent fransaction was HKD1.7 million during
the review period).

76.7% of the fest payments were made among
their respective self mulfi-currencies accounts
whilst 23.3% was sent to/ from third-parties or
deposited by cash.

76 EREREWFORERARZZ
-7% Test Payment from Self Multi-currencies Account

23 DE=AFORESFRIEDRES
-3% Test Payment from Third Parties/Cash Deposits

E22 : EREREFORRUE=FFORREFRERRGH
Figure 22: Test Payment via Self Multi-currencies Account or Third
Parties/ Cash Deposits

E21: HEBARNREEELI®

Figure 21: Distribution of Amount of Test Payment
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Overall Remarks

Different frends and patterns of email scams were observed, with concrefe
data, during the analysis. More in-depth observations and advice were
provided fo various competent authorities and banks for actions deemed
necessary.

The JFIU strives fo provide useful analytical products on the latest fypologies of
email scams. Relevant sectors are welcome fo make use of the value-added
infelligence in the Report in reviewing their AML policies and risk alert systems
s0 as fo safeguard fhe financial system from being misused by criminals.
Disclaimer

The JFIU aims at providing a thorough and comprehensive dafa analysis in
this Reporl. That said, discrepancies might inevitably exist due to the
availability/ accuracy/ explicitness of the information provided to the JFIU,
different percepfions or definitions applied, etc. The JFIU accepfs no
responsibility for any loss, damage, cost or expense of whatever kind
incurred directly or indirectly from or in connection with the use of any
materials in this Report.

Enquiries

Please confact the JFIU af telephone: (852) 2866 3366 or via email:
ffiu@police.gov.hk. Information is also available on the JFIU website at
www.jfiu.gov.hk.

Feedback

Your feedback is important for us to shape our future directions and specific
projects. You are welcome to email your comment(s) to jfiu@police.gov.hk.
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