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MISSION

That the Joint  Financial
Intelligence Unit (JFIU)
remains one of the leading
Financial Intelligence  Units
(FIUs) in the Asia/Pacific
Region

That the JFIU continues to assist the
Government in its efforts to protect Hong Kong
from illicit activities of money laundering (ML)
and ferrorist financing (TF) by:

Juxtoposing the  JFIU’s  professional
standards  with  relevant  internatfional
standards

Fostering and strengthening cooperation with
local and international agencies in the
exchange of financial intelligence

|n’re||igen’r|y analyzing suspicious fransaction
report (STR) received by the JFIU and making
disseminations as appropriate

Upgroding relevant sectors” awareness and
understanding of ML and TF issues |:| |:| |

Oooooooooooo

VISION
|

Oooooooooooo

oooogogo

MISSION
|

OO000000DODO00D0O00DO00DO0OoOoOoon
Ooooobooboooooooooooooog

o OO0 OULOUODOUDLUDLODLOOOOOOD
o IUDODUUOODLOUUODLOUOUDLObOOO
e IO UODOOIOUCODOODLUODOUOOUODO

o IO ODODOOOUUOOOODLDOUOOOOODOO
googg



TABLE OF L] L]

CONTENTS

OO0o0oooooooon
Message from the Head of JFIU

Dooobodgod
About JFIU

O0ooooond
Case Studies and Typologies

20200 00000 DOObDOODbOOOnOO
JFIU Achievement Highlights in 2020

Ooooooo
International Cooperation and Representation

oooodad
Suspicious Transaction Report

Dooooooodno
Dooooood
Hong Kong Money Laundering and
Terrorist Financing Risk Assessment

Dooooood
Worldwide Financial Intelligence Exchange

ERERERE
Glossary

1

VIESSAGE FROM
THE HEAD
OF




goooooooo2o20

ooodoooooooo

JOINT FINANCIAL INTELLGENCE UNIT ANNUAL REPORT 2020

gooooooouoooooooooo
gooogooouoooooobooooo
gooooooouooooooooooo
gooooooouooooooooooo
gooooooouooooooooooon
goooooooooooooooooon
goooooooooooooooooo
gooooooouooooooooooon
gooooooouooooooooooo
gooooooouooooooooooon
gooooooouoooooooooon
ogoooo

gooOoOoOooo98o0bpoooooDooDo
goboooobooooooooboooooo
ggoooooooobobbooooood
gogboouoooooooboooooooo
goboooobooooooooboooooo
gooooobooooooooboooooo
gooooobooooooooboooooo
gobooooooooooubooooog
goooooooo

goooooooooooooooooo
goooooooooooooooooo
goooooooooooooooooo
goooooooooooooooooo
ooo

Hong Kong's competitive edges are conducive fo
the development of our dynamic financial services
sector and will continue fo uphold Hong Kong’'s
sfatus as a credible global financial hub. Our
economic sysfem is renowned for its free flow of
capifal and information, atfracting massive
investments from all around the world. Alongside
Hong Kong's strong anti-money laundering and
counter-financing of terrorism (AML/CFT) regime,
various AML stakeholders in Hong Kong have
confinuously exerfed best efforfs in the
implementation of legal, regulatory and operational
measures for combatting money laundering and
terrorist financing (ML/TF).  Not only is the
vulnerability fo ML/TF due to the convenience
exploited by criminals for dealing with proceeds of
crime or suspected terrorist properties minimised,
Hong Kong’s creditability as a frusted international
financial centre is also enhanced.

Since the establishment of Joint Financial
Intelligence Unit (JFIU) in 1989, we have been
collaborating closely with multifarious AML/CFT
stakeholders including government policy bureaux,
regulatory authorities and other private entfities fo
combat ML/TF activities. To the credit of the
confinuous supports from financial institutions
(FIs) and designated non-financial businesses and
professions (DNFBPs), the quality of suspicious
transaction reports (STRs) is improved and many
crimes are detected in early stages with the
concerted efforts of both law enforcement agencies
and reporting entities, expediting  financial
investigations and vyielding higher likelihood in
intercepting suspected illicit funds.

In light of the rapid technological advancement
over the past couple of years, digital fransformation
has been accelerated and electronic payments
have become very popular. Contrarily criminals
also heavily exploit technology, anonymity of
crypfocurrencies and convenience of elecfronic
payments for committing transnational crimes and
laundering crime proceeds.
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To optimise our capability in safeguarding Hong
Kong's status as an infernational financial centre
and overcoming the AML/CFT challenges ahead in
the fast-changing environment, we have expanded
in October 2020, in preparation of the establishment
of *Financial Infelligence and Investigation Bureau’, a
specialist stand-alone bureau including the JFIU and
related functions such as a financial investigation
division and headquarters. As a dedicated unit
supporting the Financial Services and the Treasury
Bureau, we work closely with various stakeholders
for AML/CFT policy and legislation matters, strategic
analysis, on-going ferrifory-wide risk assessment,
as well as fraining and outreaching. In the coming
year, we will be revitalised as a new formation and
strive fo mainfain our professional work in fighting
financial crimes.

While the world is united in the fight against
COVID-19, the JFIU understands the importance of
strict adherence fo social distancing measures
imposed.  Sfill the JFIU continues to conduct
knowledge sharing with our fellow partners through
actively holding webinars instead of physical
seminars for heightening the understanding on the
emerging money laundering trends. Internationally,
our liaison and expertise sharing with other financial
infelligence units (FIUs) and agencies across the
globe are maintained in the cyberspace as we
constantly  participate in  various international
conferences and workshops hosted by authorities
such as INTERPOL, the Financial Action Task Force
(FATF) as well as the Asia/Pacific Group on Money
Laundering (APG). Our productions of in-depth
strafegic analyses providing pragmatic
recommendations on tackling the identfified threats
are underway and relevant risk indicators would be
disseminated to other AML stakeholders afterwards.

Finally, thank all having confribufed to the
enhancement of Hong Kong's resilience fo money
laundering, terrorist financing and associated offences.
With the unfailing support from you, the JFIU will rise to
the new AML/CFT challenge ahead, with the aim of
endeavouring fowards a betfer future.

Carmen LEUNG

Superintendent of Police
HEAD of JFIU, Hong Kong
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The JFIU is co-staffed by officers of the Hong
Kong Police Force (HKPF) and the Hong
Kong Cusfoms and Excise Department
(C&ED). It is a law-enforcement-type of
FIU but not an investigative unit. Apart
from being the sole agency to manage
the suspicious fransaction reporting
regime for Hong Kong, it also engages in
financial infelligence exchange with FIUs
and Law Enforcement Agencies (LEAS)
worldwide.

Distinctive in ifs infelligence analysis
capabilities and perspectives, the JFIU
contributes fo the AML/CFT regime
through close inter-agency collaboration
with policy bureaux and government
departments, financial regulafors and
other professional bodies, LEAs and FIUs,
ML and TF Risk Assessment Unit (RAU),
FIs and DNFBPs.
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OUR CHARTER

The JFIU performs diverse responsibilities
to combat and defer ML, associated R .—\—1
predicate offences and TF in view of the o |

ongoing infernal and external risk

Since 1989, the JFIU has been evolving
to keep pace with the local legislation and
international AML/CFT standards. The
major milestones are outlined below:
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assessment. Its duties include:

operational analysis of STRs

global exchange of financial
intelligence and information

strategic analysis of financial
intelligence and other information

research on ML/ TF trends and
typologies

operation of the Suspicious
Transaction Report and management
System (STREAMS)

support on provisional measures fo
prevent further dealing of suspicious

property

sfaffing of local and infernational
AML/CFT policy matters

coordination of AML/CFT training and
outfreach
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With the first piece of AML legislation, the Drug
Trafficking (Recovery of Proceeds) Ordinance
(DTROP, Cap. 405) implemented in Hong
Kong, the JFU was thus formed under
Financial Investigation Division of Narcofics
Bureau (FID NB) of Hong Kong Police Force
(HKPF) as the designated unit of Hong Kong fo
receive, analyze and disseminafe STRs.

The enactment of the second piece of AML
legislation, the Organized and Serious Crimes
Ordinance (0OSCO, Cap. 455), extended the
money laundering offence to cover the
proceeds of indicatable offences in Hong
Kong and similar conduct worldwide. It
further empowered the role of the JFIU fo
manage the STR regime.

Hong Kong became a founding
member of the Asia/Pacific Group
on Money Laundering (APG). The
JFHU confinued paying close
attention to the money laundering
/ ferrorist financing trends and
typologies within the region.

1991
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Hong Kong joined the Financial Action
Task Force (FATF) as a member. The
JFIU has been kept up-to-date with the
latest development of international
AML/CFT standards, especially those
imposed on FIUs.

The JFIU joined the Egmont Group of Financial
Intelligence Units (Egmont Group) as a member. Since
then, the JFIU has been making good use of Egmont |
Group’s secure network to exchange intelligence with
FIUs worldwide, and faking part in the Egmont Group’s
meefings and fraining sessions fo enhance its overall
financial infelligence capability.

The United Nations
(Anti-Terrorism Measures)
Ordinance (UNATMO, Cap 575)
was promulgafed and it further
empowered the JFIU fo receive
STRs related to terrorist property.
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The enacfment of the Anti-Money
Laundering and Counter-Terrorist Financing
(Financial Institutions) Ordinance (AMLO,
Cap 615) codified Hong Kong’s preventive
measures such as requirements on
customer due diligence and record
keeping, which indirectly increased
AML/CFT awareness and thus led fo an
upsurge in the number of STRs.
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The amendment of the UNATMO
enhanced the freezing mechanism of
terrorist  property and prohibited the
financing of fravel of foreign ferrorist
fighter. Also, the amendment of the AMLO
extended the cusfomer due diligence and
record-keeping requirements therein to
designated non-financial business and
professions.

The increase in the sheer volume, diversity
and complexity of financial crimes calls for
a dedicafed establishment with the
necessary sfafure - the  Financial
Infelligence and Investigations Bureau. In
preparation of its establishment in 2021
and with a view fo maximizing HKPF's
capability in fackling ML/TF crimes, five
additional intelligence analysis feams
under the JFIU were set up.

HIGHLIGHTS
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Along with the esfablishment of the Money
Laundering and Terrorist Financing Risk
Assessment Unit (RAU) under the HKPF, the
JFIU has been contribufing ifs input fo the
territory-wide risk assessment exercise of
Hong Kong.

The FATF published the Mutual Evaluation Report (MER) of Hong
Kong in Sepfember 2019, commending Hong Kong's efforts in
combating Money Laundering and ferrorist financing. The MER
nofed that Hong Kong's AML/CFT regime is assessed fo be
compliant and effective overall, making if the first jurisdiction in the
Asia-Pacific region to have achieved an overall compliant result in
the current round of FATF evaluation.
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Legal Basis for Suspicious
Transaction Report
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Pursuant to secfions 256A(1) of the Drug
Trafficking (Recovery of Proceeds) Ordinance
(DTROP, Cap. 405) and the Organized and
Serious Crimes Ordinance (0SCO, Cap.
455),as well as section 12(1) of the United
Nations (Anti-Terrorism Measures) Ordinance
(UNATMO, Cap. 575), where a person
knows or suspects that any property (a) in
whole or in part directly or indirectly
represents any person’s proceeds of; (b) was
used in connection with; or (c) is infended fo
be used in connection with drug frafficking or
an indictable offence; or where a person
knows or suspects that any property is
terrorist property, the person shall as soon as
it is reasonable/practicable for him/her to do
S0, disclose that knowledge or suspicion (i.e.
by way of STR) to an authorized officer (i.e.
JFIU officer).

The JFIU adopfs a risk-based approach in
analysing the STRs received. Apart from
providing feedback fo respective reporting
entifies, financial intelligence is disseminated
to various agencies for follow-up actions as
appropriate.  The JFIU also endeavours. fo
keep relevant AML/CFT stakeholders informed
of the recent suspicious indicators and case

typologies.
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Anti-Money Laundering and Counter-Terrorist
Financing Ordinance, Cap.615 (AMLO)
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The amended AMLO commenced operation on 1
March 2018. Amendments include the extension of
the customer due diligence and record-keeping
requirements therein fo designated non-financial
business and professions including legal
professionals, accounting professionals, estate
agents and TCSPs; and the introduction of a licensing
regime for TCSPs requiring them to apply for a license
from the Registrar of Companies and satisfy a
“fit--and-proper” test before they can provide trust or
company services as a business in Hong Kong.
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United Nations (Anti-Terrorism Measures)
Ordinance, Cap.575 (UNATMO)
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The bill to amend UNATMO, enhancing the freezing
mechanism of terrorist property and prohibiting the
financing of travel of foreign terrorist fighter, was
enacted by the Legislafive Council in March 2018
and operafion was commenced on 31 May 2018.
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Companies Ordinance, Cap.622 (CO)
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The amended CO commenced operation on 1 March
2018, requiring the keeping of significant controllers
regisfers by companies incorporated in Hong Kong to
enhance fransparency of corporafe  beneficial
ownership.
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The Cross-boundary Movement of Physical Currency and
Bearer Negofiable Instruments Ordinance was enacted by
the Legislative Council in June 2017 and operation
commenced on 16 July 2018. The Ordinance was
infroduced fo implement a declaration/disclosure system
for cross-boundary movement of currency and bearer
negotiable instruments.

Cross-boundary Movement of Physical Currency and
Bearer Negotiable Instruments Ordinance, Cap.629

18
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The JFIU received a fotal of 57,130 STRs
in the year of 2020 and an 11% increase
in number (5,542 STRs) is noted as
compared with the previous year.
Financial insfitutions confinue to account
for over 95% of the annual fotal STR
submissions, with the banking sector as
the dominant confributor in the past few
years. The increase in STR submissions
by the banking sector is partly contribufed
by the recently launched virtual banks.
Upon the introduction of virtual banks, the
JFIU has been actively collaborating with
their representatives on the reporting of
suspicious fransactions. 637 STRs were
filed by the sector in 2020 since the
launch of the very first virfual bank in
Hong Kong in March 2020. Besides,
there was a general rising frend in
submissions filed by money service
operators,  whilst the number of
submissions filed by stored value
facilities licensees almost doubled in
2020.
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2010 207 2018 2018 2020

ogooo
Financial Institutions

0o goono

Banks Traditional Banks
oooo
Virtual Banks
(2020030000000)
(New Cafegory since March 2020)

oooo

Insurance Companies

aood
Money Lenders

gogoo
Securities Firms

ooooooooo
Stored Value Facilities Licensees

ooooooo
Money Service Operators

OooooOoooooo
Total Number of STRs Filed by All Financial Institufions

(% of all STRs Received) OO OOO0O0O0O

oooooooooo
DNFBP

oooo
Estate Agencies

goooooooog
Dealers in Precious Metals & Stones

ooooon
Legal Professionals

oooooo
Accounting Professionals

ooooooooo
Trust & Company Services Providers

O00o000oO00oooooooo
Number of STRs Filed by All DNFBPs

(% of all STRs Received) D 00000000

ooooooooooo
Number of STRs Filed by Others

68,745 | 86,029 = 68146 = 44689 47,888
(89.76%) | (93.39%) | (92.23%)  (86.63%)  (83.82%)
637
/ / / / (1.12%)
928 1094 | 1236 | 1335 | 1,179
A21%) | (179%) | (1.67%) = (259%) = (2.06%)
24 28 39 34 17
(0.03%) | (0.03%) | (0.05%)  (0.07%) = (0.03%)
1423 2,090 = 1,337 735 694
(186%) | (2.27%) | (1.81%) | (1.42%) = (1.21%)
67 590 529 1321 2512
(0.09%) | (0.64%) | (0.72%) = (2.56%) = (4.40%)
2 554 908 1219 | 1474 = 2,033
(333%) | (0.99%) | (1.65%)  (2.86%) = (3.56%)
73,741 | 90,739 = 72,506 = 49,588 54,960
(96.28%) | (98.51%) | (98.13%) ' (96.12%) ' (96.20%)
58 71 47 74 93
(0.08%) | (0.08%) | (0.06%)  (0.14%) = (0.16%)
59 60 70 20 25
(0.08%) | (0.07%) | (0.09%) = (0.04%) = (0.04%)
969 555 416 810 807
(1.27%) | (0.60%) | (0.56%)  (1.57%) = (1.41%)
3 9 22 18 16
(<0.01%) | (0.02%) | (0.03%)  (0.03%) = (0.03%)
27 31 81 91 104
0.04%) | (0.03%) | (0.11%) = (0.18%) = (0.18%)
1116 736 636 1013 | 1,045
(146%) | (0.80%) | (0.86%) & (1.96%) = (1.83%)
1733 640 747 987 1.125
(226%) | (0.69%) | (1.01%) | (1.91%) = (1.97%)

7659 82115 73,888 51,588 57,130
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Analysis of STRs
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The JFIU relies greafly on the STRs
received from various sectors as the
major source of information  for
conducting routine  operafional and
strafegic analyses. Risk-based approach
is adopted in the assessment and
examination of each and every STR
received, with regular reference fo the
|atest ML/TF landscape and trends. After
reviewing the level of inherent ML/TF
risks, the value of infelligence, and the
prospect for further investigation or other
follow-up actions, a more holistic
analysis may be conducted on selected
STRs which deem to have the potentfial to
develop quality financial infelligence
products.
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Dissemination of STRs
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Total Number of STRs Disseminated

O0oooooooo
STRs Dissemination Rafe

The JFIU aims fo develop useful leads to
LEAs and regulafors via disseminating
STRs of which information beneficial fo
subsequent investigation could be
extracted after conducting thorough
financial analysis. If the assessments
deem the infelligence to be useful and/or
actionable, the intelligence will be
disseminated to the relevant agencies
and/or FlUs worldwide.  Out of the
57,130 STRs received in the year of
2020, 19,077 were disseminafed with
HKPF as the major recipient (90.09%),
recording the highest dissemination rafe
of 33.39% in the past years.

13,566 15,349 13,039 19,077

14.73% = 20.77% = 25.28% @ 33.39%

STR Dissemination 00o0ooooQ

00000 Hong Kong Police Force 90.09%

B 0000 Customs and Excise Department 4.49%
O0DOO00O0OO0O0O0O0DO0O Securities and Futures Commision 1.92%

Boooo Independent Commission Against Corruption 1.15%
00000000000 O00000O LEAs and FIUs Worldwide 1.29%
0000 Other Authorities 1.06%
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The JFIU has a wealth of STR information available
on the web-based Suspicious Transaction Report and
Management System (STREAMS), which was first
launched in 2006. In line with the statufory confines
and information security safeguards, the JFIU
welcomes local LEAs to make formal requests for
STREAMS record checks for information (possibly
covering suspects, suspected companies, suspicious
accounts, transactions and fund flow); it also allows
local authorized users (including the HKPF, C&ED
and JFIU officers) to conduct direct searches on
STREAMS fo facilitate the appropriate use of financial
information in  daily  investigations/intelligence
cultivation, and support various operational needs in
a fimely manner.

Between 2016 and 2020, the annual number of
request for STREAMS record checks made fo the JFIU
mounted by 56.63% from 3,113 to 4,876; whilst a
total of 808,877 direct searches were made on
STREAMS.  The escalating demand for STR
information, which is considered conducive to
enforcement actions against ML, TF and associated
predicates, is reflected by the data throughout the five

——————years.

do0ooooboobDoooooooooooon
Total Number of Requests for STREAMS Record Checks

00000000 DOO0O0OO000o0oDbOOoDbDOon
Total Number of Direct Searches on STREAMS

3,113 3,301 4,796 5,062 4,876

135,421 135,863 = 171,302 | 151,661 & 214,730
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00000000 00oo0oooa
% of Electronic Processing of STRs
(Total Number of STRs Involved)
(Doooooooooo)

O000000000000000
% of Manual Processing of STRs

In order fo enhance the efficiency and accuracy in
STR  submission and  processing, "e-STR
Submission" using a revised STR proforma has been
rolled out in August 2018. We also focused on the
STREAMS enhancement project aiming at improving
the JFIU's capability in processing, analysing and
disseminating financial intelligence as well as
leveraging its functional interoperability to better cope
with the tremendous volume of STRs in the long run.

Currently, the JFIU is exploring the upgrade of
computer sysfem for screening STRs with the use of
big data and artificial intelligence. As a benefif from
the application of new technology, our efficiency and
capability in conducting operational and strategic
analysis will be ramped up.

88.77%  92.91% = 91.44%  87.62% = 88.40%
(67,994)  (85,582) | (67,565) @ (45,203) @ (50,501)

11.23% 7.09% 8.56% 12.38% = 11.60%
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Local Cooperation with Stakeholders

Feedback on STR Quality
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The overall quality of STR input from various reporting
secfors is of paramount importance fo the effectiveness
of the suspicious fransaction reporting regime. Thus
the JFIU provides quantitative and qualifative feedback
on STRs fo regulatory agencies, professional bodies
and reporting entities as appropriate.  The JFIU
publishes STR Quarterly Analysis (made available
through the secure area of JFIU's website) fo enhance
mutual communication and raise AML/CFT awareness
of the private sector. FIs and DNFBPs are kept
up-fo-date with useful guidelines, the preferred
framework for making quality STRs and STR sfafistics
that indicate their filing trends, case examples on the
latest ML/TF-related typologies and ofher good
practices observed in their daily AML/CFT compliance
and control.

With the advancement in finfech development and
financial inclusion in Hong Kong, particularly under the
impact of COVID-19 pandemic, the Government,
businesses and individuals are increasingly turning fo
online sysfems to enable remote work. The uses of
e-banking services, faster payment system fransactions
and smart payment through Stored Value Facilities
(SVFs) have brought convenience fo cusfomer, while
these sysfems also provided new opportunities for
criminals. Exploiting the advantage of remofe account
onboarding and  fransactions,  criminals  could
manipulate mulfiple stooge accounts fo launder illicit
proceeds without physical presence. Reporting entifies
are encouraged fo employ tfechnology solutions fo
mitigate the risks, and exercise vigilance during
fransaction moniforing with effective
know-your-customer process in identifying suspicious
acfivities. The JFIU will maintain close collaboration with
all stakeholders to address the emerging challenges.
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The JFIU treasures and seeks to enhance interagency
collaboration within the AML/CFT community. At the
sfrategic level, government bureau, regulatory
authorities and professional bodies consult with the
JFIU on changes of policies, legislation and/or
guidelines that touch on the suspicious transaction
reporting regime. The JFIU also assists in collafing
STRs or other AML/CFT-related statistics for the
deliberation in high-level governmental meefings. At
the operational level, the JFIU provides intelligence,
investigative and asset-recovery support through
frequent and responsive financial intelligence
exchange with various LEAs and FlUs.
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Regular Liaison with STR Reporting Entities
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The JFIU recognises the private sectors as the first line
of defence in the AML/CFT regime as criminals,
terrorists and their associafes are inclined to make use
of the easily accessible financial services in Hong
Kong to launder proceeds of crime or perform Terrorist
Financing. To better the coordination and
communication between the JFIU and private sectors,
designated liaison officers are assigned to follow up
enquiries raised by major STR reporting entities.

Despite in hard time, the JFIU is committed to build and
maintain an effective public-private partnership. The
JFIU also regularly holds video conferences with
relevant government bureaus, regulatory authorities,
FIs and SVF licensees fo discuss and advise on matters
of common interest in suspicious transaction reporting,
share views on policy and operational priorities. On an
ad-hoc basis depending on the operafional needs,
alerts have been published on the noticeboard at the
secure area of the JFIU’s website on lafest crime rends
and observations from the JFIU.
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With the ease of international connectivity, there is no
doubf that effective and enhanced international
cooperation is the key to success in combating
fransnational  money laundering and  terrorist
financing. The JFIU could have never been so

successful without the unfailing support from FIUs

bobboooouboboudobboodd worldwide in exchanging intelligence.

oooooo

Between 2016 and 2019, there has been a growth in
Oo0o0oooooooooooooon both the incoming and oufgoing correspondences,
0000000000 o0Ooooooon marking more frequent cooperation and mufual
00020200000000000000 support among FlUs.

000020190 00 The oufbreak of Coronavirus Disease 2019
(COVID-19) has posted extraordinary challenges in
almost every part of the world and brought an impact
on the partnership. In 2020, JFIU recorded a decrease

in the number of correspondences exchanged.

HINANCIAL
INTELLIGENCE

FACHANGE

D f I f f
gooooon gooooooo
0ooooooo (Egmont Group) 794 991 1,197 1,283 924
Total No. of e ——
Incoming
Correspondences (Non-Egmont Group) & L% 128 Ak L7
oooo
. 837 1,145 1,320 1,492 1,101
Incoming Total
dooooomn goooooon
O000oooo (Egmont Group) e 2l L08 L e 29
i, o 000000000
Outgoing
Correspondences (Non-Egmont Group) 2 356 a0 % e
oooo
. 1,159 1,348 1,326 1,378 1,263
Outgoing Tofal
0*X 0000000000000 oooOoOboooooooooboodooooooomno
(*Non-Egmont Group members include mainly non-Egmont FIU(S) and occasionally other overseas LEAS)
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In 2020, the JFIU exchanged financial intelligence
with 106 Egmont Group members and three

non-Egmont Group members across continents. The
number of FIUs from each continent being engaged is

shown as follows:
20200 00000010600 0000O0O
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oo
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Number of Egmont and Non-Egmont FIUs Exchanged Financial Intelligence with the JFIU
(By Regions*) in 2020

0O Regions

0o
Americas

oo (@)
Europe |

oo @)
Europe I

0o
Eurasia

gooooo
Asia & Pacific

ooooo
East & Southern Africa

ooooo
West & Central Africa

ooooo
Middle East & North Africa

10 25 30

oooooooo

No. of FIUs
O0*x;0O00000000000D0000

(*with reference to categorization of regional groups adopted by the Egmont Group)
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As shown from the graph below, JFIU has frequent
exchange of intelligence with members from Europe |
in 2020, of which 330 out of 924 incoming
correspondences were received from the Region. The
year of 2020 recorded a significant increase in
incoming correspondences with Europe I, as
compared fo 2019.

20190 020200 0000 oonooooon
Number of Incoming Correspondence with Egmont Group Members in 2019 and 2020

0 O Regions
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Trend of Information
Exchange with FIUs in 2020
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O0000O00OCO0O0O0OO00O0OO00O0O
bbobooubbouoodobud The JFIU observed increasing complexity of A E

pooboboobobooboon information and intelligence received and shared in
the past few years. Fraud and Money Laundering are
the two more prevalent crime types of both incoming ST U D ‘ E S
and oufgoing requests, as well as incoming and
outgoing spontaneous sharing of information. AND

EEEE TYPOLOGIES

*()ODooooooobooo
*() denotes number of requests/ sharing
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Case Studies from C&ED
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Money Laundering
in relation to

Gold Trading Proceeds
of Unknown Sources

20l60 110 00000000000
ggoooobboboooooooo
ggoooobboboooooooo
ggoooobboboooooooo
goooooooooooooooo
obooobooboobooooog

| y—’_\\——..

In - November 2016, the C&ED
commenced an investigation against two
companies solely owned by an individual.
noooobobbbobooooooo Financial intelligence from the JFIU
goooooboobooogood suggested that the bank accounts held by
O0DO00D0DO0o0o0oooooooao these companies had received significant
O00D0020170120 000000 sums of deposits with suspicious origins.
002021020 000000000 Extensive financial investigation revealed
000340000 the accounts exhibited fypical money
laundering patterns and that the accounts
turnovers were incommensurate with the
company owner’s background. While the
[ owner claimed the deposits were derived
from the trading of gold slabs, the sources
of the gold slabs could not be explained.
In December 2017, the C&ED arrested the
company owner. In February 2021, the
individual was charged with fwo counts of
‘Money Laundering” with the fotal
laundered amount of HKD 340 million.

H
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CASE STUDIES AND TYPOLOGIES
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Case 1: Money Laundering in relation to Gold Trading Proceeds of Unknown Sources
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Gold slabs of unknown sources
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Money Laundering in
relation to Proceeds of
Unfair Trade Practices
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In June 2019, the C&ED conducted an
Db Lot B O e o L investigation against a local syndicate
noooooooooooond preying on foreign domestic helpers in Hong
ooooooooooooooan Kong. The syndicate managed two
O00000000000000 agencies, which claimed to be licensed and
0000000 0OoOoOooooao that they could arrange the friends of the
20200 000000000000 foreign domestic helpers fo work in Hong
000000O0O0O00O0O0OoOn Kong. After receiving placement fees, the
agencies never provided any actual
goood : : S
services. Financial intelligence from JFIU
showed that the placement fees received by
the agencies were eventually deposited into
the personal bank account held by the
agencies’ owner. In 2020, the agencies’
owner and his associates were charged with
‘False Trade Descriptions” and ‘Money
Laundering’.
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CASE STUDIES AND TYPOLOGIES
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Case 2: Money Laundering in relation to Proceeds of Unfair Trade Practices
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Operation against a
Bookmaking Syndicate
Exploiting Stored
Value Facilities (SVFs)
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The Police commenced an investigation against
a bookmaking syndicate. Between 2017 and
2019, the syndicate laundered illicit funds
totalling HKD 133.8 million via Stored Value
Facilities (SVFs) accounts in Hong Kong.
Intelligence from the JFIU assisted in an
infensive financial investigation, which revealed
a network of stooge SVF accounfs used by the
syndicafe for receiving and seftling betting
fransactions stemming from an overseas illegal
gambling website. The illicit funds were then
fransferred fo other stooge bank accounts via
licensed money service operafors and
subsequently cashed ouf by the money
couriers. Inearly 2020, 36 syndicafe members
were arrested and HKD 3.6 million worth of
financial assets were withheld pending
confiscation.
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Case 1: Operation against a Bookmaking Syndicate Exploifing Stored Value Facilities (SVFs)
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Bookmaking Syndicate Cashed out by money couriers
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Transferred via licensed money service
operators
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Gamblers
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Infelligence from JFIU indicated that an overseas couple’s
joint bank account in Hong Kong had received proceeds
from multiple fraud cases totalling HKD 105 million. In
response to JFIU's infelligence, the Police commenced an
investigation and discovered the couple had been convicted
in their residing country in 2012 for illegal trading of
precious metfals with illicit funds flowed info their bank
account in Hong Kong. The Police initiated a Court
proceeding tfo confiscate the HKD 105 million withheld in
their bank account.  Through their legal representatives in
Hong Kong, the couple claimed the monies were gained
from legiimate means, but the Court rejected their
explanation.  In August 2020, the court ordered the
confiscation of the HKD 105 million.

CASE STUDIES AND TYPOLOGIES

2000000000000 000000000
Case 2: Intelligence-led Investigafion against Cross-Boundary Money Laundering Activity
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Arrested in their residing country and convicted in early 2012
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Transferred crime proceeds from illegal frading of precious mefals fo bank account
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Confiscation of HKD105M via Absconder Proceedings
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Operation against
a Vice Syndicate
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Between 2009 and 2018, a syndicate operated
various websites offering sexual services in Hong
Kong. The confact means were registered under
Company A, which was solely owned by the
masfermind, Ms. X. Investigation revealed that Ms. X
ran a call centre and her core associate, Ms. Y, was
responsible for booking calls and the arranging
prostitutes. Financial intelligence from JFIU
esfablished that the prostifution proceeds was

deposited into the bank accounts held by Company A.

Ms. X and Ms. Y were charged with ‘Conspiracy fo
live on earning of the prosfitution of others” and
*‘Money Laundering’ for receiving HKD 33 million vice
proceeds. In October 2020, the duo was convicted
and senfenced fo imprisonment ferms with HKD 33
million worth of financial assets confiscated.

CASE STUDIES AND TYPOLOGIES
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Case 3: Operatfion against a Vice Syndicafe
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Ms. X Vice syndicafe mastermind
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Received HKD 33 million
vice proceeds
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Operation against a Local Money
Laundering Syndicate
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Acting on intelligence, the FID NB inifiafed financial
investigation against a local syndicate which hired
stooges via social media to set up different
companies and corporate bank accounts  for
receiving crime proceeds stemming from overseas
investment frauds. Analysis unveiled that over 50
bank accounts were used by the syndicate in
laundering crime proceeds of over HKD 139 million
between December 2015 and Augusf 2016.

Investigation revealed that the involved companies
were set up by stooges recruited by the syndicate.
The companies shared the same business address
sifuated in an industrial building in Hong Kong, but
were alleged fo be engaged in different industries.
The fransaction patterns and the turnover volumes
observed in the bank accounts of the suspects were
suspicious and clearly incommensurafe with their
individual’s financial background.

In 2017, the operation turned overt and a total of 11
syndicate members, including the fwo masterminds

| F\\_.—-
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Local masterminds

0 O Recruited
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gg
Stooges Crime proceeds from overseas invesfment fraud

00O Setup

oo0oooooo
Overseas investment fraud syndicate
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and other sfooges were arrested. A total of 12 ’ -
soonpoooooooon charges of ‘Conspiracy to Money Laundering” and 3

two charges of ‘"Money Laundering” were laid against ™ ™ —o ™ ™

the two masterminds and six sfooges with a trial  (BANK  (BANK BANK < BANK BANK |

scheduled o be held at District Court in late 2021
whilst HKD 6 million of the defendants assets was

——————— eSTT0ined.

goooso0O00O00O0on0l30noononon
Over 50 bank A/Cs were used in laundering crime
proceeds of over HKD 139 million
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Money Laundering in
relation to Proceeds
of Drug Trafficking
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In May 2018, Narcotics Bureau arresfed two
persons for ‘Trafficking in a Dangerous Drug” with
a fotal of 6,072 grammes of cocaine, drug
frafficking paraphernalia, a notebook confaining
drug transaction records and cash over HKD 2
million seized.

The funds seized were incommensurafe with the
financial profiles of the duo. Financial
investigation was thus conducfed against the
arrested persons and further HKD 2 million bank
balance of one of the arresfed persons was
withheld.

Financial investigation revealed that substantial
turnovers and significant amount of cash deposits
were observed in the bank account which were
believed fo be drug proceeds. The two arrested
persons were subsequently charged with two
charges of ‘Money Laundering” in addifion to
‘Trafficking in a Dangerous Drug’. The frial is
scheduled to be held at the Court of First Instance
in late 2021 whilst HKD 4 million of the
defendant’s assetfs was restrained.
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CASE STUDIES AND TYPOLOGIES
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Case b: Money Laundering in relation fo Proceeds of Drug Trafficking

| 4 O00O0O0O201805000
V In May 2018, two drug fraffickers were arrested

goooooooooonoonon
Substantial turnovers and significant amount
of cash deposits in the bank account
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Incommensurate with
financial profiles of the arrested drug traffickers
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Restraint Order against HKD 4 Million was issued
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Case 6: Joint Operation with the Mainland and use of financial investigation with the
proof of predicafes fo tackle identfified drug broker and his wife
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Joint operation with the Mainland and

47

Use of financial investigation with
The proof of predicates to tackle
Identified drug broker and his wife
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In the course of a cross-border joint operation, Mr. A was
identified fo have arranged fishing vessels fo smuggle drugs
from Jurisdiction X to other jurisdictions.  Financial
investigation showed that Mr. A and his wife confrolled eight
accounts in Hong Kong, which had a fotal furnover of HKD
86.7 million between 2004 and 2013. In April 2016, Mr. A
and his wife were arrested for ‘Money Laundering” in Hong
Kong. Cash and valuables fotalling to HKD 5.12 million
were seized af their residences and safe deposit boxes.

In January 2018, a vessel used for frafficking a large amount
of ICE and Cocaine was intercepted at the open waters near
Jurisdiction Y.  The vessel was sef ablaze with up fo
1,000kg of dangerous drugs burnt. Mr. A was arrested in
Hong Kong for arranging the shipment. In July 2018,
Restraint Order was issued against Mr. A and his wife assefs
tofalling to HKD 29.13 million, including bank balances of
HKD 7.78 million, HKD 5.12 million in cash, valuables at
HKD 2.44 million and two real estfate valued at HKD 13.8
million.

In March 2021, Mr. A and his wife were convicted of two
counts and six counts of ‘Money Laundering” at the District
Court respectively for laundering HKS 48.9 million crime
proceeds. Mr. A and his wife were sentenced fo 43 months’
imprisonment and 66 months” imprisonment respectively.
Legal proceeding for confiscation of a fotal of HKD 29.13
million is ongoing.
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Mr. A's wife

O O Control

v
[N
<

oooooon
Eight bank accounts in Hong Kong

>
—t
> P
\—W‘;,

ADODODDODOO0OODOO4300 066000
029130 000000000
Mr. A and his wife were senfenced fo 43 months’
imprisonment and 66 months” imprisonment
respectively; assefs amounting fo HKD 29.13
million is available for confiscation
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smuggle drugs
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Money Laundering in relation to
Proceeds of Drug Traftficking
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During an operation conducted by officers of
Narcofics Bureau in April 2018, drug ftrafficking
syndicafe member Mr. A and his accomplice were
arrested for ‘Cultivation of Cannabis Plants” and
‘Conspiracy to Cultivation of Cannabis Plants’
respectively with a total of 1,205 pots of cannabis
plants (around 60kg in weight) seized.

Financial  invesfigation  revealed  suspicious
deposits which were believed to be drug proceeds
in the personal bank accounts under the names of
Mr. A and his mother Ms. B. In June 2018, the
duo was arrested for ‘Money Laundering’.
Evidences showed that Mr. A exerted confrol over
both his and Ms. B’s bank accounts for laundering
over HKD 7 million. Mr. A was convicfed of two
counts of ‘Money Laundering” and was senfenced
to 32 months” imprisonment in June 2021.

In Ocfober 2020, assets of Mr. A and Ms. B
amounting fo HKD 11.87 million, including bank
balances of HKD 1.1 million and fwo real estate
valued at HKD 10.77 million, were restrained and
confiscation procedure is ongoing.
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Mr. A was arrested for ‘Culfivation of Cannabis Plants’ 00O Control
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ADOOOOBOO
Ms. B, mother of Mr. A
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Under the name of Ms. B
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Mr. A exerfed control of both his and Ms. B’s bank A/Cs for laundering over HKD 7 million
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Restraint Order against assets of
Mr. A and Ms. B amounting fo HKD 11.87 million
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EGMONT
INTERNATIONAL GROUP OF FIUS

(EGMONT GROUP)

O00D0D0DOD19950400 The Egmont Group consists of 166

COOPERATION ity s et

00000001660 0000
AND ToooO0O0OOOOOO0  organization established in April 1995
00000O00O0O0O00oo with @ mandate to improve cooperation

on information exchange, trainings

JoounooungUa and expertise between FIUs around the

bobooboooooobobd world engaging in AML/CFT measures.

oooooboo Since 1996, Hong Kong joined the

Egmont Group and exemplified its

Dooiseenooooomn determination in deterring and

noooodooooooo combatting transnational ML and TF.
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INTERNATIONAL

CONFERENCES

AND MEETINGS

OO000000000000 Despite the outbreak of the COVID-19
000000000 ooon pandemic, the determination of JFIU in
0000n0o0nononooon enhancing the mutual rapport and

facilitating direct discussion on topical
gz20200 000000000 AML/CFT issues has never been
O0oo0ooooooooon shaken. In 2020, representatives
0000000000000 from the JFIU also attended various

conferences and meetings virtually to

e extend network and gain DDDDDDDDD

goboooogoooboogn insights ~ from  other

boboouuuon jurisdictions info global D D D |:| D D D D

ML/TF frend and ME
preparafion work
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Hong Kong
Money Laundering and
Terrorist Financing Risk

Assessment
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The ML and TF risk assessmenf is
supported by the Risk Assessment Unit
(RAU), and overseen by the Steering
Committee of Money Laundering and
Terrorist Financing Risk Assessment led by
the Financial Services and the Treasury
Bureau, and comprised of a range of law
enforcement,  supervisory and policy
agencies. Findings of this on-going risk
assessment is reported to the Central
Coordinating  Committee on Anti-Money
Laundering/Counter-Financing of Terrorism,
which is Hong Kong’s steering body of the
formulation  and  implementation  of
AML/CFT regime chaired by the Financial
Secretary.

Hong Kong Money Laundering and Terrorist Financing Risk Assessment
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Adopting the World Bank Tool, the ML/TF
risk assessment is a systematic process
that involves extensive consultation,
collection, examination and analysis of
quantitative  and  qualitative  data,
including buf not limited to law
enforcement statistics, international crime
reports and various fypologies studies;
and engagement with stakeholders of
regulators, LEAs, government bodies and
private sector entities. To ensure all
stakeholders fully understand their duty in
risk assessment work and to allow them
to discuss and clarify key issues, the RAU
conducted two stakeholder workshops in
2020. The two workshops were actively
participated by stakeholders included
LEAs, financial regulators, government
bodies and DNFBPs. The Chief
Superintendent of Police from Narcotics
Bureau and members of RAU delivered
presentations on the ML risk faced by
various industries in Hong Kong, threats
of ML arising from different predicafe
offences, the combating ability against

ML activities and the latest ML typologies.

To further combat ML/TF activities, RAU
has expanded its manpower in 2020 and
optimized the data collection mechanism
and formulafed corresponding measures
to enhance our ability fo process data
and risk analysis.

The second round of Hong Kong ML/TF
risk assessment is now under progress.
We will continue to improve our risk
assessment work in response fo relevant
internafional  standards, including the
recommendations from FATF.
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RAU organized the 2nd Hong Kong N_\oney
Laundering and Terrorist Financing Risk |
pssessment workshop in 2020.
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Members of RAU and stakeholders were highly inferacted
during the workshop.
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Glossary

ABBREVIATIONS [ [l English

ABBREVIATIONS [] [l English 0O

AML Anti-money Laundering Oo0OoCooOo/o000 Egmont Group Epneoﬁgirglom’rglri%%%c(g Units ooooog
1 Anti-Money Laundering and 1 o0ooooo0oon '{
AMLO 1 Counter-Terrorist Financin FATF . . .
00oo0o0ooooo gFinanciaI Instifutions) Or%inance 0000 (@oo0)ood Dooooo Financial Action Task Force nooooooo
Cap. 615 of the Laws of Hong Kong) (0DO0DOODOe150)
APG Asia/Pacific Group on
Money Laundering goooooooooood Fls Financial Institutions oood
ooooooood (www.apgml.org)
C&ED Customs and Excise Department 0000 FID NB el S [y TSI, 0000000000
CFT Counter-Financing of Terrorism oooo FlUs Financial Intelligence Units oooooo
Companies Ordinance oooooo .
Co (Cap. 622 of the Laws of Hong Kong) - HE 56 GGPEE HKPF Hong Kong Police Force ooooo
COVID-19 Coronavirus Disease 2019 ooOoCcooo Independent Commission
ICAC Against Corruption nooo
Designated Non-Financial
DNFBPs Businesses and Professions Jiooooooood
Drug Trafficking
DTROP gRecoverYsof Proceeds) Ordinance oo @ooo)ood
Cap. 405 of the Laws of Hong Kong) (0O0D0O0OD4050)
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ABBREVIATIONS [ [

INTERPOL

JFIU

LEAs

MER

ML

MOU

0CTB

0SCO
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English

The International Criminal
Police Organization

Joint Financial Infelligence Unit
(The Financial Intelligence

Unit of Hong Kong)

Law Enforcement Agencies
Mutual Evaluation Report
Money Laundering

Memorandum of Understanding

Organized Crime and Triad Bureau

Organized and Serious Crimes
Ordinance
(Cap. 455 of the Laws of Hong Kong)
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STRs

STREAMS

SVFs

TCSPs

UNATMO

Glossary
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English
Money Laundering and
Terrorist Financing Risk Assessment Unit

Suspicious Transaction Reports

Suspicious Transaction Report and
Management Sysfem

Stored Value Facilities

Trust & Company Service Providers

Terrorist Financing

United Nations
(Anfi-Terrorism Measures) Ordinance

L ( Cap. 575 of the Laws of Hong Kong)
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