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Vision

That the Joint Financial Intelligence Unit
(JFIU) remains one of the leading
Financial Intelligence Units (FIUs) in the
Asia/Pacific Region

Mission
That the JFIU continues to assist the Government in its efforts to

protect Hong Kong from illicit activities of money laundering (ML)
and terrorist financing (TF) by:

juxtaposing the JFIU’s professional standards with relevant
international standards

Fostering and strengthening cooperation with local and
international agencies in the exchange of financial intelligence

|ntel|igent!y analyzing suspicious transaction report (STR)
received by the JFIU and making disseminations as appropriate

Upgrading relevant sectors’ awareness and understanding of ML
and TF issues

AND M
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The year of 2018 could be seen as a landmark
for both the JFIU and the Anti-Money Laundering
and Counter-Financing of Terrorism (AML/CFT)
developments in Hong Kong. Apart from the 4th
round of Financial Action Task Force (FATF)
Mutual Evaluation (ME) on Hong Kong to align
with the latest international standards set by the
FATF and to enhance Hong Kong's regulatory
regime for combating ML and TF, a new licensing
regime for trust or company service providers
(TCSPs) has been introduced under the
Anti-Money Laundering and Counter-Terrorist
Financing Ordinance (Cap. 615) to require TCSPs
to apply for a license from the Registrar of
Companies. In addition, all Hong Kong companies
(except listed companies) are required to
ascertain and maintain up-to-date beneficial
ownership information by way of keeping a
Significant Controllers Register. | am confident
that all these new measures will further enhance
Hong Kong's credibility as a trusted international
financial centre.

In face of the multi-faceted challenges along the
uphill battle against increasingly complex ML, TF
and proliferation financing, | am also delighted to
see the expansion of JFIU's manpower and
structure in 2018 to rise up those challenges. On
the other hand, despite the number of
international financial intelligence exchanges
continued reaching another record high of 2,646
in 2018, the annual figures of STRs experienced
the first drop (from 92,115 in 2017 to 73,889 in
2018) over the past decade. This is a reflection
of concerted effort paid by reporting entities,
requlatory authorities and the JFIU to take
prudence measures in filing of STR and to
improve its quality. | would like to take this
opportunity to express my gratitude towards the
continuous support from regulatory authorities ,
professional bodies, law enforcement agencies
(LEAs.), financial institutions (Fls) and
designated  non-financial  businesses  and
professions (DNFBPs) in capitalizing the existing
suspicious transaction reporting framework.
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ML and TF activities are by nature transnational
and countering those threats call for international
cooperation. With a view to exhibiting Hong
Kong's persistent effort and commitment in
financial intelligence exchange and international
cooperation with FIUs worldwide, my role as the
representative of the Asia and Pacific region of
the Egmont Group of Financial Intelligence Units
(Egmont Group) and the Egmont Committee
member continues in 2018. The JFIU remains
actively involved in the activities of international
AML/CFT community and treasures the exchange
of financial intelligence with our worldwide
counterparts, ~ which  greatly  facilitate
investigations, resulting in the interception of
illicit funds and detection of crimes.

We can have the best laws to combat ML, the best
system to prosecute the offenders but if we lack
the human capacity to implement them, then our
efforts will be in vain. Hence, financial
investigation training and AML/CFT outreach
programmes are of great importance in
strengthening specialized knowledge of law
enforcement officers and AML/CFT practitioners
in public and private sectors. This is one of the
key activities of JFIU and we will continue to
contribute to the capacity building with all
AML/CFT stakeholders in Hong Kong as well as
with worldwide partners.

Like water which will find its way to the lowest
possible level, criminals always find the easiest
spot through which to launder their criminal
proceeds. In this time of technological advances,
criminals are more sophisticated in ML and
moving crime proceeds across different
jurisdictions become more rapid and convenient,
particularly with the technology advancement in
the global financial sector. The robustness of
AML/CFT regime in Hong Kong requires both
public and private sectors to work in close
partnership to ensure that Hong Kong is a safe
and clean place for doing business. In 2019, the
IFIU will keep up the strong momentum of
development and dedicate to strengthening the
effectiveness of the Hong Kong AML/CFT regime.

Head of JFIU, Hong Kong

from
he Head of JFIU

Edwin CHOW
Superintendent of Police L
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Our Charter

The JFIU performs diverse responsibilities to
combat and deter ML, associated predicate
offences and TF in view of the ongoing internal
and external risk assessment. Its duties include:

operational analysis of STRs

global exchange of financial intelligence and information

strategic analysis of financial intelligence and other
information
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2018

92.22%
of STRs were filed by

banking sectors
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2018

81.11%

of the disseminated
STRs were referred
to the HKPF
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2,046

correspondence were
recorded in Financial
Intelligence Exchange
between the JFIU &
FIUs Worldwide
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14 MOUs or
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were signed over the
decade
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were delivered to convey
key messages of suspicious

transaction reporting to
different sectors
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Legal Basis for Suspicious
Transaction Report

Pursuant to sections 25A(1) of the Drug
Trafficking (Recovery of Proceeds) Ordinance
(DTROR, Cap. 405) and the Organized and
Serious Crimes Ordinance (OSCO, Cap. 455), as
well as section 12(1) of the United Nations
(Anti-Terrorism Measures) Ordinance (UNATMO,
Cap. 575), where a person knows or suspects

E*EEI &ﬁ EEI‘] iﬁ& Eﬁ that any property (a) in whole or in part directly

or indirectly represents any person’s proceeds

' A LA xSl ‘( DL L .5 ' ! 2 'I-\'— J g i : BIE (RS (CBxEZR) &) (= of; or (b) was used in connection with; or (c) is

e ‘}) ‘\.:" J 2. it & AQ “" : ° .( i ' . 4055) B (EABRBSERTIEE) intended to be used in connection with drug
e WAk, %y s [m | &7‘: & #E% . D¢ Y y . trafficking or an indictable offence; or where a
YT ] XA - 4 (5455%) F25A(1H - UK (BA

o, R - STl T

AN _ o person knows or suspects that any property is
(REMERERE) RO (F575 terrorist property, the person shall as soon as it

) F12(1)fF - LERARBERIEEE is reasonable/ practicable for him/ her to do so
EAMER(Q@)EZHRIL - HIZHE disclose that knowledge or suspicion (i.e. by way
BEREEMARBESRTAFETH of STR) to an authorized officer (i.e. JFIU officer).
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Anti-Money Laundering and
Counter-Terrorist Financing
Ordinance, Cap.615 (AMLO)

(Bel (RRAMmERE
#ﬁﬁ’ﬁ)ﬂﬂ’ﬂ])( £575%)

Amend the AMLO to extend the customer due
diligence and record-keeping requirements
~therein to designated non-financial business or
! professions including legal  professionals,
accounting professionals, estate agents and
- TCSPs; and to introduce a licensing regime for
TCSPs requiring them to apply for a license from
the Registrar of Companies and satisfy a
“fit-and-proper” test before they can provide
trust or company services as a business in Hong
Kong. The amended AMLO commenced operation
on 1 March 2018.

&7 (RSB (R2MERIER) 1RH1) -
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United Nations
(Anti-Terrorism Measures)
Ordinance, Cap. 575
(UNATMO)

Amend the UNATMO to enhance the freezing
mechanism of terrorist property and to prohibit
the financing of travel of foreign terrorist fighter.
The bill to amend UNATMO was enacted by the
Legislative Council in March 2018 and operation
was commenced on 31 May 2018.

(5% SRR R I E
R =15 S 1R T B R 151

( £629% ) R321%H1)

Eﬁ <<R321%1§J>> UEBEERAT
ZUEZEEE (REEYR) BERS
M/ WEHE o (R3I2EHD B
20176 B AR HIEMBAG &
R201857 A 16 B ElfE °

Companies Ordinance,
Cap.622 (CO)

Amend the CO to require the keeping of
significant controllers registers by companies
incorporated in Hong Kong to enhance
transparency of corporate beneficial ownership.
The amended CO commenced operation on 1
March 2018.

Cross-boundary Movement
of Physical Currency and
Bearer Negotiable
Instruments Ordinance,
Cap.629 (R32 Ordinance)

Introduce the R32 Ordinance to implement
a declaration / disclosure system for
cross-boundary movement of currency and
bearer negotiable instruments. The R32
Ordinance was enacted by the Legislative Council
in June 2017 and operanon commenced on 16

iy
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The yearly breakdown of STRs received by category of reporting se

Sectors {73

Banks
$R1T
Securities Firms

. W@HFAQT

Insurance Companies

RBAT

Money Service Operators

TREREEE

Money Lenders

BEA

SVF Licensees™

REXSIEREEA
(*New category since November 2016)

(*2016511 B ¥R 4952 31)

~ Total Number of STRs Filed by All Fis
ERIMBRRHRE A

(% of all STRs Received)
(ﬁﬁﬁﬁ%ﬁ%ﬁ%w$)

e e e - e

T peee—

Legal Professwnals

EERERAL

Estate Agencies

HERE

Dealers in Precious Metals & Stones

EETEREARSH

TCSPs
EERDRREREE

Accounting Professionals

BIERAL
Number of STRs Filed by All DNFBPs

EEHFESHMEERITERINTRRZBEER

(% of all STRs Received)
(AR R B ME R B XR)

Number of STRs Filed by Others
HTRR XN AR S |mERE

Total Number of STRs Received
BEEUERSREEY

31,005 34,950 68,745
(8361%) | (82.15%) | (89.76%)
1,574 1,005 1423
(4.23%) (2.57%) (1.86%)
446 495 928
(1.20%) (1.16%) (1.21%)
2,772 ‘M\ 3,566 2,554
(7.45%) (8.38%) (3.33%)
32 33 | 24
(0.09%) (0.08%) | (0.03%)
for =] 67

(0.09%)
I
:[L‘
35019 40,148 73,741
(96.58%) | (94.34%)  (96.28%)
- :’ 'A..—“ ] ; _J‘lfr?fkm Mo
222 894 969
(0.60%) (2.10%) (1.26%)
29 31 58
(0.08%) (0.07%) (0.08%)
18 6 59
(0.05%) (0.02%) (0.08%)
46 22 27
(0.12%) (0.05%) (0.03%)
3 6 3
(0.01%) (0.02%)  (<0.01%)
318 959 1,116
(0.86%) (2.26%) (1.46%)
951 1,448 1,733
(2.56%) (3.40%) (2.26%)
37,188 42,555 76,590
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86,029
(93. 39%)

2,090
(2.27%)

1,094

g (1.19%)

908
| (0.99%)

28
(0.03%)

590
(0.64%)

90,739
(98.51%)

N,

555
(0.60%)

71
(0.08%)

60
(0.07%)

31
(0.03%)

19
(0.02%)

736
(0.80%)

640
(0.69%)

92,115

ransaction Report

ors between 2014 and 2018 is tabulated below:

68,146
(93. 99%)

1,337 [
(184%)

m 1,236 [N
(1.70%) |

1,210 HEES
(1.68%)
3
(0.05%)

529
(0.73%)

72,506
(98.13%)

Bt el SENE e

416
(65.41%)

47
(7.39%)

70
(11.01%)

81
(12.74%)

22
(3.46%)

636
(0.86%)

747
(1.01%)

73,889

18
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Analysis of STR

STR is the major and unique source of
information for JFIU to conduct operational and
strategic analyses. Upon the receipt of STR, the
JFIU adopts a risk-based approach to examining
and assessing each of them, with regular
reference to the latest ML/TF landscape and
trends. Reviewing the level of inherent ML/TF
risks, the value of intelligence, and the prospect
for further investigation or other follow-up
actions, the IFIU may allocate more resources to
conduct a more holistic and in-depth analysis of
selected STRs with the potential to develop
quality financial intelligence products.

Dissemination of STRs

The JFIU sets quality standards, screens and
analyses on STRs with a view to ascertaining if
there is sufficient information for further
extracting useful and/or actionable intelligence
for dissemination to LEAs/ FlUs for intelligence
purposes or any actions deemed appropriate.
Despite a drop in the number of STRs in 2018,
the JFIU endeavored to identify information of
intelligence value to LEAs/FIUs in 2018, resulting
in a total of 13,925 STRs disseminated in 2018,
even higher than that in 2017.

Joint Financial
Intelligence Unit}
Annual Report 2018¢

20184  BRH IR FHRENER In 2018, the major recipients of STRs were the
TEESEBEKREGB1.11%)  BBE HKPF  (81.11%), C&ED (12.27%), the
Independent Commission Against Corruption
12.27%) ~ DNE(1.07%) ~
il 6]+ BIKAE( = ©) - gf (ICAC) (1.07%), worldwide LEAs and FlUs
EHNHERBNA ERREN (2.92%) and other authorities (2.63%).
(2.92%) » AR HAhHERA(2.63%) °

81.11%

BRI Z WS

STR dissemination

1 2.27% e

Other
Authorities

Hit#%ea

RHIMT 1 ICAC
18 are tabulated below: 007% BHLAE Worldwide LEAs and FIUs

| & EHEA A
m m m m 2-92% GBS
2014
| Total Number of STRs Disseminated ! :
!‘ BENART SR A , 7,662 10,454 12,631 13,566 13,925
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Access to STR Information

The JFIU has a wealth of STR information
available on its web-based STREAMS. In line with
the statutory confines and information security
safeguards, the JFIU welcomes local LEAs to
make formal requests for STREAMS record
checks for information (possibly covering
suspects, suspected companies, suspicious
accounts, transactions and fund flow); it also
allows local authorized users (including the HKPF,
C&ED and JFIU officers) to conduct direct
searches on STREAMS to facilitate the
appropriate use of financial information in daily
investigations/ intelligence cultivation, and
support various operational needs in a timely
manner.

Between 2014 and 2018, the annual number of
request for STREAMS record checks made to the
JFIU mounted by 103.05% from 2,362 to 4,796
whilst a total of 710,981 direct searches were
made on STREAMS. Both sets of figures reflect
the escalating demand for Financial intelligence,
which is considered conducive to enforcement
actions against ML, TF and associated
predicates.

ERFRA

O RERSREEERGR
IRXEBEEERLEN2006F
B2y EANRARUEFARERE
B -2HANBHAURERZHRE - IR
REBEEFERAGKN2018F8 AR
A ARAERSBITNTRR S|
EEFRERERERS -
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DHTHIEMEESD ©

STREAMS Management and
Enhancement

Launched in 2006, the STREAMS facilitates the
e-submission,  processing, analysis  and
dissemination of STRs. In order to enhance the
efficiency and accuracy in STR submission and
processing, "e-STR Submission" using a revised
STR proforma has been rolled out in August

2018.

In 2018, JFIU also focused on the STREAMS
enhancement project of which the funding was
obtained in late 2017. The project aimed at
improving the JFIU's capability in processing,
analyzing and disseminating financial intelligence
as well as leveraging its functional
interoperability to better cope with the
tremendous volume of STR in the long run.
Looking forward, IFIU will conduct feasibility
studies on the deployment of new technologies,
including big data and artificial intelligence to
further enhance its efficiency and capability in
conducting operational and strategic analysis.

GETENRMREERSRE  ®IWT : 2014ZF2018% » LETFHAMAFEENTER

ord checks and direct searches on STREAMS between 2014 The respective proportion of electronically and manually process

2018 are shown below:

% of Electronic Processing of STRs

Total Number of Requests for

STREAMS Record Checks 2 362 2.166 3.113 3.301 4.796 NEFLHARENTRER S RELE 82% 81% 89% 93% 91.44%
BRETRRSRESEALETEREN ' ' ' ' ! (Total Number of STRs Involved) (30,464) | (34500) | (67,991) (85,582) | (67,565)

AR (FRNATRERZHERH)

Total Number of
Direct Searches on STREAMS 101,803 166,592 135,421 135,863 171,302
EARRSREEERGETEEESNRE

% of Manual Processing of STRs

MAFHREENARR S HE LR 188
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Feedback on STR Quality

The overall quality of STR input from various
reporting sectors is of paramount importance to
the effectiveness of the suspicious transaction
reporting regime. Thus the JFIU provides
quantitative and qualitative feedback on STRs to
requlatory agencies, professional bodies and
reporting entities as appropriate. The JFIU
publishes STR Quarterly Analysis (made available
through the secure area of JFIU's website) to
enhance mutual communication and raise
AML/CFT awareness of the private sector. Fls and
DNFBPs are kept up-to-date with useful
guidelines and the preferred framework for
making quality STRs, STR statistics that indicate
their filing trends, case examples on the latest
ML/TF-related typologies and other good
practices observed in their daily AML/CFT
compliance and control.

The JFIU conducts regular seminars of Fls and
DNFBPs. The JFIU recognizes the growing
importance of public-private partnership to
combat ML/TF more effectively. Reqular delivery
of seminars to Fls and DNFBPs helps uphold the
culture of AML/CFT compliance and increases
their vigilance to ML/TF risks and vulnerabilities
within their respective sectors, which are crucial
to enhancing their abilities in detecting illicit
activities and ensuring the quality of reporting
suspicious transactions. At the same time, it
provides direct opportunities for the JFIU to
understand from practitioners’ point of view their
top concerns or mitigation measures in the
AML/CFT dynamics faced by different industries.

HEEFRNESE
ATBRERZ2H D TESERNHE
= BRESEXREER  FETT
BERT  BRBFUSFER - ERMK
BEH ' BFRER - EERBREXE
BRI BB TR 52 B MHE S WBUR
EBINESI SR AEASHARR -
FATHEBRERETRBAERZHD
TEEBENGHHT  HBASES
Eayam o ETBEE - ARTEHE
BB I = FRE A = BHITRIR
BMAE - E15H - FENENEES
EfefdE -

BLER R BT EE 32 Y
WS E AR

BENEBBRHLERE - EFLH
2o ¥ (REBEE) S #FUE
HRETETRN D TESEE - Bt
 FARIERBRITERTRBRERR
o FESERFENE B -

RAATIRIEE B A8 A BEER A EER
SNFERBHANEE  UEHERE
R o
FEFHFERARRS TN (KB
BEEBEKE - BE8H  eREE
KERFMERNREK) SBFEE—R
ERESRTBDEECHENER
RMEBMAIFER 50 R L EREHRER
WAREER o NMAXFZBEEEST
X BEREBREREEENEE
TERANER  URETERER
BHoFESEBEFHEMABEESE o
201898 » AHEBREZR KRS HEERT
RXZI{E EEE -

—MNBEE - AAESEEE R R
DEFAE TEBESRER - URRD
REANERX -

-
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With the ease of international connectivity, there
is no doubt that effective and enhanced
international cooperation is the key to success in
combating transnational ML and TE The IFIU
treasures and values the information exchanged
with FIUs worldwide.

In 2018, there has been a significant increase in
the incoming correspondence from other FlUs,
marking the more frequent cooperation and
mutual support among the FlUs.

FERETRAZ MY ERHREMRBEMERRNGET AT

Financial Intelligence Exchange between the JFIU and FlUs Worldwide

Total No. of (Egmont Group)
Incoming (RIERZISEE)
Correspondence

BEIME TR (Non-Egmont Group*)
BRECERAE  GHRERIEAS)

Incoming Total EJEHEE

Total No. of (Egmont Group)
Outgoing (RERFEES)
Correspondence

N R (Non-Egmont Group*)
BHREGEIRAH (FERBRISAR)

CHFAREREARE T EERIRERRAMNTE

(*Non-Egmont Group members include mainly non-Egmont FIU(s) and

2015 2016 2017 2018

830 837 1,145 1,320
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In 2018, the IFIU exchanged financial intelligence
with 106 Egmont Group members and three
non-Egmont Group members across continents.
The number of FIUs from each continent being
engaged is shown as follows:

("SERBEHABFANEED ])

(*with reference to categorization of regional
groups adopted by the Egmont Group)

MTE R AAERDGNEARFFi

ENRETRIERNAEREE - 2
FEEHWBEENIBRBEREFER
REHEEB1,1978 0 MEMNRAFEHE
thE A B S RAEEEIR &
FEEEENM - RBE2018FEFriZEMK
BRERECEERAE > HibthE - i
WMEMNRBMNEHNEREESETRE
B - B820174F ALt - 982 B REE FHIE o

As shown from the graph below, JFIU has more
frequent exchange of intelligence with members
from Asia & Pacific Region of which 399 out of
1,197 incoming correspondence were received
from the Region. The year of 2018 also recorded
a significant  increase  in  incoming
correspondence with other Regions, such as
Americas and Europe |, as compared to 2017.

2017 ER2018FIZERBREREABNENRRBRESERIH

Number of Incoming Correspondence with Egmont Group Members in 2017 and 2018

2017
12018
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Incoming Request Korea USA Macao Singapore France/lapan
1 NEEPIR = ) p = =1 Bl
ERZIEHRNER EE E il Fhnsg LB/ B A HEMT T RES TS RAae SSRGS
(671) (63) (52) (49) (46) (34) Memorandum of Understanding (MOU) or Agreements with Other Jurisdictions
e "0 ENSE, fad EmiSan  awie  Gmpten
5 o AlL mifg - LES 7
i i RIEES LR FARBHRBEEXA
(142) (130) (62) (44) (35) BIEMEEXENRRERE  E
AREER  UAXEFERE - 2
Incoming Spon. Sharing USA Germany/ Jersey Singapore Czech AFECEENHENRITWHAES o
EERSEW Luxembourg 5 L : =
iy gl e BRERE i e BEWL - BT REEREEUNR
(398) (207) (21) (18) (16) (14) %EE@%'KE@T% : ZMEEJ?EEHIEEU?J
ZEEBERTRBERFTCEH S -
Nature of Incoming Email Scam Fraud Suspicious Tax Evasion Corruption ERBFESHEENEHESR -
ot 2018%F » FAERBRNI EBRE
(149) (109) (31) (13) (12) UAEEHLNE NS EBRSOTE
() RS HERE R RERY FREBRBMDFESEENUERS
*( ) denotes number of requests/ sharing M - A2 MR E TR o LR

FAHLRIBEREEEE - #1419
SRESENESEDE o
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Outgoing Request Indonesia/
BHRIEHRHER BVI Turkey/ Cayman Islands/  Italy/ Macao/ Phi'l(io reianles /
HE Singapore/UK USA alaysia Samgap JUAE
EEEBE TEHH/ FSRB/EE BATRMN pErr
Hhnsg/ SRAD ;g/);%figl
& B on /P B
FEETE (£) R2018F9 A ERNBR HERBEARSHEERBEE
(65) (7) (5) (4) (3) (2) W E R AR BT ER RS o
Nature of Outaoin Susniclons The heqd of JF{U (lefi) attended jhe 25th Egmom‘ Group Plenary Meeting in Syaney,
Request going Fraud Crans Procads Email Scam TransaI:tions FTF \investment Frand Ausiralia and signed an MOU with the FIC in September 2018.
ERERRIER (4] LEEH EBRE AR5/ RERR
e 2o FeE
(19) (10) (8) (5) (3)

Outgoing Spon. Sharing Taiwan USA Indonesia UK India
BEERZSZNER =) ESE HERHAT RE ENE
(149) (43) (25) (12) (9) (8)
=ature :f Outgoing Fraud Tax Evasion Insider Trading Corruption Investment Fraud

o G(4: 7] i RERS ®5 RERR
BEARD SR ’ - -
= (27) (22) (11) (10) (9)

() REBERBREZRERE

*( ) denotes number of requests/ sharing
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Case Examples from C&ED
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Money Laundering in relation to Proceeds of Smuggling
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Case1  Money Laundering in relation to Proceeds of Smuggling

B  ——

R Jurisdiction Y

Exporting l

Lo 0

Mastermind’s
bank accounts in
Jurisdiction X

Smuggling

Jurisdiction X

Selling to buyers

Third party’s
bank accounts in .
Jurisdiction X Mastermind s

bank accounts in

iiradiction X Buyers in Jurisdiction X

201753R - ERBERMESTH
SANEHER UREL46LTIE
SRARIE  LLR100E B THIRRRS
BR E-_ARRSHER BBE
EMNZEETARREBANMES
] HBERITERNRAURBRITLHESR
RHE 7M2016FE8 AR A MY
ERAEBARTRSBERERLES
o METR2EANMEREE BIER
Rz B THERCA0BEBTIL RS
20185 3R  BREEDSRHIEE
I70BETHABREE - BTR
2018 F 1M AR ERECKRENRE
SEEBBRAMN  WHEAF2EA o

E34 RS SaERIAER
cas ‘ Money Laundering in relation to Proceeds of Drug Trafficking

Joint Financial
Intelligence Unit}
Annual Report 2018

In March 2017, the C&ED mounted an
anti-narcotics operation. As a result, a couple
was arrested and 4.6 kg of suspected cannabis
buds and HKD 1 million of suspected drug
proceeds were seized. Financial intelligence on
the arrestees were retrieved via the JFIU soon
after the arrest for drug trafficking had been
made. The relevant banking information and
suspicious bank records supported that the male
arrestee had made use of his personal bank
account to launder suspected crime proceeds
between August and September 2016. After
extensive . financial - investigation, evidence

showed that the man laundered HKD 5.4 million

of crime -proceeds. In March 2018, HKD 3.7

- million worth of realisable properties were

restrained by means of a court order. In
November 2018, the man was convicted of

« 3. Trafficking in Dangerous Drugs and Money
 Laundering charges and he was sentenced to

four years and two months’ imprisonment.

ase Studies
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Case Examples from FID NB
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Case2  Money Laundering in relation to Proceeds of Drug Trafficking

Finandial Intelligence

Arrest

Seize

A
"
- :
il
$ t.
5
-

D 0 anna B Mastermind

Laundering HK$5.4 million
crime proceeds in personal
bank account

HHH A =S ERERANMERE

Financial Investigation against Local Triad Syndicate

2012 - BHABRRR=0ERAEN
ﬁ%ﬁ%ﬁﬂﬁﬁﬁéﬁﬁﬁwA%

78 BER—EX#H=68%
E&Eﬁa°ﬁﬁﬁm%ﬁznam
BRI AMANRTIRFHEANE
BrERYEERLEER - SmP
ERNMERATAURANBERIE
RERLHAEENERRE 1B
BEERILESE -

Xt REESRTERHSWEIE
EEXBREH KBS FNEEE
EME  BEXLER2007FE2012
FREBFRI0EBTNILESE - XE
£R2018F1 ARBHBHBERER
M HEE2F10fER °

In 2012, OCTB initiated a joint investigation and
operation with FID NB targeting a local triad
syndicate and its members. Intelligence indicated
that some triad members had been using their
bank accounts for laundering crime proceeds of
their high-profile senior bearers. With the
mtelhgence support of the IFIU, FID NB identified
inals who were believed to be the core
responsible for laundering the

e key assistant of a high-profile senior

-~ bearer, was arrested for money laundering. After - 1
3 =years of holistic financial mvestlgatlon, Mr. Xwas

?.l_r'u.r Lisdars
-y

_s.ll‘u')ui

nd 10 have Iau' red HKD '3 mllhon crime
proceeds between 2QO7 and 2@12 In January

2018 Mr X was conwcted after tnal and

sentenced to |mpr|sonmeht foi‘ 2 years and 10
months i x e
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»
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Case1  Financial Investigation against Local Triad Syndicate

Triad Leader Mr. X
Driver and Assistant of
The Triad Leader

No Money Laundering
hallmark found Sentenced to
imprisonment for 2 years
and 10 months

Bank account between
2007 and 2012

During trial, the defendant alleged the cash was
used for horseracing gambling for X but it was
rebutted upon comparing the HKJC records

37

In 2012, OCTB initiated a joint
investigation targeting a local triad syndicate
and its core members.

Investigation expands to the leaders’ assistants.
It was found D1’s personal bank account was
used as a temporary

repository of fund receiving cash of HKD 1.8
million without reasons

A total sum of HKD 3.5 million was deposited
between 2007 and 2012

Intelligence Uni]
Annual Report 2018~
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FOARAEMRERR=CERER
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78 RSTETREBEE - BRES
BEIZA M23ABEXTEEE
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IRENEAESRETHERRER
FBEY UL T A& EE fBi] o

l Financial Investigation against Cross-boundary Bookmaking Syndicate

Acting on intelligence, FID NB conducted
investigation ~ against a  cross-boundary
bookmaking syndicate. loint operation was
mounted with OCTB and LEA of Jurisdiction X in
lune 2013 with synchronized raids conducted.
33 persons were arrested in Hong Kong, while
23 persons were arrested in lurisdiction X.
Betting records valued at HKD 20 billion and cash
HKD 1.6 million were seized.

Financial investigation revealed that the
mastermind (Mr. A), and core syndicate members
(Mr. B, Mr. C and Ms. D) had made use of their
personal bank accounts to launder HKD 174.6

million  between: 2005 and 2013. Money
laundered hallmarks, which included substantial
cash deposits, structuring funds, and Monday -
Thursday Pattern, were identified in the bank
accounts. The large turnover in the accounts
concerned were also incommensurate with the
reported earnings of the syndicate members.
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Financial Investigation against Cross-boundary Bookmaking Syndicate

Jurisdiction N

AREENFEEEREHE  BEEZE
BEREEE - WHR2013F X REE4
F o FENMBAZENRBRESNEE
#{E2,0008B TREHRFS » WIER
BERELZEBRF IR ARERHMN

Masterminof crose- SHS e
e 111l T {11
Law enforcement synidicate (Mr. A )

Restraint Order on Mr.A's
realizable assets in Hong Kong,
amounted to HKD 20

BE o Mr. A was arrested and convicted of illegal mElom fwasidraniod
gambling in Jurisdiction N. He was sentenced to :

BA%E » CAERDZETARBIER 4-year imprisonment in 2013. A Restraint Order Cmss'bz;ﬁri:;gkmakm

Br/ RWIHERTRTHBEANR on Mr. A's realizable assets amounting to HKD 20 Criminal Inteligence

o BAAER2019F 2 R ELETF million was obtained. Absconder proceedings are

ZRI c CEERDLZLTR20185F68 on-going to confiscate his restrained assets.

AR TSR EER Y 55 Mr. B, Mr. C and Ms. D were also arrested and

HEE24F42M8 A - B ARF H1748

charged for Money Laundering andfor - :

B . Bookmaking offences. Mr. B was convicted of F'"a&ffe'fgfzgﬁggt'z':f;ﬁ?bzgsam
B TLRYBRERT UL I ° Money Laundering in February 2019. Mr. C and (Mr. B, Mr. C & Ms. D)

Ms. D were convicted of Money Laundering and
sentenced to 24 months and 42 months’
imprisonment in June 2018 respectively. The
residual balance of HKD 1.74 million in their
respective accounts were confiscated. @

g

Mr. B, Mr. C and Ms. D were
convicted of all offences and
were sentenced 24 months
to 4 years and 9 months
imprisonment, HKD 1.7
million were confiscated

40
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ML case originated from financial intelligence resulting in restraint

In September 2011, acting on intelligence, a
financial investigation was initiated against Mr. A
and his ex-wife (Ms. B), which unveiled 12 bank
accounts under their effective control. During a
7-year period between 2004 and 2011, a total of
HKD 767.3 million was found to have deposited
into their accounts. Money laundering hallmarks
such as ‘Monday-Thursday Pattern’ and
temporary repository of funds were identified in
the transaction records. The money were swiftly
dissipated to other unknown counterparties. In
May 2013, they were arrested.

In December 2016, both Mr. A and Ms. B were
charged with a total of 12 counts of Money
Laundering involving HKD 767.3 million. Mr. A has
absconded to Jurisdiction Y since November
2017 and he did not attend the trial as
scheduled. The trial was then commenced in the
absence of Mr. A between November and
December 2017 in the District Court.

In March 2018, the Judge handed down the
verdict and both defendants were found guilty of
all the 12 charges. Mr. A and Ms. B were
sentenced to 4 years and 55 years'
imprisonment respectively.

A Restraint Order has been issued against Mr. A
and Ms. B's realizable assets amounting to a
total of HKD 14 million in their bank accounts,
together with HKD 170,000 bail money.
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Case3 ML case originated from financial intelligence resulting in restraint

Female — B,
aged 60

Sentenced to
5.5- year imprisonment

Sentenced to
4-year imprisonment

3=k

HKD 767.3 million was found to
have deposited into their accounts

1111

Bank accounts between
2004 and 2011

D1 has absconded and he did not attend trial
as scheduled. The Judge accept to proceed with
the trial in absentia of D1

In 2011, Mr. A declared in the divorce hearing
that he was convicted of 'Operating a Gambling
Establishment' in Mainland in 2009 and his
source of income was‘Gambling’ The Judge in
the Family Court opined that D1 might be
involved in Money Laundering and thus referred
the case to police.

Financial investigation was initiated against Mr.
A and Ms. B, which unveiled they had 12 bank
accounts whereas a total of HKD 767.3 million
was found to have deposited into their accounts
during a 7-year period. Money laundering
hallmarks such as‘Monday-Thursday Pattern’
and temporary repository of funds were
identified in the transaction records. The money
had swiftly dissipated to other unknown
counterparties .

In pursuant to legal advice, Mr. A and Ms. B were
charged with 12 counts of‘Money Laundering’
concerning the deposits of HKD 767.3 million.
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ML case originated from financial intelligence

In August 2018, a piece of financial intelligence
provided by the JFIU unveiled that Mr. A, who had
maintained an insurance policy of about USD 5.5
million in Hong Kong, is a national of Jurisdiction
X and is serving a long custodial sentence in the
jurisdiction for manufacturing and selling of

synthetic drugs to other jurisdictions via online
channels.

Background investigation revealed that Mr. A had
no reported income, no bank account or
properties in Hong Kong. FID NB revealed that
the fund used to purchase the insurance policy in
Hong Kong originated from lurisdiction X, which
might be derived from his drug proceeds. The
insurance policy valued USD 5.5 million.

Rpl4 BEBWSIHOKER

Case4 ML case originated from financial intelligence

Jurisdiction X
Manufacturing synthetic drugs

Mr. A was arrested &
sentenced to 14 years'
imprisonment in 2014

Crime proceeds of
Mr. A

Hong Kong

Joint Financial

Intelligence Uni
Annual Report ZOI;;E:E Studies
d Typologies

Other Jurisdictions
Online sales for synthetic drugs
between January 2010 and April 2011

Online sales for synthetic drugs
between January 2010 and April 2011

Insurance policy of US$ 5.5M under Mr. A's name with beneficiary of

Mr. A's mother (purchased in August 2013)

Letter of No Consent was issued to prevent
the dissipation of the insurance policy

Investigation revealed that
Mr. A had no reported income,
no bank account or real properties

Final Judgement
0]
nn

Liaison with Mainland authority to
obtain judgement with seal copy
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Case5  Operation against Cross-boundary DD trafficking & ML

N HHBERERESRRERAREBNTE
Operation against Cross-boundary DD trafficking & ML

H2017F10B & SRAENUER
BHENTEEBRENY A HER — @
BIRRSEERFKSHASE - NAIEZE
BENERERIR=FEBRILHN
REEETHMESRENZEEE
RESH EEELREERE  ZM
ZERERBEESEANTZEEENE
TIRFE  YBAEBEEZBITFORER
FHEEREAREEBRMEL -

HHTER20185F 98T  =BEH8
EEREEABRBELTREERE M
Hitt BRI ERE B R EYENREE
BEENHEHERR - RITIRFEH

TEBAMRRLEERETENE
IR ESHE—$EE .

Since October 2017, FID NB and an LEA in
Jurisdiction N initiated a joint investigation
targeting a cross-boundary DD trafficking
syndicate. Intelligence from Jurisdiction N
indicated that a drug syndicate involving three
Hong Kong suspects, who had arranged two
traffickers to sell drugs in Jurisdiction N. Upon
receiving the crime proceeds, the two traffickers
deposited the cash in the bank accounts in
Jurisdiction N and informed the syndicate
members who were in control of the ATM card of
the bank accounts and then swiftly withdrew the
cash in Hong Kong.

An arrest operation was conducted in September
2018 and the three Hong Kong syndicate
members were arrested in Hong Kong for money
laundering, whereas the others were arrested by
the LEA in lurisdiction N for DD trafficking. A total
of HKD 0.27 million of suspected crime proceeds
in the bank accounts were withheld with a view to
preventing further dissipation of the illicit funds.

Hong Kong

Mr. A Ms. B Mr. C

HK-based drugs syndicate
(mastermind)

Syndicate member
(delivering drugs to local
drugs couriers in HK)

Drugs couriers

(delivering drugs from HK to Jurisdiction N) Drugs proceeds (HKD 3 million) were
withdrawn via ATM in HK

(between Sep 2017 and Sep 2018)

Jurisdiction N

J Oint InVEStigation ﬁﬁuﬂﬁnﬂzﬁﬁsﬂs Drugs proceeds were deposited
Timely intelligence exchange
between FI NB and LEA of Jurisdiction N

into a bank account (A/C) in
Jurisdiction N

Jurisdiction N

Joint Arrest Operation

Mr.A, Ms B and Mr. C were arrested
in HK with cash seized while three
drugs distributors arrested in Jurisdiction N
with drugs seized

Drugs distributors

Oy
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Case6  Operation against Cross-boundary Bookmaking Syndicate

AR SN RSB TE

Operation against Cross-boundary Bookmaking Syndicate

SHPAEENMEREEN2017TE A
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Cross-border bookmaking syndicate
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In September 2017, FID NB received intelligence
relating to four suspects who were the core
members of a bookmaking syndicate engaging in
online casino, horse-racing and soccer
bookmaking activities in Hong Kong. Intelligence
also revealed that the syndicate expanded its
ilegal bookmaking network to lurisdiction X
through two Hong Kong citizens who traveled
frequently to Jurisdiction X for receiving bets.

Upon conducting financial investigation, the bank
account of Mr. A (suspected to be the Treasurer
of the syndicate) recorded a large amount of
transactions which were incommensurate with his
reported income as he had received over HKD 9
million in 18 months while his reported annual
income was only HKD 900,000.

In July 2018, two betting centres were raided with
over 40 people arrested (including Mr. A) for
bookmaking, money laundering and related
offences. Betting records with a face amount of
over HKD 77.7 million and cash over HKD 2.5
million which were suspected to be the proceeds
of bookmaking were seized at the scene. About
HKD 1.68 million was withheld in their bank
accounts.

Mr. A
(Money Keeper)

Arrest 40 persons including
Mr.A. Seized HKD 2.5 million
and frozen HKD 1.68 million
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ML case originated from financial intelligence resulting in confisc-aif

Financial intelligence from JFIU disclosed that a
victim in Jurisdiction X had fallen prey to an email
scam and was deceived into remitting USD 98
million into a bank account in Jurisdiction Y and
part of the money totaling USD 200,000 was
further transferred from Jurisdiction Y to a bank
account in Hong Kong held under Company Z.

Financial investigation with the intelligence
support of JFIU revealed that the director and the
bank account signatory of Company Z is Mr. A.
Both Mr. A and Company Z had not filed any tax
returns in Hong Kong. Fund flow analysis
revealed that the bank account was used for
receiving HKD 86 million in 20 months between
2014 and 2015, with patterns of ML such as
repository of funds and large amounts of
suspicious transactions noted.

Despite the fact that Mr. A was at large, a
Restraint Order against Mr. A's assets amounting
to HKD 2 million was obtained in January 2018. A
Confiscation Order was subsequently granted in
December 2018.

Joint Financial
Intelligence Unil
Annual Report 201 Studies
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Case7 ML case originated from financial intelligence resulting in confiscation

Jurisdiction X A
$EL
Jurisdiction Y D 98,000,000
$EL
Hong Kong

Dormant company Z
in Hong Kong

Freeze, restraint,
and confiscate the balance

FI NB initiated investigation

Arrest warrant issued
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Successful Restraint of Proceeds of Corrupted Payments

The financial investigation against Ms. A was
initiated after receiving the financial intelligence
from JFIU in 2013. The intelligence indicated that
Ms. A had solicited and offered bribes to a
high-ranking official in Jurisdiction X for allowing
some international companies to do business in
Jurisdiction X. The investigation revealed that the
bank accounts controlled by Ms. A and her
associates in Hong Kong has maintained
substantial balances, in which the source of
funds were mostly from offshore companies. With
the intelligence provided by JFIU, it was unveiled
that a remittance paid into the bank account of
Hong Kong originated from an offshore company
controlled by Ms. A. The said offshore company
was convicted in Jurisdiction Y for being an
intermediary for receiving and dissipating bribe
payments in favour of Ms. A. FID NB approached
the overseas LEA of Jurisdiction Y and
successfully obtained the foreign judgement to
confirm the conviction. In lune 2018, a Restraint
Order was successfully applied to withhold bank
balances (totaling HKD 257 million) controlled by
Ms. A and her associates.

Rpl8 BURHFREISHEH NS

Successful Restraint of Proceeds of Corrupted Payments

” Overseas
Jurisdictions
FIU Information

>

Obtained the

Financial Intelligence foreign judgement

FID NB

Financial Investigation

Ms. A
Family relationship with a
high-ranking official of
Jurisdiction X

Amm

Iyt

Bank accounts

controlled by Ms. A &
her associates

An Offshore company
HKD 257 million
was restrained
by absconder proceeding
pending confiscation
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Jurisdiction Y

Convicted in Jurisdiction Y
for receiving &
dissipating bribe payments
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Over recent years, the advent of technology
resulted in rapid growth of non-traditional
payment and settlement systems, generally
referred as Stored Value Facilities (“SVFs”)!. The
emergence of SVFs has overcome some of the
pre-existing  limitations ~ of  cash-based
transactions, such as volume, speed and
geographical coverage. However, it is observed
that some features of SVFs could possibly be
exploited for ML/TF activities that detection by
existing AML/CFT  measures might be
circumvented.

Apart from the legal requirement of suspicious
transaction reporting applicable to any persons
(including SVF licensees) under DTROP, 0SCO
and UNATMO, a regulatory framework for SVFs
has been fully implemented in Hong Kong when
the Payment Systems and Stored Value Facilities
Ordinance (Cap. 584, “PSSVFQ") was effective
since November 2016. Among other things, the
legislation requires licensed SVF operators to
adopt adequate and appropriate systems of
control for preventing or combating ML/TE

1 Referring to Section 2A of the Payment Systems and Stored Value
Facilities Ordinance, Cap 584 (“PSSVFQ"), a facility is an SVF if (a)
it may be used for storing the value of an amount of money that is
paid into the facility from time to time; and may be stored on the
facility under the rules of the facility; and (b) it may be used for
either or both of the following purposes - (i) as a means of making
payments for goods or services; (i) as a means of making
payments to another person (“P2P”, person-to-person).

acilities (“SVFs”)
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The JFIU of Hong Kong, taking into account the
emerging ML/TF risks, conducts ongoing
strategic analysis with a view to further improving
quality of information reported by entities,
promoting intelligence exchanges, triggering law
enforcement actions and/ or providing insights
into formulation of regulations/ policy for
AML/CFT community as a whole.

This Strategic Analysis Report on SVFs (the
“Report”) highlights the key typologies and
observations based on the JFIU’s intelligence and
other information related to SVFs during the
review period (i.e. between November 2016 and
March 2018), also with reference to the latest
development in this sector (as of end of March
2019) in view of the dynamic changes the SVF
sector has undergone.

Key Findings
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havé fallen urfd.err tha ﬁ
supervision of HKMA.

licensees? in Hong Kong with di
services such as payments at po ales
(“P0S”), online shoppmg, person-to-person
(“P2P") funds transfers, overseas remittances,
bill payments, credit card repayments,
transportation fee, etc.

According to the statistics from the HKMA
between Q4 2016 and Q4 2018, the total
number of SVF accounts and the total amount of
POS, online payment and P2P funds transfer
have shown increases by 38.6% and 58.9%
respectively. Amongst which, POS is the most
prevalent.

2 Including 13 SVF companies and three licensed banks, which are
regarded as SVF licensees as stipulated in Section 8G of the
PSSVFO where a licensed bank is regarded as being granted a
licence. They are 33 Financial Services Limited, Alipay Financial
Services (HK) Limited, Autotoll Limited, ePaylinks Technology Co.,
Limited, HKT Payment Limited, K & R International Limited, Octopus
Cards Limited, Optal Asia Limited, PayPal Hong Kong Limited, TNG
(Asia) Limited, Transforex (Hong Kong) Investment Consulting Co.,
Limited, UniCard Solution Limited, WeChat Pay Hong Kong Limited,
Bank of Communications (Hong Kong) Limited, Dah Sing Bank,
Limited and The Hongkong and Shanghai Banking Corporation
Limited.

Two other SVF companies Yintran Group Holdings Limited and
Geoswift Cards Services Limited have been licensed since May
2019.

A list of licensed SVF operators could be found at
https://www.hkma.gov.hk/eng/key-functions/international-financial-
centre/regulatory-regime-for-svf-and-rps/regulation-of-svi/registe
r-of-svf-licensees.shtml.
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Analyses on SVF Features

Identification and Verification

Account limit (including limits of maximum stored
value and annual transaction amount) and scope
of services vary across for different SVF products
to mitigate possible ML/TF risk presented by
various customers. Thus, the level of customer
due diligence (“CDD") for different SVF products

vary accordingly.

Some SVF accounts are observed to be
anonymous in nature whilst some are registered
with particulars that make the account holder
identifiable.

In general, the scope of services and the amount
limit of anonymous SVF accounts have a more
stringent restriction than those of identifiable SVF
accounts. However, the anonymous accounts may
still create some ML risks as the audit trail could
not be traced.

The authenticity of the identity documents
submitted by SVF account users may not be
easily ascertained in the course of
non-face-to-face submission.

Culprits may impersonate others by using illegally
obtained identity document/ bank account

information/ credit card information to set up
bogus SVF accounts for illicit purposes.
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REXNIRRFUZEES
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Fund-In and Fund-Out

Different SVF products allow different methods of

fund-in and fund-out from which some potential
ML/TF risks could be anticipated.

ies Analyses
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The Report provides highlights of strategic
analysis on SVFs, conducted by the JFIU, including
a summary of background information on SVF,
analysis on SVF features and relevant typologies.

The information in this Report has been drawn
primarily from statistics published by the HKMA,
financial intelligence received by the JFIU and
other information from open source.

The data covering period of this Report is
between November 2016 (when the PSSVFO
came into full operation) and March 2018.

Background Information on SVF
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According to Section 2A of the PSSVFO, SVF is a
facility for storing the value of an amount of

FARENERTERBEERBRN Remarks on) the lotest LR relevant SUE B e money that is paid into the facility from time to
GEHYE  ANEAWENBERER - WL developments till end of March 2019 are also R el = time and may be stored on the facility under the
BEAABIES, o included as appropriate. RAEFZGRBEZFIERED) 2 rules of the facility, and may be used as a means
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IR 5 RIREREDN
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The objective of this Report is to provide readers
with a better understanding of the prevailing
ML/TF trends and risks involving SVF system
operated locally. Apart from presentation of
statistics, different features/ functions observed
in the usage of SVF that are identified to have
AML/CTF  implication will be elaborated,
supported with sanitized scenarios.

The analyses of the Report are based on the
intelligence received during the review period. It
is understood that some of the risks illustrated in
the Report have been identified and certain
loopholes have been plugged by the SVF sector
at the time of publishing this Report.
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of making payments for goods or services and/
or to another person. Since the commencement
of PSSVFO, all SVFs have fallen under the
licensing regime and supervision of HKMA. As of
31 March 2018 (i.e. end of the review period),
there were 16 SVF licensees. Two additional SVF
companies were licensed in May 2019, making
the total number of SVF licensees 18. As the
PSSVFO has adopted a broader definition on SVF
SVF licensees could have a distinctively different
business model or technology for different
scopes of services such as payments at POS,
online shopping, P2P funds transfers, overseas
remittances,  bill payments, credit card
repayments, transportation fee, etc.

General Information

SVFs could be classified as device-based or
network-based. Device-based SVF is in the form
of a physical device provided by the issuer to the
user and the value is stored on the device. For
network-based SVF (“SVF account”), the value is
stored on the facility by using a communication
network or system.
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SVF Account Situation in
Hong Kong

According to the statistics® of SVF sector i

published by the HKMA during the period from 95.1%
Q4/2016 to Q4/2018:

Mo E S

Total Number of
Transactions

The quarterly number of SVF accounts in use*
ranged from 40.5 million to 56.1 million.

The total number of POS, online payment and
P2P funds transfer during the same period was
13.1 billion with total transaction value at HKD
338.1 billion.

\:l HERHRZA
POS

The total number of transacti Il as th H2 : 20165 F4F 22018 F B4FMNREX N TRARSE MBS

SRR OINIANSaCIONSHEENE e Figure 2: Total Number of Transactions between @4/2016 and Q4/2018 Online Payment

total transaction amount of POS reached as high ] 18 A S8 A 8 8R
(# R EER) (Source: The HKMA) P2P Funds Transfer

as 12.5 billion and HKD 182.7 billion respectively.

200,000 RSEE
(B®#ET)
180,000  Transaction Amount
(HKD) (million)
160,000

131,123 g

120,000
100,000 ; 54.0%

80,000 i
60,000 g ‘. 5\5 % :%%I\ %E

24,296 40,000 Total Amount of

7 582.7 58% 20,000 » , | Transactions

0

. P2P Funds Transfer :

BEZE

Number of Transactions I:l g% ;Ess;“ﬁ B3
,  RBAH
(ERRIR - £ER) (Source: The HKMA) ® i E3 : 20165 F4ZFE2018F H4FNREZNTRAH A EHRSA
o ) Figure 3: Total Amount of Transactions between Q4/2016 and Q4/2018 ol

3 2ESERI2017ER2018ERTHHIZER

R RN EE R AN EANRESNTEREE
B oo HRENREE  BERBFEMNASREYHEE - §
FUREEE A BHWIER]

D 18 A B8 A Bk

3 Referring to the press releases published by the HKMA in 2017 and RIR £ & E/R) (Source: The HKMA) P2P Funds Transfer
2018.

4 Referring to the total number of SVF accounts that can be used as
at the end of the quarters under review. Individual figures may not
add up to the total due to rounding. Figures may be subject to
subsequent adjustment.
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Trend of SVF Transactions
from Q4 2016 to Q4 2018

Between Q4 2016 and Q4 2018, it is noted that
the total number of SVF accounts and the total
amount of POS, online shopping and P2P funds
transfer were on the rise gradually from
40,491,000 to 56,102,000 (+38.6%) and from
HKD 30,262 million to HKD 48,099 million
(+58.9%) respectively.
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Transaction Amount
(HKD) (million)
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Figure 4: Total Number of SVF Accounts and Total Amount of POS,
Online Shopping and P2P Funds Transfer between Q4/2016 and
Q4/2018
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Figure 5: Number of Point-Of-Sale Transactions and its
Average Amount between Q4/2016 and Q4/2018
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The charts of the number of POS, online
shopping and P2P funds transfer as well as their
average transaction amounts are illustrated in
figures 5-8 below.

Q32018
Q42018

Q2 2018

Q12018
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Number of POS Transactions ("000)
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Average Amount (HKD)
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X HRSBEHH2016FE4EMN
1408 » FFE2018F F4F 15 »
H2016FEF4ZF2018F F4EW
TR ZRBHF L2208 T ©

The majority of transactions was POS, at
about 1.4 billion in Q4 2016 and nearly 1.5

billion in Q4 2018 respectively. The average
transaction amount remained less than
HKD20 between Q4 2016 and Q4 2018.
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EAHEAERZZ & ('000)

Number of Online Payment
Transactions ('000)

@ - THESE (Ex)
Average Amount (HKD)

The number of P2P funds transfer
increased drastically from about 250,000
in Q4 2016 to nearly 5.6 million in Q1 2018
(+2,126.4%). It further rocketed to
around 18.1 million in Q4 2018
(+7,129.6% when compared with that of
Q4 2016). On the contrary, the average
P2P funds transfers amount dropped from
HKD 2,148 in Q4 2016 to less than HKD
500 in 2018,
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HRHEEREEST ML EES A When comparing the average transaction amount FENEEZNTESMAELERE
FEAHEABERERHNEYRS of POS., onIir?e Payment and P2P funds transfer REMNED UERSHWHTESE -
S8 AAUEAEENEERSES over tlrr.1e, it is observed that the average IR P B IEAS S, | LB Y A A
EHBHARIE HeBELEHEE transaction amount of P2P funds transfer had a 5 : : :
larger fluctuation and a higher value than that of BRERZHDTESERANANE As different SVF licensees have different features
REK © others. MR o for their products to cater the needs of their own
market segment, the Report has identified
HRHEEXNTAERZHHREAT several features as well as their possible
B AEWFERAE —FEERR vulnerabilities of being exploited for ML/TF.
HER - LTHRRBAUER - A4 Taking into account the different features of SVF
EEHEBEBEXNIAESEBRAEZ products, the IFIU does not suggest a
#o “one-size-fits-all" solution. Instead, the summary

only provides some pointers that may be useful
to requlators and SVF licensees.

| E'f.’r}maﬁﬂ Identification and

Verification Features

Generally, maximum stored value, annual
transaction amount and scope of services are
different for SVF products. The level of CDD for
different SVF products also varies according to

3586 3359

|

we  we owe e EEEETCEETC T the ML/TF mitigating measures required. Some
2% me 8% 2° FHEELEE LRt : e ~ s
B Ho @Y 53 [tk SVF products require no CDD (i.e. “anonymous
© ~ ~ N~ ~ © @ «© @ 8 3 .
S S S S S & o =© S SVF products) whilst some are registered with
~N N o~ N N N ~ o~ ™~

particulars that make the account holder
identifiable (i.e. “identifiable” SVF products®).

8 : 2016 F F4ZE2018F FAZNHENHEXN - BLHE
XNREASBASRNRZ S FHER
Figure 8: Average Amount of POS, Online Shopping and P2P Funds
Transfer between Q4/2016 and Q4/2018

HERERXA
POS

BEHEXM

Online Payment

BASEASR
P2P Funds Transfer

(BHF : £E8R) (Source: The

TEERRERESH 5 |dentifiable SVF products in this Report refers to SVF products that
registered with identity document.
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x1: BOBRZINELZROBERANT B OER

Table 1: Identification and Verification Features and Risks Identified

P S a 4 R

Features Observed

s RERFEHFENER -
CDD is not required.

[RA%E]
HORREA
U - SO RERDEEREEE -

Only mobile phone number suffices to register
an SVF account.

Anonymous
SVF Products

o TREFsEEMIRSFREIZ RS

The scope of services and the account limit are
restricted.

2 ik Y &Y L B
Risks Identified

s RABAREINTIEERTEEFEN

& BHTEEMETRSEEABRE
o FESEENERIBREREE -
Although by default some SVF products are not
required to conduct CDD, the anonymity of
those products may still pose some ML/TF risk
or hinder crime detection.

ERUBENEEFENREREAERESE
A EHECHREEFERT)EERTE
MEARAETNREINIRER =
SRERBRIRFPHEEANS®D -

SVF accounts that allow using prepaid SIM cards
in registration, i.e. no personal information
being registered with telecommunications
provider, may be used to hide the account
holder’s identity.

BHACATEEAREXNIAERERE
THRSELERE - LEZRS - BEHR
5 TREHUEHE -

Transactions amongst  anonymous  SVF
products, despite minimal or restricted amount
on some occasions, could not be traced.

HAREINTRZIRFSRMRE - R
BERAERZ2M D TESSRRAR  FLD
ARABAIRES D HFRSENDEARZH
BEZEFEEREINTIAERETRS
Given that account limits are set for SVF
products to mitigate ML/TF risk, culprits may still
split a large amount of suspicious fund into
lesser quantities for multiple transactions or
make use of a large number of anonymous SVF
products for transactions.

TRERFNSERSERNAETIELE
& o

The anonymous nature of the account may be
misused in illicit activities.

ARRE 0
YR E S
TREm

Identifiable
SVF Products

Fir B SR Y 4 B

Features Observed

s RGN ERBRREBMESINTIAE

mE R K 2D T E SRR 6t
MZERREFRRBNEFEHEE-

The identification information required depends
on the ML/TF risk assessed on SVF products,
and thus different level of CDD information is
required accordingly.

REXNIARBARREFEYXKEH
FHBRTERIEARARFNEAER
I8 FFR ] SERB LA M - BIENE
B LEEEFEH -

SVF licensees may identify the customer (that is
a natural person) by obtaining the personal
particulars and verifying customer’s identity by
reference to documents, data or information
provided by a reliable and independent
sources® during on-boarding process.

o RENERREFHERBTIRE IS
A+ - ENEF 5708 AXHEE A
AN AR o

Some services may need to identify and verify
the customer’'s identity by binding the
customer's bank account or credit card, or by
obtaining a copy of the customer’s identification
document.

B4R S T REASIE R & A (Bl an L&
B BB RBEAEAESR) EX-

The identification document may be produced by
non-face-to-face means (e.g. by fax, emalil,
mobile applications, etc.).

=) L) 1o

Risks Identified

s ERPBREPUFREHTXNEING HE

AXt BERERSHBUBRZERER-
BB B 3 AE B 3 P R AL B A AT EE R
R - WREBAEKXN - FLRHEU
BREMARRABENEEINIAKRS
1EFEERE

The authenticity of the identification documents,
data or information may not be easily
ascertained through non-face-to-face means.
Some documents submitted for identification
and verification may be forged, reported stolen
or lost. Culprits may then be able to set up
bogus SVF account for illicit purposes.

6g2 (REBRDHS FTESRERS) REXMT
ARRAER) (2018F10ABFTMR) + (a) BUNHE
L)RERIEMEMERER ; (EBEUIMELHIT
HEERAEMEMEHERBERENEEER X
(& ERRATNEMEMA ERE IR

6 Referring to (a) a government body; (b) the HKMA or any other
relevant authority (“RA"); (c) an authority in a place outside Hong
Kong that performs functions similar to those of the HKMA or any
other RA; or (d) any other reliable and independent source that is
recognized by the HKMA, in the Guideline on Anti-Money Laundering
and Counter-Financing of Terrorism (For Stored Valued Facility
Licensees) revised in October 2018.
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Amongst JFIU’s intelligence’, all device-based

SVFs under review were anonymous, i.e. no CDD # Aﬁﬁﬁ%

requirement imposed. For network-based SVF

accounts, 39.1% were identifiable accounts EEREXNIANFEAESSES
whereas nearly 29.6% of such SVF accounts AR - fEXFNITETUE -
were anonymous. Amongst the aforesaid AELEZ - BTEEEE - HELS
identifiable accounts, 70.5% of those accounts £ - EASEAEEZ S T
were registered with one type of document for B o Mo EES EN BRI R

identity  verification®  whilst 28.0%  were

registered with two types of document. FEEE o
p ' ' A s = g y
s 70-5% Vit ONE Tpe - F2 FARSHENEBRNER
. 39 %ﬁﬂ_g e t ot 1 Information Table 2: Fund-In Features and Risks Identified
ERTE |/ .1 % Identifiable .5% Not Available
3 1 3(7 Information IR /\ccount
(@l [o] Not Available - :

PR SR 45 B 6k B Y PR

Features Observed Risks Identified

B1p&E Y

XHERHE
Number of Types of
Identity Document

o EIEERF/ERAE/ WRELRSEE -

Cash deposit at designated merchants stores/
convenience stores/ coin carts.

kR

BIENRES A
THIRF

Network-based

e MFEAREXNIAN_HBEEAES :
SVF Accounts

e MISERFE/ EFIEE T HRBRARR ERERERELETHTE BPLRE
R BXHTRA=EENFARS - FIRREA S L8
Cash Cash deposit by showing recipients’ SVF Quick

The senders do not need to keep an SVF

“ " 9
Deposits Response ("QR") code to keepers of product for making payments if an SVF QR code
designated merchants  stores/ ~ convenience is used, providing a convenient way for culprits |
© With TWO Ty, stores. ’

of Document to receive crime proceeds.

o AR A LA AME A EHEAER o
The QR code can also be used to facilitate P2P

TEEH
&=

Anonymous

Account ¥ funds transfers.
BEITET ek Q
RERHUEDRAXM (FIHRBHREE) _ i .
* Particulars provided are not supported with ID document (eg. Only names are provided)
> 10 : ARBETHAIRE N OBAHREME
B9 @A BENREXNTRIER Figure 10: Number of Types of Identity Document Used for
Figure 9: Network-based SVF Accounts Verification for Identifiable Accounts
T AR A BN RN REX N T EEREH 7 The JFIU's intelligence under the review period covered 943 SVF
HMER (AR1MIRABRFANBESR S TAKS24R products (119 device-based and 824 network-based).
BEFANREINIE) 8 Types of document include Hong Kong identity card, travel
S AHERNEEEBIMNR  WITRE  FERAMER gz:il:;:ﬁ::’ pT:;?IZ?daJ;:::; gg::l:at:g; Fslgsg:ekgfn?unzniuzli:‘::g 9 —BEREFNIAANEETREREA_EBELRR 9 Some SVFs allow the use of QR code as user identification in
IR IRITEML Rt - B  BELRE - R registratic; N d ! ! ! FER - DERFRHERENRESSIR-SBUE making transactions, i.. by scanning the recipient’s SVF QR code
SOESFRE A o ' ﬁ.ﬁﬁg{g[m B AR o to facilitate top-up with cash deposits/ P2P funds transfers.
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Bank Account
Transfers

MEEAF
. Credit Card
" Bindings

BAEEA
Bk

| P2P Funds
" Transfers

10 ttps:/wwwhkma.govhk/eng/key-information/press-releases/2018/20181026-6.shtml
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Features Observed

o MEXNIERF AR EENRRER

BHEERTIRS LUERER -

(F: 2ERR2018F10ACRHRRA DM
HECHEZHRRERFHRBRE  LER
REXNTAEEHNRTEABLRELRE
FHAFRET )

By setting-up Direct Debit Authorization (“DDA”),
SVF users are able to link their bank accounts
with SVF products for subsequent usage.

(Note: The HKMA has reviewed and published the
refined process of electronic wallets users setting up
direct debit authorisation (“eDDA") in October 2018
and requested SVF operators and banks to adopt
refined process to enhance user protection’?.)

HoREXNTAREARABCHRT
RFERESBHENTARFEE -
E-EABBRREZNTAREARM
RITWE (BBETHH/BHERS)
AEENRES N TRIRFEE -

Some SVF licensees use their own bank
accounts to receive funds for SVF account
top-up. By producing bank receipts to the SVF
licensees (by email/ mail/ fax, etc.), designated

SVF accounts can be topped-up by third parties.

« RAUREINTARFESTRE BA

EHE AR o

Top-up/ P2P funds transfers are allowed.

o HURBMESNTARFHRE-

Receiving funds from SVF users.

E ik 1 Y L B

Risks Identified

o FLRHEFAFERBBORTIREER/

BRI - LRSS A ARREEN
R -

Culprits may set up DDA by non face-to-face
means using illegally obtained bank account
information and identity document.

BHF-ERABMREINIASFEANR
TIRF RFEX N TREE  AJRESER
FRFRILFESE o

Allowance of topping-up by third parties via
depositing funds to SVF licensees’ bank
accounts may facilitate culprits in laundering
illicit funds.

FLRREFNABNERNERF/ FEH
BEMEXNTAKSE  TEENFRAF
TEERZBRX -

Culprits may use stolen credit card/ its
information for binding to SVF accounts and
cause loss to the genuine credit card holder.

NZGEAFRTEBRBEZNIARIIRS
BHMEAEEAERNRIBEEEERE -
It is difficult to trace funds in P2P funds
transfers amongst anonymous SVF accounts.

REXNTRKRFISRNAERZILERE
= UEITIFETEE ©

SVF accounts may be misused to receive crime
proceeds for illicit activities.

e

BHEERE

REAESRHHMESE  Bo@EESH
TEERXEESEHINGE  Hlas
FHRESMN - HERHEEXAN - BA
HEANERS HACEEEHETE
HEEHNHETDERN  BRETE
TEE-—EZRBE JRRREXM
TARABBHLZETHARER

PR TAO 45 B

Features Observed
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Fund-Out Features

Similar to fund-in features, some SVF products
support fund-out features such as online
payments, POS and P2P funds transfers, etc.
Whilst the ways of fund-out are user-friendly in
daily spending, those payment methods may be
also vulnerable to make SVF as a vehicle in
dissipating illicit funds in ML.

=8 ¥:1]:0) Yo
Risks Identified

o FRAWNBANREXNTIARSFHLE
BEemEmN AW mMERREE -

Using compromised SVF accounts to settle

o
HEXA
Online
Payments

HER
HE A
POS

fEALEA
Eik

P2P Funds
Transfers

s AFTUAAEMEZRITIRS/ FAFR
HERMAEXNIAZESEH ERYT

AETHLHERMS -

Credit cards/ bank accounts bound or funds
stored in SVF products can be used to settle

online payments.

* BFIERHEX (&) B -

In-store merchant payments (local/ overseas).

» AREXNTEAFBEANRE -
Sending funds to other SVF users.

online purchases of high-end products and
realize them afterwards.

FRHENARLERBELLESEA
KREENRS °

Culprits may make use of an online front shop to
disquise proceeds of crime by making false
trades using SVF accounts.

ERRERNREINTAKRFERFRE
REERRERFAREE -

Using compromised SVF accounts to settle
purchases of high-end products at in-store
merchants and realize them afterwards.

NRZEHHRTAERRBESINTAKRS:
ERBEREEALEANEIRKEZAER
B o

It is difficult to trace funds in P2P funds
transfers amongst anonymous SVF accounts.

REXNTARFRNERABEEXLES
HEUETIREED ©

SVF accounts may be misused to send crime
proceeds for illicit activities.
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KRS TR

HENTAEREA
B FEANRES
RIE(BRE—#FE
A) 2 B ER
Funds Transfers
between SVF Accounts
and SVF Prepaid Cards
(Under the Same
Licensee)

HFINERK

Overseas Remittances

| BATIRSEIR

| Bank Account Transfers

T
Cash Withdrawals

:

BAHFEANRES
RIARRBEZFNT
Bk FEIERR
Refunds upon

Termination of SVF
Prepaid Cards or

SVF Accounts

Fir 5 R B 15

Features Observed

o —ERAFEANMES N TETE
RBEERARAUEESINTERK
FigfE » R2TFAR e

Some SVF prepaid cards are reloadable by
SVF accounts and vice versa via mobile
application.

s HEENMEXNIAKFERZSR
SMRE (Bl SREBNRERE
)  HEHBMRARRES -

Sending funds from SVF accounts in Hong
Kong to designated overseas agents (e.g.
financial institutions and cash pick-up
points), for subsequent collection of funds
by overseas recipients.

s AREXNTRARFEERERRT
RS o
Sending funds from SVF accounts to bank
accounts.

o EAW/ BIEBEERAEEHS
REERE

Cash withdrawn at local/ overseas ATMs or
designated merchants stores.

s ERUIEANFEANREINTAR
REXNIARFERERE -
Refunds of cash upon termination of SVF
prepaid cards or SVF accounts.

B 3 5 A% & PR
Risks Identified

s REEREXNITARFNESTE
SEBERAZNANFEANRE
XHIR  R2FRe

Funds stored in SVF accounts could easily
be transferred to anonymous SVF prepaid
cards, and vice versa.

s B YERARBREND FESSE
EEBRBENEEERE
Funds may be channeled to other
jurisdictions with higher ML/TF risk.

* HERBETBNATR  ESH
BE-
It is difficult to trace funds during law

enforcement agencies’ investigation if an
overseas jurisdiction is involved.

e

s ERSEDEERRERREIEHR

R WEERESBEERE-
Cash withdrawals at overseas ATM may
facilitate cross-border ML and increase the
difficulty in funds tracing.

s AN FEANBEXNTAMARN

HEE-AETRTRE 2RHRER
ELRFARRENRERIEFEMR
The reloadable, portable and anonymous
features of SVF prepaid cards may be
misused by culprits as an alternative to
cash in illegal activities.

s MAEEMANFHANRBEINT

ARE HEBARLRRIENAF.

Anonymous SVF prepaid card holders may
not be the genuine users if the SVF prepaid
cards are stolen.

=5

Scenario

ERick—3 i)

Typologies Analyses

RESEHTRBEEXNIASHN
MEMPFERRORE  REEH—
RIS RHAEINTERB2EM
BEREXNIAXRTRERR LR
BREMASHED  SEHYHEE
BB EBERRREES - WREH
BEABZEREIRFRERDZE

B o

ERABEENEEAETARREINTRKRFIFFERE

Use of Modem Pool to Register Anonymous SVF Accounts in Bulk for lllicit Purposes

[BE#E | - HERBBRER
o AHERABERT LR
LEEFHHEED  fim: BRH
EEERRE - SRS - ERAR
BRE - HEMMIRERBERT
EEXMIRFHTA -

RLABEHERFHER R LEF
BABBHL  ARAESTHESN
THRFREZERNDBEARER -
DR AEBIRFNEZFRERF - A
m:EBETEFTREBEAER -
ZELFRERFETCNTREEHE
XNTARFHENBETE=71#F
FEERE ©

Joint Financia
Annual Report 201

From the JFIU's studies on the features of various
SVF services and review on its financial
intelligence, an assortment of scenarios involving
SVF services are collated for SVF sector to
detect/ prevent of ML or other illicit activities. The
observations and remarks from the JFIU are
intended to assist in the formulation of relevant
policy/ guidelines by regulators and for capacity
building/ intelligence sharing amongst law
enforcement officers.

“Modem Pool”, a group of analog modems and
software allowing multiple connection of SIM
cards and controlling data flow such as
traditional voice call service, SMS service,
internet data service of those SIM cards, has
recently been misused for SVF account
registration.

Suspect A purchased several hundreds of
prepaid SIM cards and inserted them into the
Modem Pool to receive and reply to the SMS
verification code in phone verification process
during registration of SVF accounts that are
without CDD requirement. Those anonymous SVF
accounts were then resold to third parties for

illicit purposes.



Hann
fEESZHT %13

REE ST IR

X1 EABBROIERAEBTRBREINIREKRPFEREZRE

Scenario 1 Use of Modem Pool to Register Anonymous SVF Accounts in Bulk for lllicit Purposes

BEIEA
Suspect A

B MEussh | KBRS
BERFHMERET
Controlling hundreds of prepaid SIM
cards with a "Modem Pool" and
relevant software

B E B RS T AR
PERS P8 i B9 R AR AR S BR AR R
Ul ERRERF
Receiving and replying to the SMS
verification code in phone verifica-
tion process during registration of
SVF accounts

A= FHETABNRESNTRRFEFEAR
Selling anonymous SVF accounts to third parties for illicit purposes

FHENBRE

o BAFABER N ARNRIFERES RFRE
REFILHET - A - EEHBABLAETSR
BREEXNTARFNARESEE

o BRIk SRR — @B TR AR
MEXNTARFNTARFEETHAEE -

77

JFIU’s Observations

= While the application of Modem Pool and relevant software for
multi-SIM card connection is not illegal, the purpose of using
such in registration of a large number of anonymous SVF
accounts is worthy of attention.

* The possibility that anonymity of the newly registered SVF
accounts is being used in illicit activities cannot be ruled out.

RESD/ RERECRABAERMERTERS/ K

Impersonation/ Unauthorized Use of Personal Data for Fraudulent Transactions/

Payments

REXNIAKFFEAHERRFH
M/ HRTRF AN HETIEF
FERLASEAZRBMAHRE
HERNERFRBITIRFNERE
TARERENRS -

EEAUAEBERTREAHF EE
BB RFRTHNAGE LESER
REENRS - HILBUIEREHEA
REANERF BEXEA AL
WHERMRBEINTAKRE - &
PBE-—FEXEANGERFRERZ
REXNIAKRS - (EREER
ERELEARZEAAFEBTHES
NITEANERIRS  BEZEANR
EXNTAKRFEHER  BUHESL
MENERAFEIRLERRZ )

Whilst it is common for SVF account holders to
link own credit cards and/ or bank accounts for
making payments, culprits may impersonate the
account users to conduct unauthorized
transactions by using information of stolen credit
cards or bank accounts.

A victim did not realize she had lost her credit
card until she received monthly statement from
the issuing bank and noted some unauthorized
transactions. Suspect B, who inappropriately
obtained the victim’s credit card, impersonated
the victim to open an SVF account and further
linked her credit card to the SVF account. (In
some cases, victim's email account, which was
used for SVF account registration, was found
hacked by culprits in the first place in order to
gain control of victim's SVF account and use the
pre-linked credit card for illicit use. )
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RBl2 REEH/ ARREERAEAERMERFERS/ XK

Scenario 2 Impersonation/ Unauthorized Use of Personal Data for Fraudulent Transactions/ Payments

RIBEMBESRER/ Reds/
PEHEH YUCHTENZIEANG
AFEXZT MEERREEFER
EEBEBWHREC (REBHWEE).
FEBTERIEANGAFRENES
EEALHBEAER - BERBITEX

Ei(mﬁmﬁﬁ%kiﬂﬁﬁiﬁ
IR AgEEBREUEFRETER) -

BREAERBIS  RERSFIAEES
RNZEAGAFERHERESN
THERFEFERE B M€
MEREZRERERBNRE (R
ARFAZEAFERRAMNEAN
MEXNITAHEE) - FLREFNA
FENEARERFERHFBZRE
STHRERZELX -

BRERFH  B2RLHASEZREA
THENERT » FTEHFAZEA
MRTIRFER - REERNRRE
AR o

Suspect B then made purchases of high-end
products/ cash coupons/ game points and
settled payments through victim’s linked credit
card. The goods purchased were delivered to
Suspect C (the associate of Suspect B) in
Jurisdiction W. It is also noted that Suspect B
would transfer funds that were withdrawn from
victim’s credit card to his associates via P2P
funds transfers or top up the SVF account with
victim's credit card for further bank withdrawals
(or card refund if funds were transferred to a
SVF prepaid card).

Apart from the above scenario, it is observed that
culprits may use illegally obtained credit card
information to bind an SVF account for illegitimate
purpose. It is also noted that some financial
institutions ~ accept the application  of
pre-authorized  value-reload  service  (i.e.
reloading credit to SVF prepaid cards by using

applicant’s credit card information). Culprits may

apply for such service by providing illegally
obtained credit card information with card
holder’s personal particulars, causing loss to the
genuine credit card holder.

Other than credit card, some culprits may
inappropriately use bank account information in

the name of victim without his/ her knowledge

and set up DDA in SVF accounts.

EO@

BEGAFFEARE H-H#Eﬁﬁsi‘h‘li
I FR i B B E R
Victim’ rsonal +
Credit card information
Impersonating the credit card holder for binding and
applying for pre-authorized value-reload service

Stolen credit cards
Binding of stolen credit card
via SVF mobile applications

R EEE =5 ANEAES
REEZNTANEHEIEARAME BEZEA
HWEANERF

EEW'PEEHEEE

Victim’s personal data +
Bank account information
Impersonating the victim and applying for DDA

HE AR RENIRS DGETTHRE

Unauthorized link to account for top-up

LB
Suspect B

USEANZRBEREINIRRS/ EAZEANMEXNIARFYERERENER TERACHENEAF
Registering an SVF account in the name of Victim/ unauthorized accessing to SVF account
and binding stolen credit card(s) to the SVF account without authorization

(e
Bt/ EEEEEY

Online/ Retail shops purchases

BEx
Goods Delivery

= (=)
S
==
==

SEILC
(FIRBTE 5% EREWHIRR)

Suspect C

(Assaciate of Suspect B in Jurisdiction W) convertible coupons/ game points

FHEMBR

o DURITIRER/ SR FHERESFTARS 2HERH
BEXNIEAESMNED—BRL - AW WEESTE
HERER  MAEBEHIZELE #BE'IIEFZEEYE
ER—ERE %iéﬁﬁiﬁﬂi °

s BR—BRINCEERNERF/ BHEREAFNERMNERZ
REZNIRIES  EUEAEZERS -

o @ EAREALZEANETHHIEE - LEESE
AWGES T Bk S a5 HE -

s EZEANERF/ RTIRFHELATCTREXINIA
RS » ESTELUTEREEE : ()@ AHEOR- (i) B
ghﬁéﬁﬁiﬁﬁﬁﬁﬁﬁl\ (i) BREK/ = (iv) BRE

(& | R2018F10A - £ EREINRE T ERMIRSHERBHARER-)

RESRERRS RN SR8

Purchase of high-end products/ cash

s

BASEASRE—FER AL

P2P funds transfers to a group of individuals

@@% il

ANFEANRE REEMRTRS

XN THRAER
Refund of SVF prepaid cards

Withdrawals to
bank accounts

JFIU’s Observations

* Binding of bank account and/ or credit card to SVF account is a way
of identification of SVF users. However, if the information used for
binding is tainted and there is no verification for such, the binding
itself may provide possible risks for culprits to commit crime.

Stolen credit card/ information of stolen credit card, once
successfully linked to an SVF account by culprits, could be misused
in making payment transactions.

It is also noted that culprits may hack the email account of victims
before gaining control of their SVF accounts.

Once victim's credit card/ bank account is linked to an SVF account
(under culprits” control), funds could be dissipated via (i) P2P funds
transfers, (ii) purchase of goods for subsequent realization or
shi glng overseas, (iii) top-up followed by refund and/ or (iv) bank
withdrawals.

[Note: In October 2018, the HKMA has strengthened the verification requirements for
eDDA]
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<« EAREXNIARFERLYREEFEYMm

Use of SVF Accounts for Purchase of Illegal Goods on Online Platform

Suspect D is an anonymous SVF account holder
living in Hong Kong. Having deposited cash into
his SVF account, Suspect D visited an overseas
online shop for cannabis. Knowing that cannabis
was illegal in Hong Kong, Suspect D placed
orders and made payments through his SVF
account. The cannabis was then delivered to
Suspect D in Hong Kong.

Joint Financial
Intelligence Uni
Annual Report 201 trategic
lysis Report
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acilities (“SVFs”)

RPI3 FRAREXNIAKRFERLYEBEEFREYS

Scenario 3 Use of SVF Accounts for Purchase of lllegal Goods on Online Platform

Cannabis

| oy |
I=l
EARS

BEJED Cashd it mEBYTa
Suspect D \, Sl J Online shopping platform

|mLHERN

Online payment

FEANTE JFIU's Observations

o B—EERERTENESEEAKREYMEMN  ° The same modus operandi (“MO”) is also observed in the

BEZE EEYRREEaEYS o pur‘chase of ingredients.for manufacturing FIangerous drug§,
e-cigarettes, counterfeit goods or child pornographic

s FRARAAREXNIARSESMILTFAR materials.

FEYm - ARBEHENEETE - * The use of anonymous SVF accounts for online payments of
ilegal goods on overseas online platforms could hinder

detection by law enforcement agencies.
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Hacking Social Media Accounts and Receiving Funds via SYF Accounts

A domestic helper of Jurisdiction Y is a user of a
social media platform whose account was hacked
by Suspect E. A QR code of Suspect E's SVF
account was uploaded to the compromised social
media account, falsely claiming that the domestic
helper was in financial need for urgent matter and
requesting financial assistance from friends of
that domestic helper. Her friends complied and
scanned Suspect E's QR code (purported to be
domestic helper’s) for P2P funds transfers.

Joint Financial
Intelligence Uni
Annual Report 201 trategic
lysis Report
n Stored Value
acilities (“SVFs”)

Rpl4 FRE—AGHIERIRF BEBREXNIAKRFUZES

Scenario 4 Hacking Social Media Accounts and Receiving Funds via SVF Accounts

Domestic Helper 1& QJ @

iR S A 1% Hacked

EFJEEHRI —#%8 Suspect E's QR code

FanB=R

o BEALRERIRSAFMRENRRERT R
B HIRFERZEAR -

s FERIEUHRKEEFEERENIABE -
RLHEFAZETENRBREEN - AMER
ERIHIRS  YAZFERT 2EHAL (4
ENZEA) REEE -

o BOREMTRTREERE - SRR R
@BE ERASSERERERR TERERE
%o

s FRUREXNTE-ARRERRNERNAE - —
BErHEHIRETE  EAERSHFEANS
REES - LETRERSSBREARR -

t=v 16; . 1=J

A has '

EAEC

FERINMBR (REAN)

Domestic helper’s friends (Victims)

18 A E1E A EiR
P2P funds transfers

BRI E

Suspect E

JFIU’s Observations

* Hacking of personal social media accounts is not uncommon
when users' security measure setting is not adequate.

* Social media platforms are common amongst domestic
helpers for communication between friends and families.
Culprits may make use of the broad usage of such platforms
and hack the accounts of domestic helpers in order to solicit
funds from acquaintances (potential victims).

Some domestic helpers could not be contacted immediately if
they are engaging in household duties. Their friends may
simply send funds without further clarification.

The message for soliciting funds with culprit's SVF QR code
could spread widely amongst account holder's friends once
being uploaded onto the social media platform. It could
attract multiple victims at the same time.
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Use of SVF Prepaid Cards to Withdraw Cash at Overseas ATMs for ML

Some SVF prepaid cards are gaining popularity
for its versatility of being able to preload funds
via cash deposits and bank transfers as well as
wide acceptance of merchants stores and ATMs
worldwide.

Suspect F was suspected of using large quantity
of SVF prepaid cards as a vehicle of ML by
submitting bogus know-your-customer (“KYC")
documents such as identity documents and
address proofs of different individuals to the
issuing SVF licensee for SVF prepaid cards
application. Once approved, those SVF prepaid
cards would be topped-up with large amount of
funds sent from a company in
cryptocurrency-related business. Those SVF
prepaid cards were then sent to Suspect F's
associate, Suspect G, in Jurisdiction Z. Multiple
ATM cash withdrawals were observed from
locations often associated with politically unstable
jurisdictions with high corruption rate (e.g.
lurisdiction Z).

Joint Financial
Intelligence Uni
Annual Report 201 trategic
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Rpl5 FRAACSFEANREXANIR  EEMEHESRRIRSFELE

Scenario 5 Use of SVF Prepaid Cards to Withdraw Cash at Overseas ATMs for ML

&% Hong Kong

REIE F -
Suspect F J

7

Rorged
ECE

ERRETEERALNEAEE
TREXNTABBAERREF
BFAE UBERMFEAN
MEXNTA

ROTRMEXNIARNSF
Buying multiple SVF prepaid cards Issuance of SVF prepaid cards
with bogus KYC documents of J
different individuals

\

AEEEEZ

Jurisdiction Z
ATM

G
HEEEHESRRN sffgct G

ATM cash withdrawal

AR JFIU’s Observations

o ENZHIESENESESRERENETRSHE  * Cryptocurrency is considered high risk in ML/TF where the
B BERRNARRBN ) FESEENTE. source and the destination of fund could not be easily traced.

N ~ = . * Forged identity documents and address proofs could be used
o BN S0E AR IR AFRERSF in applying SVF prepaid cards with a view to hiding the

FANREXNTER  UREELSHD - culprit's identity.

o BAENFEANREINTEZAES - 2B+ Some SVF prepaid cards are portable and usable worldwide.
B - ETHAELGEE EEEL) EARE Once those SVF prepaid cards are preloaded with illicit funds,
MEBSEERAHS FELSERBRNELEE they can be used in other jurisdictions with serious AML/CFT

= deficiencies, for subsequent funds withdrawals at ATMs
BE  CHDHESBETRS - et i
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At  BATBREEARRRHS TES

SEHRD o

In order to keep pace with international
developments in the fight against ML and TF,
Hong Kong takes part in a number of
international  intergovernmental organizations
which oversee AML/CFT standards worldwide and
thereupon to assess the extent to which the
standards have been adopted by member
jurisdictions. The IFIU is dedicated to fostering
- cooperation with our strategic counterparts as
= ITEE S R ITEIS R well. Officers of the JFIU actively participated in a
: gﬂﬁ ( ﬁﬂ“%ﬁ.ﬁ) wide range of conferences, workshops and visits.
The participation of the JFIU officers in the
CER e Ar S L A A 10105 : B international  events'  demonstrated  our
@ EmEREERSE  LHES commitment to boosting cooperation with our
counterparts for combating transnational ML and
HITESKESERBN D FHEED = 1
MRE - HRABRKH36EAMER
AEEERMERSASNRREN -
BEE1INFRE—ERBHAMAK
B NABMAEMBTHE  SFEME
ERREBRRESHE  HOABE
REERNHE -

Financial Action Taswll Force
(FATF) on Money
”'Laun dering j

ggw FATF s an intergovernmental body and was
 established in 1989 to promote international
cooperation on AML/CFT measures and it now .
consists ofﬁ%‘ member juﬂsdlctlnns?’ and t
regional oﬁamzatlons Hong Kong has beén a
megfﬂ,; he FATF since 1991. JFIU works in
| dlose partner her ¢
| agendi iding the Fin
Y Treasuﬁ ereau (FST
effective policy outcomes:
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Asia Pacific Group (APG)
on Money Laundering

APG is an international cooperative body whose
establishment was decided in February 1997 at
the FATF 4th Asia/Pacific Money Laundering
Symposium held in Thailand. In the context of
increasing risks of vulnerability to ML in the
Asia/Pacific region, the APG consists of 41
jurisdictions and was established to promote
regional cooperation, adoption of the
international standards, and to provide
assistance to jurisdictions. Hong Kong has been a
member of the APG since 1997.

The Egmont Group of FlUs
(Egmont Group)

The Egmont Group consists of 159 members and
is an international organization established in
April 1995 with a mandate to improve
cooperation on information exchange, trainings
and expertise between FlUs around the world
engaging in AML/CFT measures. The Head of
JFIU was selected to be one of the Regional
Representatives of the Asia /Pacific Region
during the 24th Egmont Group Plenary Meetings
in Taipa, Macao SAR on 4 July 2017.

BRTHRRIAS  DARABASRKR
BREAGNEEZEEEN - F4
RRTPHEFSEAASR TES - U
REAS  TRBPHRAERZHDF
EeEEBERAEFLNERLIE
B EMRAEEBEENE R MER
AT -

Create your
 Better L1fe Index

—

A48 A8 (H—)R20185F9 A ERME HEH25E R
ELETER RS -
The JFIU officer (right one) aftended the 25th Egmont

Group Plenary Meetings in Sydney, Australia in Sepfember
2018.

e
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: =op &
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WELCOME

Asia/Pacific Group
on Money Laundering

21* Annual Meeting 2018

Kathmandu, Nepa

2018%7A  KRESRBENEER (£=) EEFERRBERHANSERDHEESR21EEN ATEREERE
ABETEE -

In July 2018, the former Chief Superintendent of NB(left three) joined the Hong Kong delegation fo affend the 21st APG
Annual Meeting in Kathmandu, Nepal.

i) ) E L &

AR () 3
{20189 8 ¢ 2 g s &
In September 2018 4 Rﬁbﬂﬁﬁi;@;é‘@ﬁ?iﬂgi -
; , aJFIU officer (i AR BR S e e s
organized by iiE4 Bcngko/? %"‘;; gg;%d/e) affended ihe Anticor SRRSRatERE

Uption ang Assef Recovery Workshop

—_—

BOERBRAASRER TBEYNREES EERERKE) HREARE

20185 10H » FEAABHFEERE
ey (BPARE) - L
A JFIU officer attended fhe Anti-Money Launi
Cryptocurrencies (Specialfy Programme) orgl

dering Workshop on Current Trends, Prosecutions and the Challenges around
anized by OECD in October 2018.

October 15-18, 2018
Seou, Republic of Korea
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Izo;sfﬁmﬁ ' fiFﬁﬁﬂﬁﬁ%ﬂﬂEﬁﬁﬁMﬁ °
n Octobe i jal infelli
r 2018, the Financial intelligence Office of Macao | GIF) visited the JFIU.

ol

20185
In Dece

mﬁ»ﬁﬁ&@ﬁﬁﬁ&ﬁﬁ%@%
mber 2018, the Korean National Police Ag

AR LMERDHEHERA

JFIU treasures strategic international affiliation
and committed to establish and strengthen the
relations with international partners. In 2018, the
JFIU arranged liaison visits and received
delegations from France, Korea, Macao SAR and
Mainland China. Such visits offered valuable
opportunities for enhancing understanding
mutual rapport and facilitating direct discussion
on topical AML/CFT issues.

nce Unif (KoFIU) visited the JFIU.

ency and the Kored Financial infellige
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As the designated FIU of Hong Kong, the IFIU
spares no effort in advancing its standards as
per evolving international requirements through
collaborating with various stakeholders from
public and private sectors to strengthen its role
in the AML/CFT regime.

As one of the FATF members, Hong Kong
commenced its ME process in 2018. The JFIU
considers it as an invaluable opportunity to
benchmark itself against global standards for
FIUs and to enhance its AML/CFT capacity
building. Since mid-2018, the JFIU has
permanently created a new “ME and
International Policy Team”, as reflection to its
commitment to supporting the ongoing peer
review mechanism of implementation of FATF
Recommendations among jurisdictions.

Through the coordination of local policy bureaux,
the IFIU worked hand in hand with other agencies
to demonstrate the level of technical compliance
and effectiveness of Hong Kong's AML/CFT
regime in the ME. To highlight, the JFIU played a
pivotal role especially on showcasing the
competent authorities’ use of financial
intelligence  andFlU’sefforts on international
cooperation during the onsite inspection held in
Hong Kong between late October and mid
November 2018.

The JFIU values the international insights and
experience gained from the ME on the possible
roadmap forbetter development in the future. It
will continue to contribute to the follow-up
process of ME after the adoption of Hong Kong's
ME report at the FATF Plenary/ APG Annual
Meeting. Personnel of the IFIU will also strive for
excellence and keep in view the latest expectation
and ideals on FIU through constant engagement
with local/global AML/CFT community to leverage
the unique role and function of the JFIU.

FEAEBRHEFRETERTERLARNNE - RERFRMARYERERTEERRER NS TRERE
EERBEFRERR -

The JFIU personnel fook the opporiunity of ME onsite inspection held in Hong Kong fo exchange views on critical FIU and
AMLICFT matters with the international assessment team.
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Effective AML/CFT measures also include capacity
building and public education. As an integral part
of the HKPF's strategy to enhance AML/CFT
capacity, IFIU assumed the responsibility for
financial investigation training to LEAs and other
counterparts, and external outreach to Fls and
DNFBPs. All the capacity-building initiatives aim
to strengthen participants with knowledge and
skills in ML/TF investigations, and increase
private sectors’ awareness of their important
roles and responsibilities in the AML/CFT regime
in Hong Kong.

International Financial
Investigation Course

JFIU organizes tailor-made training for overseas
LEAs and other counterparts, through two
international financial investigation courses which
are to be conducted annually. One of these
courses is conducted in English and targets

ML/CFT partners worldwide while another one s
icted in Putonghua for our strategic

e
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i
s
city Building



99

REB R E A EREE
FEBEAEBEREMNSENNE
%Aé&iﬁ%ﬁ%ﬁ%ﬂ?%&%ﬁ%%%@
RMERERE AR RETERE
g}&ﬁﬁﬁ%ﬁﬁ%ﬁ%%%ﬁﬁ%%ﬁ\
RARBEREFER  IRRIZHRE
Li&%ﬁﬁﬁiﬁ%*ﬁ%ﬁ%#ﬂ’m;o
20185 » HE432ZEBBAERIEZRK
BERENEEABETIR -

im%ﬁ&%%%ﬁﬁﬁ&
tion of the HKPF actively interacted wi
Jaundering investigations.

maéﬁﬁﬁﬁ$ﬁﬁﬁ
Trainees from different forma
intelligence analysis and money
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th each another during

practical sessions on financial
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JFIU officers were invited to speak at different AML/CFT seminars in
Hong Kong.

AML/ CFT Publicity
Outreach

The best way to effectively combat ML and TF is
capacity building in FI/DNFBP sectors. As such, it
is vital to engage the general public and strategic
partners through publicity outreach with a view to
raising their awareness and enlisting their
concerted support to build a robust AML/CFT
regime in Hong Kong.

Working in partnership with the FSTB and
Narcotics Division of Security Bureau (ND SB),
the JFU regularly co-organizes seminars
together with other stakeholders such as Hong
Kong Securities Association, Hong Kong
Securities & Futures Employees Union and Estate
Agents Authority. In 2018, the JFIU co-hosted or
was invited as guest speakers in 23 seminars to
address issues arising from the STR regime and
share latest case studies with a view to
preventing and detecting ML/TF activities.

ATE BN RBHDF
S S MERF S
(4 )

BT A2018F4 B AR -

FRASERKEHEBRFEHELE
ERMma FESEERE  LHRIME
R EBHRIER - Z|MERSHE
MNER > FEEEBARTERER
FrEHENTERZND FESBRERM
BERMESEE - BT E RiEE kY fha
BR 0 REIT ZHEBERR

(FBUTEUTHRAERE :
https://www.fstb.gov.hk/fsb/aml/tc/ris
k-assessment.htm)
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H Bl &R FRJohn Carlson & 5E A RS2 A SIS R R REliot Kennedy M R SR MMBAB NI LRE - UBHMBEHK
REBRNEENGE  URNREBEERMREANASHASTE  RTHE -
Mr. John Carlson and Mr. Eliot Kennedly, representatives of the FATF and the APG secretariats shared the latest updates of FATF | APG

and acknowledged the cooperation and assistance of the FSTB and expressed their appreciation to theHKPF for the hospitality and
FATF / APG Assessor sound logistics support provided.

Training Hong Kong

FSTB and NB of the HKPF supported and
facilitated the FATF and the APG secretariats in
the delivery of the FATF / APG Assessor Training
Workshop from 8 to 12 lanuary 2018 in the Hong
Kong Police Headquarters.

A total of 22 representatives of LEAs,
prosecutors, FlUs and regulatory practitioners
from 14 jurisdictions as well as 18 Hong Kong
participants from various policy bureaux,
departments, financial regulators and the HKPF
attended the Workshop. By acquiring the
specialized knowledge of the FATF Assessment
Methodology and Recommendations through a
series of module presentations and practical
exercises, participants thereafter are eligible as
the assessors for the FATF and APG ME.

REFADEERE
TS BB

Trainees from different jurisgicti

ions acti i :
the Hong Kong Police Heodquarferfcf’vely participated in the FATF | APG

%EE%)‘%’E%%%&%ME@%BME@/ AR

e STy aHEA B 315

Assessor Training Workshop helq in
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ABBREVIATIONS 578

ADCC
AML

AMLO
[ CITEESEaR R 4I) |

AML(A)O
[ (TR SEER(183T)
e |

APG
[BEARESRES ]

C&ED
CDD
CFT

DNFBPs

Egmont Group
[RERGAS

FATF
[ RlAEA

FFMS

English

Anti-Deception Coordination Centre
Anti-money Laundering

Anti-Money Laundering and Counter-Terrorist
Financing (Financial Institutions) Ordinance

(Cap. 615 of the Laws of Hong Kong)

Anti-Money Laundering and Counter-Terrorist
Financing (Financial Institutions)
(Amendment) Ordinance

(Cap. 615 of the Laws of Hong Kong)

Asia/Pacific Group on Money Laundering
(www.apgml.org)

Customs and Excise Department
Customer Due Diligence
Counter-Financing of Terrorism

Designated Non-Financial Businesses and
Professions

Drug Trafficking (Recovery of Proceeds)
Ordinance
(Cap. 405 of the Laws of Hong Kong)

The Egmont Group of Financial Intelligence
Units (www.egmontgroup.org)

Financial Action Task Force
(www.fatf-gafi.org)

Federal Financial Monitoring Service
(the Financial Intelligence Unit of the
Russian Federation)

Financial Institutions

Financial Investigation Division,
Narcotics Bureau

Financial Services and the Treasury Bureau
Financial Intelligence Units

Hong Kong Police Force

Joint Financial
Intelligence Uni
Annual Report 201 lossary
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ABBREVIATIONS 578

ICAC

JFIU

NB
ND
oCTB

0sC0

English

Independent Commission Against Corruption

loint Financial Intelligence Unit
(The Financial Intelligence Unit of Hong Kong)

Law Enforcement Agencies

Mutual Evaluation

Money Laundering

Mutual Legal Assistance
Memorandum of Understanding
Narcotics Bureau

Narcotics Division

Organized Crime and Triad Bureau

Organized and Serious Crimes Ordinance
(Cap. 455 of the Laws of Hong Kong)

R

BRHRRE

ey ERKRE
(BB ERRELN)

HIEHE
R
BRI
M E AR
R AR I
LEC R
EER
TSR =cEREN

(AR BEFRTHRGD
(BRIEHIFA55F)
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Money Laundering and Terrorist

RAU

[ BB FTfd /4R
SB

STRs

STREAMS

UNATMO

Financing Risk Assessment Unit
Security Bureau
Suspicious Transaction Reports

Suspicious Transaction Report and
Management System

Stored Value Facility

Trust & Company Service Providers
Terrorist Financing

United Arab Emirates

United Kingdom

United Nations
(Anti-Terrorism Measures) Ordinance
( Cap. 575 of the Laws of Hong Kong )

United States of America

[ PR /MR
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3rd Quarter

1st Quarter

EEBLETEEARBU BTG AT FRIARBAMAETLEI A BRI 7 j EReREnERSLERE21IEEN AT EREARRASRFER

Attendance at FATF and APG Assessor Training Workshop in Hong Kong  Attendance at the 21st APG Annual Meeting in Kathmandu, Nepal

37 == /= 3 3 N =hiz N :.. | } : Py 3 ﬁiT? k .= | T ji 4

X at the FATF Train Combating Proliferation Financing Training Course in Busan, Republic of Korea

Attendance at FATF/ APG/ Eurasian Group on Combating Money Laundering and Financial of Terrorism (EAG)
Workshop in Shenzhen, China

EEEERY TR R R E TR ERANEE N smEmsmEaEsy
Attendance at the FATF Plenary and Working Group Meetings in Paris, France 2 Visit to NB by the French Police in Hong Kong

EEBHEETE RSN R TSN T S AN b et
Attendance at the Assessed Country Training/ Pre-ME Workshop in Hong Kong fﬁ?ﬁ?ﬁfﬁ;ﬁﬁiﬁfﬁfﬁﬁiﬁy Reetkis o Sydper. alia

R B W
e N . .

FEPARE A AR BT SCRUET H R 2018 F R RS EEE R

Attendance at the 2018 Egmont Group Meetings in Buenos Aires, Argentina

FOE
EEEEER GBS AER 4t|| Quarter
Visit to the NB by the National School for the Judiciary, France
AREEAHFOARSHSR AR ESFRBENEENRTEY B ERBRNAEHBBS M E FHRE
Attendance at APEC Anti-Corruption Authorities and Law Enforcement Agencies Network Training Workshop on Visit to the JFIU by the Financial Intelligence Office of Macao

Asset Recovery in Bangkok, Thailand

EEEERLETREARBUETIDRIASERERRTHFIMEESR
Attendance at the FATF Plenary and Working Group Meeting in Paris, France

F°F

2nd Quarter

BEERAZESESRRERN
Visit to NB by the Public Security Department, Hainan Province
AMBEXEREHESRAER

Visit to the NB by the Netherlands Police }Tﬁiﬁfﬁfﬁﬁﬁjﬁﬁﬁﬁﬂﬂﬁﬁﬁfﬁ% Iﬁ*ﬁﬁ%ﬁ&ﬁﬁﬁ-ﬁ?iﬁ#ﬁﬁ

Visit to HKPF by the FATF for 4th Round of FATF Mutual Evaluation on Hong Kong SAR
BAFMHBERRBYHRESENNESERRE) ESRAEN

Visit to the NB by the Italy Ministry of Economy & Finance
BN Z 8] E R0 RS B E R A

B AR SR EES RS B R e S S EER Visit to JFIU by the Australian Transaction Reports and Analysis Centre

Visit to the NB by the Highest Training Institute for Investigation Leaders of the Japanese National Police Agency

ABREEEERARREMEERATF B EHRE

ERERBLFEAEREIRARES Visit to JFIU by the Korean National Police Agency and the Korean Financial Intelligence Unit
Attendance at the Future of Financial Intelligence Sharing Conference in London, The United Kingdom

ERERRYRETE R RAM B THEAME R e T i
Attendance at the FATF Plenary and Working Group Meetings in Paris, France Visit to the NB by the Bureau of Economic Crime Investigation under Ministry of Public Security
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