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vision
That the Joint Financial Intelligence Unit (JFIU)

remains one of the leading Financial Intelligence
Units (FIUs) in the Asia-Pacific Region
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mission

That the JFIU continues to assist the Government in
its efforts fo protect Hong Kong from illicit activities
of money laundering (ML) and terrorist financing
(TF) by :

Juxmposing the JFIU’s professional standards with
relevant internafional standards

FosTering and sfrengthening cooperation with local
and international agencies in the exchange of
financial intelligence

Intelligently analyzing  suspicious  transaction
reports (STRs) received by the JFIU and making
disseminations as appropriate

Upgroding relevant sectors’” awareness and
understanding of ML and TF issues
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What happens there, matters here. The
ever-evolving landscape of fransnafional crime
and the fast-changing environment of technology
and innovation have been posing dynamic
challenges to the JFIU as well as the Anti-Money
Laundering/ Counter-Financing of Terrorism
(AML/CFT) community worldwide.

As one of the international financial centres and
most competitive economies, Hong Kong allows
free flow of capifal and provides a wide range of
professional services, but it may at the same time
offer conduifs and convenience fo lawbreakers for
dealing with proceeds of crime or suspected
terrorist property. Staying vigilant against such
prevailing threats, Hong Kong has been constantly
reviewing and further improving its robust AML/CFT
regime, and striving fo align with the lafest
infernational standards set by the Financial Action
Task Force (FATF).

The JFIU sees the year of 2017 another test of
capacity and performance to its unique role as the
FIU of Hong Kong. When both the annual tofal of
STRs from local reporting entities and international
financial infelligence exchanges with FIUs reached
new highs of 92,115 reports and 2,493
correspondence respectively, the JFIU has been
streamlining its daily workflow and putting extra
effort to sustain its efficacy in analyzing and
disseminating infelligence. Last year, the JFIU
launched another round of project on enhancing
the functionality of the web-based Suspicious
Transaction Report and Management Sysfem
(STREAMS) and set up a dedicafed Strafegic
Analysis and Research Team fo infensify its
ongoing efforfs in the deep dive into financial
infelligence development, with a view to providing
relevant  authorities  with  typologies and
infelligence products, observations on threats and
vulnerabilites as  well as  aclionable

recommendations at policy and operational levels.

Locally, in addition fo responding fo the growing
appetite and expectation on financial infelligence
analysis and oufcomes, the JFIU has been keeping
in view the development of and confributing its
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relevant input to various legislative and regulatory
changes, the ongoing temritory-wide risk
assessment exercise, as well as public-private
parinership on information sharing. The JFIU has
been working and liaising more closely with
compefent authorities and private sectors to
capitalize on the existing suspicious fransaction
reporting framework.

Globally, | am pleased fo have faken up the new
role of regional representative of the Asia and
Pacific region of the Egmont Group of Financial
Intelligence Units (Egmont Group) and a member
of the Egmont Commiitee since 2017. It is hoped
that the JFIU's greater involvement in both the Asia
and Pacific region working group and commiftee
meetings can exhibit Hong Kong's unremitting
commitment to addressing common AML/CFT
concerns parficularly in infelligence exchange and
promofing international cooperation via exfensive
FIU-FIU networks.

As the process of the 4th round of FATF Mutual
Evaluation (ME) on Hong Kong is scheduled for
2018/19, the JFIU has been supporting the steer
by the policy bureaux and cooperating with other
key local agencies in the preparatory and
coordination work at both sirafegic and
operational levels. It can be rest assured that the
JFIU, together with other stakeholders, will work at
full stretch and stand ready to demonstrate the
effectiveness of Hong Kong's AML/CFT regime in
the upcoming on-site visit.

The JFIU values its collaboration with and
feedback from working partners as always, and
shares with all the vision fo sustainability in the
global AML/CFT arena. The JFIU will contfinue in its
endeavours fo increase international
representation and strengthen capacity building, in
face of the mulfi-faceted challenges along the
uphill battle against increasingly complex ML, TF
or even proliferation financing.

Edwin CHOW
Superintendent of Police
Head of JFIU, Hong Kong
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JFIU

Our Role

As the FIU of Hong Kong, the JFIU is the sole
agency fo manage the local suspicious
fransaction reporfing regime, and fo engage in
infernafional financial infelligence exchange
with FlUs and law enforcement agencies
(LEAs).

The JFIU, though adopfing the law-enforcement
model, is not an investigative unit. Distincfive in
infelligence  analysis  capabilities  and
perspectives, it contributes fo the AML/CFT
regime fhrough close inter-agency collaboration
with  policy bureaux and government
depariments, financial regulators and other
professional bodies, LEAs and FlUs, ML and TF
Risk Assessment Unit (RAU), financial
institutions (FIs) and designafed non-financial
businesses and professions (DNFBPS).
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Our Charter

The JFIU performs diverse responsibilities to
combat and deter ML, associated predicate
offences and TF in view of the ongoing infernal
and external risk assessment. Its duties
include:

O operational analysis of STRs

O global exchange of financial intelligence
" and information

strategic analysis of financial intelligence
and other information

O) research on ML/ TF frends and typologies
0 operation of the STREAMS

O support on provisional measures fo prevent
" further dealing of suspicious property
staffing of local and infernational
AML/CFT policy matters

\ coordination of AML/CFT training and
* outreach
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of STRs were filed by
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AML/CFT seminars were
delivered to convey key messages
of suspicious transaction reporting
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Legal Basis for
Suspicious Transaction Reporting

Pursuant to sections 2bA(1) of the Drug
Trafficking (Recovery of Proceeds) Ordinance
(DTROP, Cap. 405) and the Organized and
Serious Crimes Ordinance (0OSCO, Cap. 455),
as well as section 12(1) of the United Nations
(Anti-Terrorism Measures) Ordinance
(UNATMO, Cap. 575), where a person knows or
suspects that any property (a) in whole or in
part directly or indirectly represents any
person’s proceeds of; or (b) was used in
connecfion with; or (¢) is infended to be used in
connection with drug frafficking or an indictable
offence; or where a person knows or suspecits
that any property is ferrorist property, the person
shall as soon as it is reasonable/ practicable for
him/ her to do so disclose that knowledge or
suspicion (i.e. by way of STR) fo an authorized
officer (i.e. JFIU officer).
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Other Legislation Relevant to
Suspicious Transaction Reporting

The total number of STRs received by the JFIU
has been on the rise over the years, mainly as a
result of a strengthened AML/CFT legal framework
for Fls and DNFBPs.

Since 1 April 2012, FIs have been subject to the
customer due  diligence  (CDD) and
record-keeping  requiremenfts  under  the
Anti-Money Laundering and Counter-Terrorist
Financing (Financial Institutions) Ordinance
(AMLO, Cap. 615).

Under the Payment Systems and Stored Value
Facilities Ordinance (Cap. 584), a regulatory
regime for the stored value facility (SVF)
licensees was first infroduced in November 2015
and came into full operation in November 2016.
Since then, the SVF licensees must have in place
adequate and appropriate systems of control fo
ensure compliance with the provisions of AMLO.

Upon the operation of the Anfi-Money Laundering
and  Counter-Terrorist ~ Financing  (Financial
Insfitutions)  (Amendment) Ordinance 2018
(AML(A)Q), such CDD and record keeping
requirements are extended to DNFBPs, namely
legal professionals, accounting professionals,
estate agenfs, and frust or company service
providers (TCSPs); TCSPs are also required fo
obfain a licence from the Companies Registry,
subject to the fulfillment of a fif-and-proper fesf,
before they can run the business in Hong Kong.

The Companies (Amendment) Ordinance 2018
(Cap. 622) requires companies incorporated in
Hong Kong (other than listed companies subject
to more stringent disclosure requirements under
the Securities and Futures Ordinance, Cap. 571)
fo maintain beneficial ownership information by
way of keeping a significant controllers register.

The above legislative changes in Hong Kong
would lead fo wider awareness and fighter
confrols on AML/CFT in the private sector, and
would likely fuel the continuous growth of STRs.

12
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Receipt of STRs

The JFIU has been processing an influx of
STRs, the major source of financial
infelligence. The annual fofal of STRs
steadily climbed by nearly 30% from
32,907 in 2013 to 42,5655 in 2015, and
surged as much as 80% fo 76,590 in 2016
and hit another record high of 92,115 in
2017. Over the past five years, Fls, in
particular banks, remained the major
contributor, accounting for over 94% of STR
submissions; DNFBPs accounted for less
than 3% and other sectors ranged from
below 1% to 4%.

In 2017, the banking, securities and
insurance secfors were the fop three STR
confributors. Since November 2016, SVF
licensees have been filing more STRs.

Joint Financial Intelligence Unit Annual Report 2017
Local Suspicious Transaction Reporting Regime
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The yearly breakdown of STRs received by cafegory of reporting sectors between 2013 and 2017 is tabulafed below:

Sectors {13

Banks
AT

Securities Firms

HH AT

Insurance Companies
NG

Money Service Operators
SHRRHEEE

Money Lenders

BEA

SVF Licensees*

fREZNTREMA

(*New category since November 2016)
(*20165 11 A #EFTaLAV R Al)

Total Number of STRs Filed by All Fls
TRBEBRINREEY

(% of all STRs Received)

(R R 5 S B L )

DNFBPs IEEIFEMP RRITR

Legal Professionals
EREEAT

Estate Agencies
hENE

Dealers in Precious Metals & Stones
EECEREAREE

TCSPs
EERARRBREE

Accounting Professionals

B ERAL
Number of STRs Filed by All DNFBPs

27,328 31,095 34,959 68,745 86,029
(83.056%) (83.61%) (82.15%) (89.76%) (93.39%)

1,410 1,574 1,095 1,423 2,090
(4.29%) (4.23%) (2.57%) (1.86%) (2.27%)

401 446 495 928 1,094
(1.22%) (1.20%) (1.16%) (1.21%) (1.19%)

2,108 2792 3,566 2,554 908
(6.41%) (7.45%) (B8.38%) (3.33%) (0.99%)

28 32 33 24 28
(0.09%) (0.09%) (0.08%) (0.03%) (0.03%)

/ / / 67 590
(0.09%)  (0.64%)

31,275 35919 40,148 73,741 90,739
(95.06%) (96.58%) (94.34%) (96.28%) (98.51%)

235 222 894 969 555
(0.72%) (0.60%) (2.10%) (1.26%)  (0.60%)

12 29 31 58 71
(0.04%) (0.08%) (0.07%) (0.08%) (0.08%)

26 18 6 29 60
(0.08%) (0.05%) (0.02%) (0.08%) (0.07%)

27 46 22 27 31
(0.08%) (0.12%) (0.05%) (0.03%) (0.03%)

4 3 6 3 19
(0.02%) (0.01%) (0.02%) (<0.01%) (0.02%)

EEFSRMIEERTEERNITRRZRMESAE 304 318 959 1,116 736

(% of all STRs Received)
(BT B R EEB LX)

Number of STRs Filed by Others
HibTERT WA RRZ HEREY

Total Number of STRs Received
BENRERGHREEH

(0.94%) (0.86%) (2.26%) (1.46%) (0.80%)

1,328 951 1,448 1,733 640
(4.00%) (2.56%) (3.40%) (2.26%) (0.69%)

32,907 37.188 42,555 76,590 92,115

14
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Analysis of STRs

The JFIU relies on STRs as the major and unique
source of information for daily operational and
sfrategic analyses.

Upon the receipt of STRs, the JFIU adopts a
risk-based approach fo examining and
assessing each of them, with regular reference
to the lafest ML/TF landscape and irends.
Reviewing the level of inherent ML/TF risks, the
value of intelligence, and the prospect for further
invesfigation or other follow-up actions, the
JFIU may allocate more resources to conduct
more holistic and in-depth analysis of selected
STRs with the potfential to develop quality
financial infelligence products.

ol RS ES

BEURRIB/EREAEL » RETL
IRRGHEEREE WETEHEN
o MBI EFEZTEERMER
MRS - FETERTPHREAR/
RO ETENER BB EAKE B
ERRENRS  FERARIHEME
BITEZA -

BELF  BERHINAIRTIHRERE
ERELEA R2017TEEEZHIE >
13,5667R °

(BRT2014F BB HMEHE - H2013FM
8,037 RN ET,6627R ° )
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Dissemination of STRs

Despite the rapid growth of STRs received, the JFIU
sefs quality standards, screens and analyses STRs
with a view to ascertaining if there is sufficient
information that warrants dissemination, and to
extracting useful and/ or actionable intelligence for
dissemination to LEAs/ FIUs for intelligence purposes
or any actions deemed appropriate.

The annual fotal of STRs disseminated showed a
general increase in the past five years and peaked at
13,666 in 2017, except a slight drop from 8,037 in
2013 o 7,662 in 2014,

AAEAF2013Z2017FE BTN URRZBETRE » RINWT :

The yearly figures on STR dissemination between 2013 and 2017 are fabulated below:

Total Number of STRs Disseminated
BANAIRZZHREEH

8,037 7,662 10,454 12,631 13,566

2§ 13,566 R Al R ZRE

1 3’566 STRs

20175 » BRAURRSMENH R
FEREBERE(70.34%) - BBS
B9(21.02%) * BEAE(1.52%) » it
REWHHLHBENT EBEREN
(4.68%)  LAR HLAHEREA(2.44 %) °

seeie 70.34%,

BRAZ

In 2017, the major recipients of STRs were the 520/
HKPF (70.34%), the Customs and Excise ICAC B edc /0,
Department (C&ED) (21.02%), the EBiEH z 1

issi - i C&ED 0 | HfibiR
Independent Commlssmn. Against Corruption l o Z% | Other Authorities .44%|
(ICAC) (1.52%), worldwide LEAs and FlUs
(4.68%) and other authorities (2.44%). ShhiE RN SRR A

Worldwide LEAs and FiUs "B +68%0

16
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a covering  suspecfs,  suspected  companies,
wEHRE N = ac
EH "% ;ﬁ_/ GRS LRI suspicious accounts, fransactions and fund flow); it
TEEFRMEE -

also allows local authorized users (including the
2013820175 - SEERETHESH L e
EEBARETERENNREH1,904 use of financial information in daily investigations/
},’QJ:ﬂ'ES,SOﬂfE ' $31873.4% 2 FHIG © intelligence culfivation, and support various
MEEATRR S ReSEALE/ LS operational needs in a fimely manner.
MR E - BIEFTHE609,362)R - MEHF
HRMREAHARRZHMEEERGER
MERZIE o

Access to STR Information

The JFIU has a wealth of STR information available
on its web-based STREAMS. In line with the statutory
confines and information security safeguards, the
JFIU welcomes local LEAs fo make formal requests
for STREAMS record checks for information (possibly

Between 2013 and 2017, the annual number of
requests for STREAMS record checks made fo the
JFIU mounted by 73.4% from 1,904 fo 3,301 whilst
the total of 609,362 direct searches were made on
STREAMS. Both sets of figures reflect the escalating
demand for STR information, which is considered
conducive to enforcement actions against ML, TF

*W‘%,ﬂigﬁﬁfﬁﬂkﬁﬁ%ﬁﬁfﬁfé%ﬁ%%ﬁﬁﬁﬁﬁﬁ'ﬁ@ # and associated predicafes‘
DEAREEAER A LRENMEERECERES
MER YHAFEEEAREREMI FEEBEHBEEER

B REBE E

*JFIU officers conduct direct searches on STREAMS to expeditiously
process incoming requests for information from local and worldwide
LEAs and FIUs and proactively respond fo daily monitoring of
ML/TF-related news and frends.

2013220175 ' BFEEREURRZBEEREAGETERNRZRNREEESHNAE » RIIANT :
Below are the annual totals of both requests for STREAMS record checks and direct searches on STREAMS between 2013 and 2017:

Total Number of Requests for

STREAMS Record Checks 1,904 2,362 2,166 3113 3,301
ERAEARLGHREEERGETENEIAE

Total Number of
Direct Searches on STREAMS 69,683 101,803 166,592 135,421 135,863

EARRZREEERRETEREESHRY

EHiflER

R ARSERR
AR B MEEERGN2006FEL - X
"STREAMS" B —fHZZRENRHF S -
JEAZHMAERE  EHNARUAETHR
2R BE - AR TR WE o
BERF UBTHAEENTRIZH
ERBRAGLRGARLA TRER
RRZWENHRFEFR 20175
BEBUMNTRRZBENETHRAER
AW BT T 2 AR AL I -

% of Electronic Processing of STRs
DEFAhREEN SRR HELE
(Total Number of STRs Involved)
(FROTRRZREEE)

% of Manual Processing of STRs

MAFAABENARERZHELLR

BAl FAFHEEFERNHAIR - &
BEZHBUEFAXERAIERS &
EE-SRAREIVERZHENERR
ek

FEABHBRMBENRNER - BER
£ AEFEREERIETRRZBE
BERL - 20175 K » FX4AFRSE —H
ABARIRE - EWMELE FEEH
AERE - DHNBHUESIRRAED -
UREBRGEUNEER  BAEREER
RNTATRER ZME ©

(BREBRATERTERRBRER
RBI) (£629E)N2017F6AHIE - B
RUHPHRBEGE - LEARBERR
FTEENERREBERELEE - 74H
BEREREEESHE HELTEMNRE:
DA ARHEENRRRIREER

77%
(25,197)

23%
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STREAMS Management and Enhancement

Launched in 2006, the Suspicious Transaction
Report and Management System (STREAMS, a
secure web-based plaiform inferfacing with other
information databases) facilitates the e-reporting,
processing, analysis and dissemination of STRs.

Both the growing number and proportion of STRs
e-processed in the past five years illustrate the
improving efficiency of the STR workflow. In 2017,
as many as 93% of the STRs were submitted and
responded fo by electronic means, in face of the
record high of annual total of STRs received.

2013220175  UEFFRAVNAFEENTRERZHRERHLLE  URSEFEHRNRY  RIWT -
The respective proportion of electronically and manually processed STRs, as well as the number of e-STRs, between 2013 and
2017 are shown below:

82% 81% 89% 93%
(30,464) (34,500) (67,991) (85,582)

18% 19% 11% 7%

To date, the JFIU is finalizing a new e-STR submission
solution so as fo encourage more reporting entities fo
file STRs through electronic means, and to further boost
the overall competence in STR processing and
intelligence gathering.

The JFIU sfrives to keep abreast of the technical
development. In the past years, it has been allocating
resources fo revamp the STREAMS. In late 2017, the
JFIU kicked off another phase of STREAMS upgrade.
This round of the STREAMS enhancement project
focuses on improving the JFIU's capability in
processing, analysing and disseminating financial
intelligence as well as leveraging ifs functional
interoperability fo befter cope with the tremendous
volume of STRs in the long run.

The Bill on the Cross-boundary Movement of Physical
Currency and Bearer Negotiable Insfruments Ordinance
(Cap. 629) was enacted in June 2017 to set up a
declaration and disclosure sysfem fo detect the
cross-boundary movement of large quanfities of
currency and bearer negofiable instruments into and
out of Hong Kong. The C&ED and the JFIU have been
working closely and established an effective channel for
the JFIU fo obfain relevant information on
cross-boundary movement of currency and bearer
negofiable insiruments.
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Feedback on STR Quality

The overall quality of STR input from various
reporting secfors is of paramount importance fo the
effectiveness of the suspicious fransaction reporfing
regime. Thus the JFIU provides quantfitative and
qualitative feedback on STRs fo regulatory agencies,
professional bodies and reporting enfities as
appropriate.

The JFIU publishes STR Quarterly Analysis (made
available through the secure area of JFIU‘s website)
fo enhance mufual communication and raise
AML/CFT awareness of the private secfor. Fls and
DNFBPs are kept up-to-date with useful guidelines
and the preferred framework for making quality STRs,
STR statistics that indicate their filing frends, case
examples on the latest ML/TF-related typologies and
other good practices observed in their daily AML/CFT
compliance and controls.

In 2017, the JFIU presented crime trends and red
flags on business email compromise and credit card
fraud, inherent ML/TF risks involved in currency
exchange between Renminbi (RMB) and Hong Kong
dollars (HKD) as well as new payment products and
services such as digital wallets, recommended
ongoing monitoring with infernet protocol address in
AML/CFT measures, efc. In addition, local regulatory
agencies were also aware of one of the JFIU's
feedbacks on its comments and suggestions on the
quality of STRs, encouraged respective sectors fo
follow accordingly in their STR reporting, and
provided reference for revising relevant sectoral
AML/CFT guidelines.
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Local Cooperation with Stakeholders

The JFIU treasures and seeks to enhance interagency
collaboration within the AML/CFT community. At the
strategic level, the JFIU offers advice to government
bureaux, regulatory agencies and professional
bodies on changes of policies, legislation and
guidelines that fouch on the suspicious fransaction
reporting regime, as well as assists in collating STR
or other AML/CFT-related statistics for the deliberation
in high-level governmental meetings. At the
operational level, the JFIU provides intelligence,
investigative and asset-recovery support through
frequent and responsive financial infelligence
exchange with various LEAs and FlUs.

Regular Ligison with STR Reporting Entities

The JFIU recognizes the private sector as the first line
of defence in the AML/CFT regime as criminals or
terrorists (and their associates) are inclined to make
use of the easily accessible financial services in
Hong Kong fo launder proceeds of crime or perform
TF. Public-private partnership is the key to
preventing, detecting and disrupting such illicit
activities.

The JFIU has assigned designafed liaison officers to
better coordinate and communicafe with major STR
reporfing entities.

The JFIU chairs the Suspicious Transaction Reporting
Working Group (atfended by the HKPF, C&ED,
financial regulator(s), and representatfives from the
private secfor) fo discuss and advise on maiters of
common interest in suspicious fransaction reporting
and share views on policy and operational priorities,
practices and procedures, and sfrengthen other
AML/CFT cooperation.

The JFIU held the Suspicious Transaction Reporting
Working Group Meeting with various representatives
in September 2017.
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The JFIU holds other meetings with financial
regulators and key STR reporting entfities
(such as banks, SVF licensees and other
organizations) fo monitor and exchange
views on the quality of STRs and ML/TF risks
faced by respecfive sectors, as well as
obtain feedback on fthe efficacy of the
informafion  referral  mechanism, the
usefulness of financial intelligence, and the
effectiveness in supporting operational
needs of the parties concerned.

The JFIU welcomes the esfablishment of
Anti-Deception Coordination Centre (ADCC)
in July 2017, as both ends join hands fo
enhance cooperation with local Fls fo
exchange fimely financial information for
mitigating the loss of victims in fraud or its
related ML cases. The JFIU diligently
processes STRs arising from the ADCC’s
requests made fo Fls so as to ensure swiff
handling of fraud-related STRs and
dissemination of useful infelligence fo
investigation teams concerned. The ADCC’s
capacity of sftopping payments that are
suspected to be fraud proceeds is supported
by the JFIU.
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INTELLIGENCE

Globalization and the emergence of new
technologies have changed the nature and
modus operandi of crimes nowadays. Effective
and enhanced international cooperation is one
of the keys fo success in combating
transnational ML and TF.

As one of the Egmont Group members since
1996, the JFIU fulfills its infernational
obligation to exchange financial and other
information via the worldwide FIU nefwork for
infelligence and other lawful purposes in a
secure manner. Subject to the principle of
reciprocity, this network serves as a gateway for
FIUs (and other compefent authorities of
jurisdictions (including Hong Kong)) to obtain
information that assists them in carrying out
their respective AML/CFT duties.
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The JFIU aitended the Egmont Group
Working Groups and Head's of FIU Meeting
in Doha, Qatar and signed an MOU with the

FFMS in January 2017.
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The legislation of Hong Kong does not
require the JFIU to enter info any MOUSs or
other instruments for the exchange of
information relafed to ML, TF and
associated predicate offences. However,
in order to provide a structural framework
for enhanced cooperation and mutual
understanding, the JFIU could enter into
an MOU with a jurisdiction upon their
request for either fulfilling their respective
legal requirement or symbolising
commitment for strategic partnership and
intelligence exchange.

In 2017, the JFIU signed an MOU for the
exchange of financial intelligence related
fo ML and TF with the Federal Financial
Moniforing Service (FFMS) of the Russian
Federation. This brings fo a fotal number
of 12 MOUs or agreements that the JFIU
has signed on cooperafion with 11
jurisdictions over the decades.
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In the past five years, there has been a
substantial growth in both the incoming and
outgoing correspondence, marking more

BERF - FABEBNMENEI BT

NRBEREEERARETEAIEE frequent cooperation and mutual support among

E B EEREN ZES/ERAE FIUs. In 2017, the annual fotal of 2,493

BHTE 20178 » THREREEA correspondence recorded an all-time high.
RBRIKCIEIES » HB2,493)K

FHAH AR MW ERBEMNTERRIAUFHE - RIIMT :

The summary of figures on financial intelligence exchange between the JFIU and FIUs worldwide is tabulated below:

Total No. of (Egmont Group) 705 744 824 794 991
Incoming (R ISEE)

Correspondence

ERIMBIIRE \on-Egmont Group®) 20 14 6 43 154

BEEEARRE  rpmeean)

Incoming Total EEHEH 725 758 830 837 1,145
Total No. of (Egmont Group) 613 824 944 866 990
Outgoing (B SISEM)
Correspondence

| N “‘Q
SN2 (Non-Egmont Group*) 18 23 200 293 358

%*ﬁ%%?Iﬂfkﬁ (;lFilﬁ*ﬁ%?%ﬁﬁ)
Outgoing Total 5% H &8 631 847 1,144 1,159 1,348

(FEEEBEBHEIERTEBARSSAMNIT ERREN - BERMLEBINERR)

(*Non-Egmont Group members include mainly non-Egmont FIU(s) and occasionally ofher overseas LEAS)
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NUMBER OF EGMONT GROUP AND
NON-EGMONT GROUP FIUS

EXCHANGED FINANCIAI.

IN'I'EI.I.IGENCE
WITH THE 4

(BY REGIONS*) N 20 'l 7

2017 F EAA R B & (B AR TS K48 4% 0
BRI HB BB REMEE

EERENHE
No. of FIUs

0 [
29

20 [

g =M B (—) B (=) 5{+] DRATH REREE OFROEFE  PEEIE
Americas Europe | Europe Il Eurasia Asia & Pacific East & West & Middle East &
Southern Africa Central Africa  North Africa

(BEARESERRANBES E)

(*with reference fo categorization of regional groups adopted by the Egmont Group)
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Latest Trend of

Information Exchange with FIUs
in 2017

In 2017, the JFIU exchanged financial
infelligence with 99 Egmont Group FlUs
and one non-Egmont Group FIU. The tofal
number of FIUs from each region* being

engaged is shown in the chart on the left.

The JFIU observed increasing complexity
of information and infelligence received
and shared.

Fraud, which is risk-assessed fo be with
high level of ML threat as external/
internal predicate offence fo Hong Kong,
is one of the most prevalent crime types
of such incoming and oufgoing requests
or spontaneous sharing of information.
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Introduction

The JFIU as the FIU of Hong Kong strives to
cultivate and disseminafe quality financial
infelligence to LEAs for their financial
investigation. The HKPF and the C&ED also
sirive to combaf local, cross-boundary/
fransnational ML and associated predicate
offences through making good use of financial
infelligence from the JFIU, exchanging
information/ launching joint operation with
other investigation feams/ LEAs, or engaging
various forms of international cooperation. The
following assortment of good case examples
do not only concretize recent outcomes of the
prolonged efforts of the JFIU, the HKPF and the
C&ED, but also reflect the shared
determination and common goal to neutralize
organized syndicates and frack down their
crime proceeds.
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ML Case Originated from Financial Intelligence Resulting in Restraint

Infelligence from the JFIU in 2013 disclosed
that Company A had applied for a merchant
account with an international online payment
service provider in Hong Kong for receiving
online credit card payments as a result of its
sale of cosmetics products, but such deposits in
the account were soon suspected fo be derived
from online paymenis to a legal gambling
website in Jurisdiction M.

The Financial Investigation Division of Narcotics
Bureau (FID NB) of HKPF initiated financial
investigation upon the receipt of information
from the JFIU. The merchant account recorded
paymenis of HKD37.8 million in the past,
including crime proceeds of illegal internet
gambling.  Company A was  Hong
Kong-incorporated, and its sole director and
shareholder Ms. J from Jurisdiction N who
opened the merchant account absconded from
Hong Kong a few days affer the account
(having the balance of HKD8.6 million) was
suspended. Ms. J did nof file any tax return in
Hong Kong, while Company A was reported
dormant and declared fo have no income and
offshore profits.

An arrest warrant was issued against Ms. J in
May 2015. By absconder proceedings, a
restraint order amounting to HKD8.6 million

was granted in May 2017 pending confiscation.

This case example shows how financial
infelligence can prompt investigations and
result in the fracing of crime proceeds related to
ML and associafed foreign predicate offences.
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Case ML Case Originated from Financial Intelligence Resulting in Restraint
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ML Case Originated from Financial Intelligence Resulting in Confiscation
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Acting upon intelligence from the JFIU in 2013,
the FID NB of HKPF commenced financial
invesfigation against Mr. K, who was both on
INTERPOL Red Nofice and wanted by an LEA in
Jurisdiction O. It was unearthed that Mr. K was
the ringleader of a syndicafe operating illegal
gambling website in Jurisdiction O, with more
than 120 agents hired across numerous
provinces.

In-depth fund flow analysis revealed that Mr. K,
who had not filed any fax refurns in Hong Kong,
made use of his five personal bank and
securities accounts in Hong Kong fo receive
proceeds of illegal gambling activities
amounting to HKD433 million between 2006
and 2012, with hallmarks of ML such as
repository of funds and large amounts of
suspicious fransactions noted. The crime
proceeds in question were mainly channeled
info Hong Kong from Jurisdiction O via
unlicensed money service operators in Hong
Kong.

Since 2013, the FID NB has maintained ligison
with an LEA in Jurisdiction O via INTERPOL, and
successfully sought assistance to obtain a court
judgment against syndicate accomplices that
strengthened the ML case in Hong Kong.

A restraint order against Mr. K’s assets of cash
and securifies valued at HKD433 million was
obfained in December 2013. An appeal was
initiafed against the resfraint order in May
2016, but it was subsequently rejected. A
confiscation order amounting to HKD300
million was eventually granted in July 2017.

This case example illustrates how financial
intelligence can lead fo new investigation and
result in significant confiscafion of proceeds of
crime involving external predicafe offences.
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Case ML Case Originated from Financial Intelligence Resulting in Confiscation
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Constructive Assistance Provided for Fraud/Narcotics/ML-rela

Mutual Legal Assistance (MLA) Requests from Other Jurisdic
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CASE (A) =

The FID NB of HKPF has been responsive to MLA
requests made by various jurisdictions to
combat high-threat foreign predicate of fraud,
medium-high-threat  foreign  predicate  of
narcotics offences and local ML offences, with
four examples (A)-(D) as follows:

201 (A
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An MLA request from Jurisdiction P in 2015
revealed that Mr. L was arrested for fraud in
2014 thereat as he was suspected of using
false and forged documents fo siphon off
HKD225 million from Victimized Company B in
Jurisdiction P to a corporate bank account held
by Shell Company C in Hong Kong, of which Mr.
L was the director and shareholder. With the
assistance of the JFIU, Mr. Ls financial
background and the laundered proceeds in
question were swiftly identified fo facilitate
financial investigation. In August 2017, a
restraint order was granfed in Hong Kong
against the residual balance of HKD46 million
in the local bank account of Company C.
Criminal forfeiture proceedings against the
property of Mr. L and Company C have been
initiafed in Jurisdiction P, pending the issuance
of an external confiscation order thereat in due
course.
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Constructive Assistance Provided for Fraud/ML-related
MLA Request from Other Jurisdiction

HEZRBAEREREENHE

Constructive Assistance Provided for Fraud/Narcotics/ML-relate:
MLA Requests from Other Jurisdictions

CASE (B) = 58

QREEBEEBR2015F M EHRRR
HEEERGYER  EREL—H

SEATDRE - B1858E T (18 Ares )
REZEBEHMIRF)EEEZE S —
BARERITIRE - SmAENUER v
SHETHERSE  EEBAEER i SR
. o Sl ot Jumped police bail e
REEBEREFER  MISHEEMEE iz BB E MM
RENFEE - HE  IRFHEABIS
AZEEBEENMEE)EBAEBRT An MLA request from Jurisdiction Q related to an /_ s BlS |
MERIRFEARFEE - BEMELE email fraud in 2015 revealed that Victimized $ v k %?g%
E2015EEREK  DATIBBRSE Company D thereaf had been deceived fo wire e B\ surisdiction
e i _ about HKD1.85 million to a corporate bank D — L 1gsmBT .
WFED 0 R2017F6AMGEHHE =R account in Hong Kong (via other accounts in et g KD 1.85 million,
MAFHNEHSTS  RIEE100 Jurisdiction R). Through financial investigation, fong Kong 185BB TR S
. . ) EHRAZEBEEEEZEE
BT o the FID NB gained more information about the Fraudulent payment of
- : HKD 1.85 milli

fraudulent transactions via an INTERPOL - oty v o~ B Vi

request to Jurisdiction R. The account signatory $ in Jurisdiction R to Hong Kong

Mr. M of Jurisdiction S was later arrested when

he showed up af the bank in Hong Kong to
enquire about the account in question. Though - b1 million wa
Mr. M jumped police bail in 2015, Company D " civil proce '
claimed back HKD1 million by initiating civil
proceedings from which a Garnishee Order
Absolute was obtained in June 2017.
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MERE 1

Financial FAE :

20125 - BRPENY EBEAERE S Compony F_ :

TAAEEBHERERRNNAE N :

1

ERBBFER REEARE-—BER E :

AREETHERE  URAHHEE g "

BRARMETIRS » BEW1,5608 T : E
e SR = - (]

BRAEN c EXEBYT 5K 1 | mom== : :

#2016F 360 8 T 4 8458 H IR 41 ; 5

S %R2017588 » TAARERE T i :

BHASMERSHEETEE S AR Upon the receipt of an MLA request from 1 Hong Kong : E

B FEAMETHE2017TEI1A Jurisdiction T relafed fo an email fraud in 2012, " :

ESRANSEALFSEERRE the FID NB conducfed financial investigation : :

. i o S and ascertained that a fraudulent sum of o

EHE AENARBETALER HKD15.6 million had been remitied info a local :

B UHBEZIELQTRF - bank account held by Shell Company E in Hong -

Kong. Facilitated by the JFIU, a restraint order $ :

against the residual balance of about HKD3.6 e T e s s Y Y e Y :

million was issued by the High Court in 2016. e 1,560 BE RN BEZ S -

Later in August 2017, an external confiscation orporate be HKD 15:6 million was .

order from Jurisdiction T was registered af the - S :

]

High Court in Hong Kong. Subsequently, the
local bank paid the restrained amount fo the
Registrar of the High Court in November 2017.
The fund will then be returned fo Jurisdiction T
for compensating Victimized Company F.

SMBIZIRD
S i360E B TR TOAEEE EESEEEHERET
HEES=EAE External confiscation order
EX: 0 from Jurisdiction T
ned to sdictio was registered in

" for compensating Hong Kong
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An MLA request from Jurisdiction U in 2015
revealed that Mr. N, as the masfermind of an
organized crime syndicate involving in
fransnational narcotics and ML activities, had
effective control of two Hong Kong-incorporated
Companies G and H that he was the beneficial
owner and director. Investigation revealed that
Companies G & H possessed two corporafe
bank accounts in Hong Kong, fo which crime

PEIRFAN140B 8 TR > B proceeds amounting fo HKD48 million were

URIZEEEEBRERHEZHEN found to have been remitted from Jurisdiction U
WBWS o between 2011 and 2015. The FID NB offered

investigative assistance by obfaining and
providing the relevant bank documents fo
Jurisdiction U. It also sought assistance from
the JFIU before the resiraint order against the
remaining balance of HKD1.4 million was
granted in June 2017. In anticipation, the
competent authority of Jurisdiction U would
apply for an external confiscation order in due
course.
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Operation against Cross-Boundary Bookmaking and ML
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The HKPF (the FID NB and the Organized Crime and
Triad Bureau (OCTB)) and an LEA of Jurisdiction V
initiafed a joint investigation and operation against a
cross-boundary bookmaking syndicate based in
Jurisdiction V led by a notorious local friad member
Mr. O.

Confidential intelligence revealed that Mr. O had
received bets for horseracing, Mark Six, soccer and
NBA matches. The financial investigation by the FID
NB revealed that proceeds of bookmaking af about
HKD8.6 million had been laundered through two
personal bank accounts of the wife of Mr. O (Mrs. O)
within four years, with ML hallmarks such as
numerous withdrawals via aufomated teller
machines and U-turn fransactions observed. A
special investigafive technique of accessing
computer systems was adopted fo refrieve
bookmaking records and ML evidence.

When the operation furned overf, the syndicate
mastermind Mr. O was arrested in Jurisdiction V for
bookmaking, while Mrs. O and 10 other associates
were arrested in Hong Kong for bookmaking-related
offences and ML. In 2010, Mr. O was convicted of
bookmaoking and sentenced tfo 14 months’
imprisonment in Jurisdiction V; in 2013, he was
further convicted of six counts of standalone ML as
charged and sentenced fo 20 months’ imprisonment
in Hong Kong. Dated back to 2011 in Hong Kong,
Mrs. O was convicted of fwo counfs of standalone
ML as charged, and sentenced fo 30 months’
imprisonment; three other associafes were also
convicted of ML, engaging in booking and betting
with a bookmaker with their senfence ranged from
32 months” to 54 months’ imprisonment. In
addition, absconder proceedings were initiated
against a wanted person Mr. P who was a Hong
Kong male having received crime proceeds in 2016.
A confiscation order against his realizable property
(such as cash, remaining balance in bank accounts
and real property) valued at HKD4.3 million was
granted in April 2017.
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Operation against Cross-Boundary Human Smuggling and ML

Acting upon information from Jurisdiction W,
the HKPF (FID NB & OCTB) and an LEA of
Jurisdiction X initiafed a joint investigation and
operation against a cross-boundary human
smuggling syndicate, in which six persons from
Hong Kong were involved. Through the parallel
invesfigation by the FID NB on ML and the OCTB
on human smuggling and forgery, the syndicate
was found assisting people of Jurisdiction X fo
apply visa of Jurisdiction W in Hong Kong by
providing forged supporting documents for visa
application; two syndicate members had
maintained  numerous  fransactions  of
substantial turnover at HKD34 million with one
male and one female from ofther jurisdiction
who were respectively reported fo be the
execufive direcior and manager of fwo local
companies, with circular flow of funds in their
local personal and corporate bank accounts
and transaction amounts incommensurate with
the two syndicafe members” financial
background.

When the operafion turned overt in March
2017, three local syndicate members were
arrested by the HKPF in Hong Kong, and one
other local and seven ofher persons of
Jurisdiction X were arrested by the LEA in
Jurisdiction X.
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Transnational ML Case involving Proceeds of Drug Trafficking

This case involved a fransnational ML syndicate
active in both Jurisdiction Y and Hong Kong,
and crime proceeds originated from drug
trafficking activities.

Between 2013 and 2014, an LEA of
Jurisdiction Y arrested two Hong Kong males of
that syndicate, who were convicted of ML and
sentenced fo 39 months” and 84 months’
imprisonment respectively in Jurisdiction Y.

Acting upon informafion from the LEA of
Jurisdiction Y, the FID NB of HKPF conducted
financial investigation against seven personal
bank accounts in Hong Kong controlled by five
other Hong Kong males (namely Mr. @, R, S, T
and U). Within two months in 2013, these
sfooge bank accounts recorded numerous
inward remiftances fotaling HKD5.56 million
from the syndicafe immediately followed by
cash withdrawals by Mr. @Q-U accordingly. Mr.
Q-U had not declared any income with the
Inland Revenue Deparfment in Hong Kong and
the large amounts of the deposits were
incommensurate with their reported financial
sfatus.

Between 2013 and 2014, the FID NB arrested
Mr. Q-U, and sought MLA fo secure evidence,
including sealed copies of the relevant court
judgments of Jurisdiction Y on the syndicate, for
the ML case in Hong Kong. Mr. Q-U were
subsequently charged with seven counfs of ML
totaling HKD4.89 million. In March 2017, they
were all convicted as charged and their
senfences ranged from 12 months” to 51
months’ imprisonment.
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ML in Relation to Proceeds of lllicit Cigarettes
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Since November 2015, the C&ED carried out an
invesfigation against a local syndicafe
suspected of selling illicit cigarettes and
laundering crime proceeds from the illicit
cigareftes business.

In April 2016, the C&ED successfully ferreted
ouf the illicit cigarettes sforage location and
identified the modus operandi of the illicit
activities by certain key personnel of the
syndicafe, including the sfore keepers and
various couriers. The keepers and couriers were
controlled by a couple Mr. and Mrs. V who were
the syndicate’s masterminds. After the delivery
of cigarettes, the couriers/keepers would
deposit the sale proceeds of illicit cigareftes to
Mrs. Vs bank account or directly hand it to Mr.
and Mrs. V in person.

In August 2016, when the operation furned
overt, Mr. and Mrs. V, fogether with five other
persons, were arrested. Subsequently, Mr. and
Mrs. V, one keeper and one courier were
charged with conspiracy to deal with illicit
cigarettes and an additional ML charge was laid
against Mrs. V. Financial investigation revealed
that the syndicate had laundered about HKD8.2
million of crime proceeds between June 2013
and August 2016.

In February and June 2017, restraint orders
were granted and a total of HKD 2.6 million was
restrained. In October 2017, all the defendants
were convicted of the illicit cigareftes offence,
while Mrs. V was convicted of the illicit
cigareftes cum ML charges and sentenced to 33
months” imprisonment.
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ML related to the Proceeds of an Organized Counterfeiting Syndicate
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Since October 2015, an investigation was
conducted by the C&ED against an organized
counterfeiting syndicate operafting hawker
stalls, showrooms and sforages for selling
counterfeit goods. Financial investigation into
three key syndicate members (Ms. X, Y and Z)
revealed that substantial cash of over HKD3.6
million had been deposited info their personal
bank accounts between December 2014 and
January 2016, incommensurate with their
financial profiles. The deposits were suspected
to be proceeds generated from the sale of
counterfeit goods.

In January 2016, the C&ED mounted an
operation against the syndicate and raided six
fixed hawker stalls, six sforage areas and an
upstairs showroom of suspected counterfeit
goods as well as three residential premises.
During the operation, about 12,000 pieces of
counterfeit  goods  including  wafches,
handbags, leather goods and sunglasses
valued at around HKS5 million were seized. In
January 2017, a resiraint order was
successfully obfained fo restrain HKD2.16
million worth of realizable properties held under
the control of Ms. X, Y and Z.

(The case will be judged in 2018.)
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To the JFIU, strategic analysis reflects its
ongoing efforts fo enhance the quality of
information reporfed by enfities as well as
infelligence analysis and dissemination by the
JFIU in the long run.

The JFIU presents this Strategic Analysis Report
(Report) on email scams in Hong Kong fo target
AML/CFT players in government policy bureaux,
regulatory agencies, law enforcement bodies,
FIUs and private sectors.

The Report highlights the latest typologies and
summarizes the value-added infelligence
cultivated on email scams. If is hoped that the
intelligence product can further promote
infelligence exchanges, frigger law enforcement
actions and provide insights into policy and
regulation formulation. It is also hoped that
existing/ possible ML risks illustrated and
observations proposed in the Report are
conducive fo the development of AML
knowledge for current and future needs af both
policy and operational levels.
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Including Chinese ID Card holders/ China Two-way Permit holders/ Chinese Passport
holders.

2. REFEEBRAFXSREIEN-"RESHE -

Including only the main three fund dissipations in each fraudulent transaction.

EE g mA

Account Information

® In 2016, 1,301 fraudulent fransacfions amounting fo
HKD2.2 billion were involved in email scams, whilst in
2017 (January to June), 337 fraudulent fransactions
amounting fo HKD568.9 million were involved;

e All illicit fund originated from email scams was sent fo
1,119 bank accounts in Hong Kong between January
2016 and June 2017;

* Around 92% of the accounts involved in email scams
were corporafe accounts;

e Around 78% of the directors were Chinese Identity
Document holders! and about 16% of the directors
were Hong Kong Identity Card holders; and

e Nearly 69% of the accounts were opened over 180
days prior to the receipt of illicit fund.

Account Activities

= Top three regions from which illicit fund was sent were
Europe, North America and Asia;

e Around 60% of the fund dissipafions?, in ferms of
amount, were conducted within the same day as the
day of receipt of illicit fund whilst around 18% of the
same was conducted on the next day of following the
receipt of illicit fund;

e Upon the receipt of the illicit fund, nearly half of the
dissipated fund was fransferred to domestic banks by
means of local fransfers; and

e Around 40% of the dissipated fund was sent via
overseas remiftances.

Thematic Analyses
Change of Company Directorship

* Changing company directorship is considered one of
the most prevalent ways in appropriating readily
available corporate bank accounts for the subsequent
receipt of illicit fund; and

® 18% of the companies involved in email scams were
found to have their directorships changed 0-30 days
prior fo the receipt of illicit fund.

Account Signatories

® 60% of 75 fargeted corporate accounfs neither
informed the banks of the change of directorships nor
requested for account signafory updates.

Test Payment

e About 24% of the accounts recorded fest payment

fransactions (which were likely used fo fest the
accounts” validity); and

» The amount of the test payment was mainly below HKD500.
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SUMMARY OF

This Report provides highlights of strategic
analysis on email scams conducfed by the
JFIU, including a summary of the prevailing
situation in Hong Kong and related thematic
analyses.

The JFIU carries out defailed analysis of
financial intelligence and delivers value-added
outputs  to  relevant  stakeholders. The
information in this Report has been drawn
primarily from information3 received by the
JFIU. It also contains information from the
Companies Registry in Hong Kong and from
other sources. This Report also examines
information received by the JFIU from January
2016 to June 2017 (the review period),
focusing on account information, account
activities, thematic analyses, etc.

EMAIL SCAMS i onG koG

Table 1
Total Number of Total Number of Total Amount Average Amount
Bank Accounts? Fraudulent Involved® Involved per
Involved Transactions (HKD million) Fruud:llt(agi T[:III_ISCIGTIOH
SRATAOEN Knshen  sRemcem | (KD milion)
([Eme)  REXBBREH
EgH (AXET)
2016 903 1,301 2,151.1 1.7
2017
(January to June) 216 337 568.9 1057
(1BZ6A)

3. BRBLEBRREAATESAFANE - BENERRUEERRER 2017 PRENRAIRERS

The information received by the JFIU may not completely reflect the situation as there is fime difference between the occurrences of email scams and the receipt of information. Some of he

email scams occurred in mid-2017 may not be covered.
4. BITFOME LERBERHFRZEHE -
Only bank accounts receiving fraudulent fransactions for the first time were counted.

5. BEAEETEFHINES

Including attempted but non-successful fransactions.

Joint Financial Intelligence Unit Annual Report 2017
Strategic Analysis Report on Email Scams

Reported Suspicious Indicators
in Email Scam Transactions

o] kE iR ik
(EE0E] [ RS SHEEANETRE] R
(AR5 RS REBRENFOZH
B RN = BT -

Suspicious Indicator Analysis ) p—

. . , A : 6.8% Temporary repository of fund

Temporary  reposifory of fund’, ‘fransactions e

incommensurate with the background” and ‘large 191%|T,,mmm|m:mensum
7 with the background

fransaction” are three of the most prevalent suspicious

indicators®é in accounts involved in email scams. 10.3% A5

Large transaction
8 -8% *¥EgERMBAFD

BEERRZHHAEER

[E]1
Figure 1

Z 97 ABEREXR

o7 /0 | Large cash transaction
FEERXS

1 -6% Indirect fransaction®

2 7% I REEENZZR
Transaction with no
1 business pu]r’;::se

Hib
Non-resident personal account 27-8% Others**

* EERSERFWHERMEESEDUHA  MEE—@RZEHFHBITRS « MEAERE -

*‘%%%%%‘i%%gu} [ | 325 - \I%%%#@§(§IV éﬁ%ﬁtﬁ%ﬁgﬂé‘%ﬁﬁ »v) BERFIR S - vi) FERERANZS - vi) PETRARBEMPERKEA - vii) EFEER

» A Rix) BRIREER
* Indirect fransaction refers fo fransaction that is not sent o the intended recipient directly, but layered by one or more counterparfies.

** Others refer 10(? Offshore company, if) U-furn fransactions, iii) Shell company, iv) Account cFermed by signcnurlr, v) Transient account, vi) Uneconomical fransaction, vii) Money courier or unlicensed money service
u

operator, viil) Customer insisted 1o use less secured fransacfions and Ix) Heavy Insurance pol

ACCOUNT
INFORMATION

PO

Account Types

icy / investment followed by quick redemption.

FLOiE®s
2% S REBRRNSNEATFD -

Nearly 92% of the accounts involved in email scams
were corporate bank accounts.

=2
Table 2
Corporate Accounts Number of Personal Accounts? Number of
ATER Companies BAERQ7 Account Holders®
Involved Involved
BROLAFINE SRAH
BAEAHA
2016 825 (91.4%) 798 78 (8.6%) 84
2017
(January fo June) 200 (92.6%) 197 16 (7.4%) 16
(1A ZE6A)

6. BREFZSAFRZNR—EER -
More than one indicafor may be used for each fraudulent transaction.

7. BEAABEFO -

Including personal joint accounts.

8. BREEABMEFOFAANTBRAR

Including the actual number of account holders of personal joint accounts.
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Type of ID Documents held by
Direciors

E RN S HERXHER

95.2% Asia |

AFRF0O
EFRHATFEOZH E1995/

77.7% hing
15.7% Honu Kong

&2
Figure 2

\ 3.9%

NREHR H94% 2 REE BT Mo

BM2017E1HZ6ASREBRER
NARDIMHES H5° 835229
BREEF > 218BEE(95.2%) =
TMA - 9B (3.9%)—REMA - B
PHESIBRANMHRERS S
HiEE AL EBEE0Y ©

Corporate Accounlts

Among the corporafe accounts involved,
around 94% of 995 companies were Hong
Kong incorporated.

Further analysis on the directorship® of the
companies which accounts were involved in
email scams in 2017 (January fo June)
indicated that 218 out of 229 directors (95.2%)

JbsEM
l 0.5% No?hAmerlou

1.7% I
004% Africa)

were Asian whilst nine directors (3.9%) were
European. Chinese Identity Document holders
and Hong Kong Identity Card holders consfituted
over 90% of the total number.

BAEDO

65%ZBAFOKAEANERGIRESR
A HRRPESDBANHEFBA -

ZREAFOBEANERAR - 20165
KREBEFRANEZE - M2017F(1 A8
2P REBHEENBEAFOHEERR -
FETE °

Personal Accounts

65% of the personal account holders were Hong Kong
Identity Card holders, followed by Chinese Identity
Document holders.

Regarding the age group of the personal account holders,
no particular age group dominated in 2016. Given the
limited number of personal accounts involved in email
scams in 2017 (January fo June), no conclusive
observation could be drawn.

9. ENEHRF OREHNERMEDN - ERNEHE FUBLE -

ERESE Ho e 8 4
65.0‘70 I Hong Kong Identity Card 8-0% Travel Document of

Other Jurisdictions
R X I RHLA ARG
. 9 Information
2200% I Chinese Identity Document 5.0% Not Avallable

* At REEEEREAN - mEX - OF - FIRERAE -

Other jurisdictions include Australia, Canada, India, the Philippines and Taiwan.

[E3 : BEANHER
Figure 3: Type of ID Documents

Analysis was based on the information provided at the time of account opening, with rectification on multiple enfries.
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FOREAY FOREAH
Number of Account Holders Number of Account Holders
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BER KRS
60BLE | Information
21-30 31-40 41-50 51-60 Above 60  Not Available

B4 : BAFOREEAME2 S OEBAFRFREAR (20165F)
Figure 4: Type of ID Document held by and Age Group of Personal
Account Holders (2016)

FsFEO

BIEAR  E1,119EFOZ2H -
B77018(68.8% )t W LEESE

AT 180K BER ©

Account Opening

During the review period, 770 (68.8%) 6.9%
out of 1,119 accounis were opened over 1 1

180 days prior to the receipt of illicit fund. '0%

ERREERE
602 L ' |nformation
21-30 31-40 41-50 51-60 Above 60 | Not Available

&5 : EARE Dﬁﬁkﬁﬁhﬁ%fﬁﬁﬂﬂi#&ﬁ%ﬁﬂu
(201718 268

Figure 5: Type of ID Document held by and Age Group of
Personal Account Holders (2017 January o June)

>

30XA 91-180% ERARERM
Within 30 days 11.0% 91-180 days 2.3% Information

Not Available
31-90% 180FELE
31-90 days 68.8% | oy 100 days

{6 : SR I EERARNRS OMISH

Figure 6: Periods of Account Opening Prior to the Receipt of Illicit Fund
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ACCOUNT
ACTIVITIES ~0z5

R E S5 A& K
Origin of Fund by Regions”
B - LRMMTZHZEANBL" 2
Bl7%10.666F & T ~ 7.581FE T
4.995 BT - D RIMLEEE27.207R 2
39.2%  27.9%%118.4% o

The fofal amount of loss!! from victims in Europe,
North America and Asia were HKD1,066.6 million,
HKD758.1 million and HKD499.5 million
respectively, equivalent to 39.2%, 27.9% and
18.4% of the total amount HKD2,720.7 million.

B
Europe

Je=
North America

[+3 |
Asia
AHM
Oceania
AEM

South America

I
Africa

HiRlRaER R

I 201718 Z6R
2016 2017 (Jan to Jun)

Information
Not Available | L | | | |

0 200 400 600 800 1000 1200

B : SEARXSHRBES) Lol

Figure 7: Amount of Loss Suffered by Victims (by Regions)

Euro) North America Asia Oceania South America Africa  Information Not Available
»'n” bl | 43| KM EEM E'd | ERlReErR
2016 965.2 499.2 376.4 33.6 9.1 243 244.0 Br(EE)

2017 (Jan to Jun 1HE6H) 101.4 258.9 123.1 18 23.4 05 436 HKD (million)

RAEBEEEMS » 2016FFZESH
ZARRBETHRAEHEBRRE)

2XE(4.386f878 ) - #FEIE(3.408
BB T)NEB(1.645FBT) » M2017F
(1BZ6A)N=ARRARER(2.37{=
BIT) s AT (4,730BBT)MHE

By jurisdiction, in 2016, the top three origins of illicit
fund, including unsuccessful email scams'2, were
the US (HKD438.6 million), Romania (HKD340.8
million) and Hong Kong (HKD164.5 million) whilst
in 2017 (January to June), they were the US
(HKD237 million), Spain (HKD47.3 million) and
China (HKD39.2 million).

(3,920&38 7T) °

_ _ i A breakdown of the tofal loss!! in percenfage of the
BI8ZE 13 FEIHBR"BESHN={E fop three regions is illustrated at Figures 8-13.
WRARABEEDLL o

10. 2 B 45 B4R 4 19 2 & & 2 (hitp-/Avww. faff-gafi. org/countries/\World-Wide) »
Reference of Classification of Region was made to the FATF (hitp://Awww.faif-gafi.org/countries/World-Wide).

N OFERNEBRRREFLEESFARLEEFONR S » URFEAGRTEERTIIRERE ARNRES (THRAZNHEHER) © () ERER
TERTFRIRT AL O 2AE - (i) 2FEABRBRMEAER - LUK (i) £RREHHRA - FLFOCEHH -
Including those transactions that were actually made with illicit fund being credited fo suspects’ accounts in Hong Kong as a result of email scams, as well as fransactions that
would have been made (in ‘attempted” email scams) but the fund eventually was not credifed fo the account (i) the fraudulent payments were recalled by remitting banks before
reaching the suspects’ accounts, (i) victims unveiled the scam and did not remit the payment and (iif) the suspects’ accounts were blocked prior fo the report of email scams.

12. 0K RAERTEER TIFARE ARNZS éﬂ'ﬁiﬁﬁﬁﬁﬁﬂﬁﬁ) () ERRTEHRGFREFARILE D ZAHE - (i) TEABREE
TRARER » LAR (iii) ESERBHREREA » 5L
Transactions that would have been made (in ‘attempted” email scams) but the fund eventually was not credited fo the account (i) the fraudulent payments were recalled by
remitting banks before reaching the suspects” accounts, (ii) victims unveiled the scam and did not remit the payment and (i) the suspects’ accounts were blocked prior to the
report of email scams.
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Top Three Regions &xszm=fitE
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Figure 12

20165 » 1,301 RUFERZ 2+ » 364
RESRET21ERBTHTRAEZ S (A
TEBREM27T 9% A B REAEN
26.6%) ; ZER2017E (1B ZE6R) » 337TR
BHAERZ P T0RASR1.043=ETH
TRAEZRS (AR ZHEREMN20.8%R
WRAEN18.3%) BEEAREEREE -

(in terms of the amount of total loss)

E10
Figure 10
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f&13
Figure 13

In 2016, 364 ouf of 1,301 fraudulent fransactions
amounting to HKD572.1 million (27.9% of the total
number of fransactions or 26.6% of the total amount
involved) were unsuccessful whilst in 2017 (January
fo June), 70 out of 337 fraudulent transactions
amounting fo HKD104.3 million (20.8% of the fotal
number of fransactions or 18.3% of the fotal amount
involved) were unsuccessful that fund was notf
transferred to Hong Kong.

TN s
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AEB"

Fund Dissipation”

Duration between the Receipt of lllicit Fund

BRIFEEEEREESSE and Fund Dissipation

MMH 61.6% of the fund dissipations'4, in terms of

LIS E 61.6% B2 ER YEWEER amount, were conducfed within the same day as the

_ day of receipf of illicit fund whilst around 17.9% of
ML= o JEE 35 Ehk "
AT A7 9% AR R E MR BB E the same was conducted on the day following the

receipt of illicit fund.

BEAERNGE
ﬁW%§$u¢MEﬁ%fE§mmﬂ
» DRA0%AZ S INE TR o

Means of Fund Dissipation

Nearly 50% of the dissipated fund was fransferred
to domestic banks by local transfers whilst less than
40% of the same was dissipated via overseas
remittances.

B(BE)
HKD (million)

400 -
350
300

262.0
250

200
A
61 5% I (wltllln the same day) 17 9% : duy 150
10.6% |25, 9.0% | 3 luos | BiEIRESR
-10%

2.9% s 1.8% S0 100 91.4

0.3% | et 528
e 334

14 : BRFELZEEFTBEESHAR
Figure 14: Duration between the Receipt of lllicit Fund and
Fund Dissipation

| l42|-0 0-‘”4|"4 |
&

s &
@f o S
&
E15: EBRENTGE

Figure 15: Means of Fund Dissipation

r
&@é@ $§§°

«

BAERSHAE=AFrOZE_EREEE -
The fund dissipafion Includes up 1o three desfinctions of second layer.

14 BFELREIR SNER - RERN - XERBTARELEEBES -

Including fund dissipation by means of local fransfers, overseas remittances, cash withdrawals, cheques and cashier’s orders.
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BREEHMGRERRE

BR T A EIR SN - 1.442188 7T(14.6%) Fund Dissipation by Jurisdictions

&1416%;‘%%(14_3%)2&%’(@%@@ Other than local transfers, HKD144.2 million
b B RO P B S o (14.6%) and HKD141.6 million (14.3%) were

sent fo China and UAE respectively.

ﬂﬂmﬁﬁzﬂv

~ 5 ';f”
R |

ey =

8. ¥

2 AUSTRALIA
Bk ol
SOUTH AFRICA

H016FEUEBBREZRAZERE - BL(E8)
Jurisdictions which received disseminated fund from Hong Kong in
2016, HKD (million)

H2017F1AZ6AMMBENEBES 2 AZERE - BT(B8)
Jurisdictions which received disseminated fund from Hong Kong in
2017 (January fo June), HKD (million)

16 : 201622017 (1A E6 A )NELHEBL(E BB T ATELEEE)
Figure 16: Fund Dissipation in 2016 and 2017 (January to June) (Top 10 Jurisdictions, i.e. the Second Layer)
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THEMATIC
ANALYSIS =z

r

FESH - ERQRFO/N
NREESUBAFO

(2017518 %6 A)

Thematic Analysis 1:
Change of Company Directorship

for Corporate Account Appropriation
(2017 January to June)

FRARES  EBACAQRART
FRURWFEESRERNAEZ
— YREHHFEMN178FBEMA
Bz 75/ (42.1%) EEWIEEE
E"RIR1B0RABEREE 18%
EEWFEESAB0HRNEERES-

ELMl75EFEEMRARA2F
WANESHEFRESH ARF
BE2RANGFFREA -

Changing the company directorship is considered
as one of fthe most prevalent ways in
appropriating readily available corporate bank
accounts for the subsequent receipt of illicit fund.
42.1% (75 out of 178 subject companies!®)
Hong Kong incorporated companies were found
with their directorship changed's in fewer than
180 days before or affer the receipt of illicit fund??
in email scams. 18 % recorded a change of
directorship 0-30 days prior fo the receipt of illicit
fund.

Out of the aforesaid 75 Hong Kong incorporated
companies, 90.4% of the directors were Chinese
Identity Document holders before the change of
company directorships!e,

15 EHRERRFEMITAQREF - 178 R RESBEMIAEST A SE MR -
Among 197 companies involved in email scams, 178 companies were Hong Kong incorporated with known Gompany Regisfration Number.
16. AHBERER - HBESHMBMREES -
Either replacement by, addition of new director(s) or reduction of existing director(s).
17 MERFFREZAFORZRENFEES  EEESMEHEREENMEF  AFEE—AFNE—REWEEES -
If a company is involved in multiple accounts or multiple receipts of illicit fund, only the first account receiving the first fransfer of illicit fund would be counted in the study of
relationship of change of directorship in Thematic Analysis 1.

18. RIEFER S O FHE AV E R o

Referring fo the informafion provided at the fime of account opening
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Type of ID Documents held by Directors
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the Change of

FRARESRE - EEME
H) B 17 T BA S IR EY
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Figure 17
After the change of directorship, the directors were from

Regions of Europe (49.4%), Asia (37.7%), North

America (11.7%), efc.

Afte

FRANRIESRE

49.4%

Type of ID Documents held by Directors

the Change of
Directorship

S

B S D A R
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Europe |

10.4%
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E18
Figure 18 1 -370

7.8% 1'

14.3% |o®

BB
Spain

EH
| France

ot}
The Netherlands

BEER
Romania
BT
Russia

b
Switzerland

62




BE R EEHAFH2017
K ITIHEG - TEEE

FESH2: FOEFEA

(201718 %6H)
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HEREER  QEBRITERFORE
A B0%BERBEBABTERESE X
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Number of 50
Corporate Accounts

40 {
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Thematic Analysis 2:

Account Signatories
(2017 January fo June)

Among 75 Hong Kong incorporated companies with
directorships changed, 8% had their account signatories
updafed at respective banks after the change. 60%
neither informed the banks of the change of direcforships
nor requested for account signatories update.

BRETRNEEASNF508 R
LLT(36.5%)E101 2500 T
(27.4%) - BEAEBEWNIELESHE
(st RS RERER N TS E
E17088 ) SHEUBENTRE -

76.7%RBIREEHGZSERFOR
#IT 0 23 3%FRE=ZFFOFUR
SER °
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The amount of test payments mainly ranged from
HKD50 or below (36.5%) fo HKD101-500
(27.4%). The amounts were considered relatively
insignificant when compared with the illicit fund to
be received (the average amount involved per
fraudulent transaction was HKD1.7 million during
the review period).

76.7% of the fest paymenis were made among
their respective self mulfi-currencies accounts
whilst 23.3% was sent to/ from third-parties or
deposited by cash.

RABDRITEMCHPH
EOZEAEH
Account Signatory Information Account Signatory Information

NOT Updated at Banks Updated at Banks

HBDR{TE MR EFRRERA
FOZEAEH

Information Not Available

B19 : BTLEPHE OSHEARE

Figure 19: Account Signatory Information in Banks’ Record

EBETH3 : FHRAR

—ERLHNERRREWFEEEA - €
RREF=ZFHEHGEEBFORETR
79 REXZAERRTAERFORESR
Mo RES BURWEEES - 8924%F 0
HEVCGEZESA EREERARRS -

Thematic Analysis 3:
Test Payment

Some suspects would make transactions?®, either to or
from third parties, or among self mulfi-currencies
accounts, prior to the receipt of illici fund in email scams.
The purpose of such fransactions was believed fo fest the
accounts’ validity before using them to receive illicif fund.
About 24% of the accounts recorded fest payments before
the receipt of illicit fund.

23.87 FORBRABRLR
0 | Accounts with Test Payment Observed

60 FOREHRAEBRMAR
01% Accounts without Test Payment Observed

16 RERAERM
.1% Information Not Available

[E20 : FoAERBARZLH

Figure 20: Proportion of Accounts with Test Payment Observed

19.%&%*&4" ERARETUBEEE - MREREE/ RARY  PRENSH - ERVPEZSES - REYFEES —BARETHZRE

: RATREAE IR AR

The meaning of fest payment in this analysis is not defined quantitatively. However, it is considered / observed to be abnormal incoming and/or outgoing fransactions of frivial
amounts which deviated from the normal transaction pattern and was recorded within one month before the receipt of illicit fund likely for testing purpose.

50/ TR T | 51-100& 7T
36.5% | iosoorveion ~ £22% | KKDS1 fo HKD100
101-50058 5 501-1,000% 5
21 B ot e woo—10.9% b icoers HKO1,000
3 1,000 5L £
0%  over HKD1,000

E21: ARERNTZ B H

Figure 21: Distribution of Amount of Test Payment
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76 ERAEMFOREZRZS
J% Test Payment from Self Multi-currencies Account

23 UE=FFORREERERRTS
.3% {| Test Payment from Third Parties/Cash Deposits

E22: EFAEHPORRUE=FFORALEFRFEBRAR
Figure 22: Test Payment via Self Multi-currencies Account or Third
Parties/ Cash Deposits

Overall Remarks

Different trends and patterns of email scams were observed, with concrete
dafa, during the analysis. More in-depth observations and advice were
provided to various competent authorifies and banks for actions deemed
necessary.

The JFIU strives to provide useful analytical products on the latest typologies of
email scams. Relevant seciors are welcome fo make use of the value-added
infelligence in the Report in reviewing their AML policies and risk alert sysfems
s0 as to safeguard the financial system from being misused by criminals.
Disclaimer

The JFIU aims af providing a thorough and comprehensive data analysis in
this Report. That said, discrepancies might inevitably exist due fo the
availability/ accuracy/ explicitness of the information provided fo the JFIU,
different perceptions or definitions applied, etc. The JFIU accepts no
responsibility for any loss, damage, cost or expense of whatever kind
incurred directly or indirectly from or in connection with the use of any
materials in this Report.

Enquiries

Please contact the JFIU at felephone: (852) 2866 3366 or via email:
Jiu@police.gov.hk. Information is also available on the JFIU websife af
www.jfiu.gov.hk.

Feedback
Your feedback is important for us fo shape our future directions and specific
projects. You are welcome fo email your commeni(s) fo jiu@police.gov.hk.
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Committed fo the global fight against ML and TF,
Hong Kong has been members of the FATF
(international AML/CFT rule-sefter) and the
Asia/Pacific Group on ML (APG) since 1991
and 1997 respectively, while the JFIU has
become a member of the Egmont Group since
11996

Specific Role in
International Cooperation

Other than daily financial intelligence exchange,
the JFIU endeavours to increase its presence in
the Egmont Group, the mandate of which is fo
improve cooperation on information exchange,
fraining and expertise among worldwide FIUs.
The Head of JFIU was selected to be one of the
Regional Representatives of the Asia and Pacific
Region during the 24th Egmont Group Plenary
Meetings in Macao in July 2017.

From time fo time, the JFIU offers its views to
proposed amendments to the evolving global
AML/CFT standards and other FIU-related policy
or typologies matters as appropriate at the FATF
and APG plafforms.
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ZHRRERHERME  ABITEERE
BERREENBRREEEEN 5 E? Face-fo-face meetings  with  international

partners do not only provide insights into global
good practices, AML/CFT developments and ME
preparatory work, but also promote mutfual
understanding of room for cooperation as well
as limitations at policy/ operafional levels.
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The JFIU continuously extends network and fosters collaboration with its strategic working partners through aftendance
at various conferences and workshops outside Hong Kong.
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Egmont
Plenary

The JFIU officers attended at the Egmont Group Working Groups and Heads of FIU Meeting in Doha, Qatar in January 2017 and the 24th Egmont

Group Plenary Meetings in Macao in July 2017. FEABR2017F1 B EFEEZREERERSAM T MEMERRETEEE ZR2017
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In October 2017, one JFIU officer fook part in the Strategic Analysis Course held by the Egmonit Group in Kuala Lumpur, Malaysia.
20175108 FEABSRARRNASERRAE TR RERNERINHRE -

@ FATF STANDARDS ‘

1§ Kong and Mocao o

In August 2017, two JFIU officers and other Hong Kong delegates parficipated in the FATF Standards
Training Course in Busan, South Korea.
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In 2017, the JFIU made liaison visits to the
authorities of Macao and Mainland Chinag; it also
received delegations from Australia, Belgium,
France, Germany, Indonesia, Ireland, Israel,
Mainland China, the Netherlands and the US in
Hong Kong. Such visits allow direct discussion
on ML/TF-related cases and fopical AML/CFT
issues.

In June 2017, the Financial Crimes Enforcement Network of the US visifed the JFIU.

2017567 - XEERMFTHIASHEEA -

In July 2017, the Indonesian Financial Transaction Reporfs and
Anclysis Cenire visited the JFIU.

201757R - HEEMXZHERNDHHOASHESMA

In September 2017, the Cenfral Office for the Suppression of Serious
Financial Crime, Ministry of the Interior, France visited the JFIU and FID NB.
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$£—% 1st Quarter

ZEETZ2BEEREEBMRES KBS ZER
Aitendance af the Experience Sharing Session on Trade-based ML by the Homeland Security Investigafions of the US in
Hong Kong

FERABTHERERANSHMBERRLE  URBAFEEERELIRREERRAER
Visit to the Public Prosecutions Office and the Financial Intelligence Office of Macao SAR, as well as the Anti-Money
Laundering Department of Macao Judiciary Police

BN AZREHEERRAEN
Visit to the NB by Guangzhou Municipal Public Security Bureau

EFERZREERRSSESTHEERMERREETESSR
Attendance at the Egmont Group Working Groups and Heads of FIU Meetings in Doha, Qatar

ELERREFEIASEHERRIENEER
Attendance at the FATF Plenary and Working Group Meetings in Paris, France

R RERM EEERRERNRP AR LFIR TS
Attendance at the Macao Gaming-related Crime Training Workshop run by the Macao Judiciary Police in Macao

UEHERRERFRBSERENFEHS M EFHRA
Visit fo the JFIU by the Economic Crime, Investigations and Infelligence Division, Israel Police

FIAFHFEARBTRAZRBERNPERLAREN DL - DLHESHERAZBRESHBFRILRP DL
Visit to the Anti-Money Laundering Bureau and the China Anti-Money Laundering Monitoring and Analysis Centre of the
People's Bank of China, the Narcotics Control Bureau and the Anti-Telecommunications Network Fraud Centre of
Ministry of Public Security in Beijing, Mainland China

$£_F 2nd Quarter

HRNAEREERETREMER
Courtesy Meeting with the Australian Federal Police in Hong Kong

ERWLREERFEBSHERERE
Visit to the JFIU by the Criminal Assets Bureau of Ireland

ZERTBHSERSER  B1R2BERRESRARG BBV EBRE
Visit to the JFIU by the representatives of the Joint Interagency Task Force West, Homeland Security Investigations, and
Drug Enforcement Administration of the US

EARRAEREAEERSETRETHEER

Ligison Meeting with the Economic Department of the Consulate General of France in Hong Kong

EARFERECHESIEASZESERIAMEER
Attendance at the FATF Plenary and Working Group Meetings in Valencia, Spain

ZEERMETHEIRGHESRATH
Visit to the NB by the Financial Crimes Enforcement Network of the US
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=% 3rd Quarter

ERMEEE4EERRSEASERES
Attendance at the 24th Egmont Group Plenary Meetings in Macao

ERE S EERAERESRAEN
Visit fo the NB by the Belgian Financial Intelligence Processing Unit

EHEEFUREHER0ETARERABEAFTEER
Attendance at the 20th APG Annual Meeting in Colombo, Sri Lanka

e M2 |EMD M 0 REES M E FRA
Visit fo the JFIU by the Indonesian Financial Transaction Reports and Analysis Centre

EREE L HES A S PR SR IRE
Attendance at the FATF Standards Training Course in Busan, South Korea

XEBEEARSERAAERHEBSYEFHA

Visit to the JFIU by the Federal Bureau of Investigation, US Consulate General

XERENEARE RSB M EERE
Visit to the JFIU by the Federal Bureau of Investigation, US Department of Justice

ZEETZ2WHEBREFT BRI EFHBS M ERRA
Visit to the JFIU by the Hong Kong Resident Office of United States Secret Service, US Department of Homeland Security

EEINBEER R TRNAEAESnAEER
Visit to the NB by the Central Office for the Suppression of Serious Financial Crime, Ministry of the Inferior, France

AREBEEERATREREREBFHSRAER
Visit to the NB by Consul-General of the Netherlands in Hong Kong and National Police of the Netherlands

RS ERETENMEETENEE TERTARASASNRESBETERN
Meeting with the APG representative on Hong Kong's Preparation for the 4th Round of FATF ME in Hong Kong

EEEAERRERESRAEN
Visit fo the NB by Federal Intelligence Service of Germany (BND)

S RAED SRR FERREARRM T MRE

Attendance at the Strategic Analysis Course held by the Egmont Group in Kuala Lumpur, Malaysia

ERREREZGATHESIASEREIRTFENESE
Attendance at the FATF Plenary and Working Group Meetings in Buenos Aires, Argeniina

EEAEENEE BB S ERZEEEAEEEKS EHEBS I E BHRE
Visit to the JFIU by Home Affairs Attaché, Embassy of France in Beijing, International Cooperation Department, Ministry
of Interior, France

EXREBHEAN FERBEM = RABEBIRE
Attendance at the third Tripartite Meeting among the Mainland, Hong Kong and Macao on AML/CFT in Zhuhai
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INTERNATIONAL rnvanaaL
INVESTIGA'I'ION COURSE
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AML/CFT FESFERMAEMRMERERE  HERFER - RYEHE  MEREECNETH

%h{ﬁﬂﬂﬁ ﬁ nﬁﬁﬁ H¢ ﬁﬁﬁuiﬁﬁﬁ ﬁﬁﬁ%mﬂg RBRRK
grgs&aummm ﬁﬁma{@a;ﬁ& TEEAERRRABEN THREER
BUILDING T OBEIRN SREAEREASHENRY  SESEAEEIENESLENRE HE

AENMBENEE BRESFNERM  URNEBEBNHENRTEZESRNBELRE
R FECSERR BFEENE  SHERASTHELTE ARAIRK - TRER

BREHETSR -
j:T E__,i; , e f“ﬁ:’. & Ji ,l_,\—‘f \ The JFIU invites experts to deliver specialist fraining and share practical experience for participants from LEAs, FIUs and
jj E|: }l regulators through two classes of the annual international financial investigation course. One is conducted in English for

AML/CFT partners worldwide while the other is conducted in Putonghua for strategic partners within the greater China
Region. In 2017, a total of 97 participants from 14 different jurisdictions aifended these courses. These two classes aim
to enrich participants’ knowledge on the interplay of diverse AML/CFT works such as development of legal and regulatory
framework, value of financial investigation and infelligence, importance of inferagency cooperation, and emerging ML/TF
risks associated with crypto-currencies and new payment methods, etc. More importantly, they provide a valuable forum
for professional networking and experience exchange.

REORANCBRBEERTEERR
BERRBEURAREABRRNRC
AR AEEBERVERET
o LAUREEEME c MEREE
UMEMKFENERED MAE

RMENMETEEREERTEM Capacity building and public education are the
E;ﬁ 1 9|‘E = 15 , ,J]; ﬁg BE ﬁil, 1 ‘HE path to sustainability in the AML/CFT world. The

JFIU takes pride in arranging financial
RITBFARBRRDBERS T investigation training to boost overall capability
FE—EPRGEED o of LEAs, FIUs and other counferparts, and
coordinating AML/CFT publicity oufreach to Fls
and DNFBPs fo enhance their competence as
the first line of defence in the AML/CFT regime.
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Representatives of LEAs, FIUs and regulators put their heads fogether fo discuss fopical AML/CFT concerns at the annual international financial
investigation course.

LM EREENNESREAREFENERYEREREY EENRARTEEARSR RABENEEHRE -

HKE X
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Visits fo the Hong Kong Exchanges and Clearing Limited and the Hong Kong Monetary Authority provided an opportunity for internafional delegates fo
betfer understand the most recent development and inifiatives of local financial sector.

SREACEREEFARANABECHUERER  REHARMAT REESRANBH SRS
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FEBFREBENESRAEREMASERTAMEAETRE  FRSHEEVEERRHE
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The JFIU also organizes four financial investigation courses for crime and other officers of the HKPF each year.
Parficipating units are encouraged to accord priority and resources to use financial intelligence and inifiate financial
investigation against organized crime groups and their illicit activities. The courses are run quarterly to keep equipping
more and more officers with the hands-on financial investigation skills and promote awareness of the latest AML/CFT
international standards and ML/TF legislation and fypologies. Given the prevalence of financial crimes, such courses
serve fo enlarge the organizational capacity and manage the tacit knowledge in AML/CFT enforcement of the HKPF at

Headquarters, Regional and District levels. In 2017, the JFIU trained 453 officers (451 were police officers while two
officers were from the Forensic Accountants' Office).

Group K - E
“A s ﬁ-&‘
Participants inferacted with one another during practical sessions on “Financial Intelligence Analysis” and "Complex ML Investigations”.

BEF [HEERLIN] &k [ERASHE| RHED -
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AML/CET
K}\% B}\j EI:T %:‘% /B /ﬁ-E VAR % &&/I&ﬁ aﬂ Lj =) Anti-Money Laundering and Counter-

Terrorist Financing Seminars 2017

FERE BEARITBEARERAND FESERE  RVERBLSFHREE - A4E
MACRARBNEEFSREXRTRERELE - TMEBHZEMENSRE - MAKE
RESETXEEARBERAN 2 FTESSENARITESEENIR - EEHRETEE
RFETHNTRIZBENER - BREE - HUEK FEAGTRERARREEETH
BRTXETBEARBRREBBERLCPNE/BEINEE - FMRINNEARERER
ERRENRET  RAEHESE  FHZBENEIRRERRZEBEMFIAINEE -

FE-F FAHPEEHENARR(AVNESESERERRANRZRESE)  ARTEMN
EERE ERUEERE BN FETAREINEARSEGENHEEREEEREER

A JFIU officer (leff) spoke at a
seminar for the insurance sector

BEFEREIEEEEE  FR - AANUSHIRETHESR - 2MT24EHHE  RE inovember 077
RARRSRENEEECHEEENS  TEREETRRSRENEE  PHRMRTE Ay
DERB -

The JFIU recognizes the growing importance of public-private partnership to combat ML/TF more effectively. Regular
delivery of seminars fo FIs and DNFBPs helps uphold the culture of AML/CFT compliance and increases their vigilance fo
ML/TF risks and vulnerabilities within their respective sector, which are crucial fo their abilities in defecting illicit activities
and the quality of reporting suspicious fransactions. At the same time, it provides direct opporfunities for the JFIU fo
understand from practitioners their top concerns or risk mitigation measures in the AML/CFT dynamics faced by different
industries. Capitalization on such oufreach avenues to the privafe sector can enhance the effectiveness of the AML/CFT
regime.

Year after year, the JFIU assists the AML/CFT policy bureaux, namely the Financial Services and the Treasury Bureau and
the Narcotics Division of the Security Bureau, and key regulatory agencies to hold such seminars. The JFIU also speaks
at seminars organized by professional bodies such as the Hong Kong Securities Association and the Esfate Agents
Authority. In 2017, the JFIU co-hosted or sent officers as guest speakers in 24 seminars fo convey key messages of legal
obligations to report suspicious transactions, set standards for filing high-quality STRs, and share case studies relevant
to specific sectors.

A JFIU officer spoke at a seminar for the money service operators and fook
part in the Q&A session in October 2017.
J 201710 » FEABESBRHEEENHETH  URSREHRE -
The JFIU provided fraining to
members of the Hong Kepg General
Chamber of Commerce in July 2017.

2R AERSRRELE
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Anti-Deception Coordination Centre
Anti-Money Laundering

Anti-Money Laundering and Counter-Terrorist
Financing (Financial Institutions) Ordinance
(Cap. 615 of the Laws of Hong Kong)

Anti-Money Laundering and Counter-Terrorist
Financing (Financial Institutions) (Amendment)
Ordinance (Cap. 615 of the Laws of Hong Kong)

Asia/Pacific Group on Money Laundering
(www.apgml.org)

Customs and Excise Department
Customer Due Diligence
Counter-Financing of Terrorism

Designated Non-Financial
Businesses and Professions

Drug Trafficking (Recovery of Proceeds)
Ordinance (Cap. 405 of the Laws of
Hong Kong)

The Egmont Group of Financial Intelligence Units
{www.egmontgroup.org)

Financial Action Task Force
(www.fatf-gafi.org)

Federal Financial Monitoring Service
(the Financial Intelligence Unit of
the Russian Federation)

Financial Institutions

Financial Investigation Division,
Narcotics Bureau
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ABBREVIATIONS f§38 ENGLISH

FIUs
HKPF
ICAC
JFIU

LEAs

ME

ML

MLA
Mou

NB

0CTB
0sCo
RAU

[ EBRET (4 /M4
STRs
STREAMS

SVF
TCSPs

TF

UAE

UK
UNATMO

Us

Financial Intelligence Units
Hong Kong Police Force
Independent Commission Against Corruption

Joint Finandial Intelligence Unit
(The Financial Intelligence Unit of Hong Kong)

Law Enforcement Agencies

Mutual Evaluation

Money Laundering

Mutual Legal Assistance
Memorandum of Understanding
Narcotics Bureau

Organized Crime and Triad Bureau

Organized and Serious Crimes Ordinance
(Cap. 455 of the Laws of Hong Kong)

Money Laundering and Terrorist
Financing Risk Assessment Unit

Suspicious Transaction Reports

Suspicious Transaction Report and
Management System

Stored Value Facility

Trust or Company Service Providers
Terrorist Financing

United Arab Emirates

United Kingdom

United Nations

(Anti-Terrorism Measures) Ordinance

(Cap. 575 of the Laws of Hong Kong)

United States
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