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Over recent years, the advent of technology
resulted in rapid growth of non-traditional
payment and settlement systems, generally
referred as Stored Value Facilities (“SVFs”)!. The
emergence of SVFs has overcome some of the
pre-existing  limitations  of  cash-based
transactions, such as volume, speed and
geographical coverage. However, it is observed
that some features of SVFs could possibly be
exploited for ML/TF activities that detection by
existing AML/CFT  measures might be
circumvented.

Apart from the legal requirement of suspicious
transaction reporting applicable to any persons
(including SVF licensees) under DTROF, 0SCO
and UNATMO, a regulatory framework for SVFs
has been fully implemented in Hong Kong when
the Payment Systems and Stored Value Facilities
Ordinance (Cap. 584, “PSSVF0") was effective
since November 2016. Among other things, the
legislation requires licensed SVF operators to
adopt adequate and appropriate systems of
control for preventing or combating ML/TF.

1 Referring to Section 2A of the Payment Systems and Stored Value
Facilities Ordinance, Cap 584 (“PSSVFO"), a facility is an SVF if (a)
it may be used for storing the value of an amount of money that is
paid into the facility from time to time; and may be stored on the
facility under the rules of the facility; and (b) it may be used for
either or both of the following purposes - (i) as a means of making
payments for goods or services; (ii) as a means of making
payments to another person (“P2P", person-to-person).
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The JFIU of Hong Kong, taking into account the
emerging ML/TF risks, conducts ongoing
strategic analysis with a view to further improving
quality of information reported by entities,
promoting intelligence exchanges, triggering law
enforcement actions and/ or providing insights
into formulation of regulations/ policy for
AML/CFT community as a whole.

This Strategic Analysis Report on SVFs (the
“Report”) highlights the key typologies and
observations based on the JFIU’s intelligence and
other information related to SVFs during the
review period (i.e. between November 2016 and
March 2018), also with reference to the latest
development in this sector (as of end of March
2019) in view of the dynamic changes the SVF
sector has undergone.
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Identification and Verification

Account limit (including limits of maximum stored
value and annual transaction amount) and scope
of services vary across for different SVF products
to mitigate possible ML/TF risk presented by
various customers. Thus, the level of customer
due diligence (“CDD") for different SVF products
vary accordingly.

Some SVF accounts are observed to be
anonymous in nature whilst some are registered
with particulars that make the account holder
identifiable,

In general, the scope of services and the amount
limit of anonymous SVF accounts have a more
stringent restriction than those of identifiable SVF
accounts. However, the anonymous accounts may
still create some ML risks as the audit trail could
not be traced.

The authenticity of the identity documents
submitted by SVF account users may not be
easily ascertained in the course of
non-face-to-face submission.

Culprits may impersonate others by using illegally
obtained identity document/ bank account
information/ credit card information to set up
bogus SVF accounts for illicit purposes.
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Different SVF products allow different methods of

fund-in and fund-out from which some potential
ML/TF risks could be anticipated.

Typologies Analyses
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The Report provides highlights of strategic
analysis on SVFs, conducted by the JFIU, including
a summary of background information on SVF
analysis on SVF features and relevant typologies.

The information in this Report has been drawn
primarily from statistics published by the HKMA,
financial intelligence received by the JFIU and
other information from open source.

The data covering period of this Report is
between November 2016 (when the PSSVFO
came into full operation) and March 2018.
Remarks on the latest update of relevant SVF
developments till end of March 2019 are also
included as appropriate.

The objective of this Report is to provide readers
with a better understanding of the prevailing
ML/TF trends and risks involving SVF system
operated locally. Apart from presentation of
statistics, different features/ functions observed
in the usage of SVF that are identified to have
AML/CTF  implication will be elaborated,
supported with sanitized scenarios.

The analyses of the Report are based on the
intelligence received during the review period. It
is understood that some of the risks illustrated in
the Report have been identified and certain
loopholes have been plugged by the SVF sector
at the time of publishing this Report.
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According to Section 2A of the PSSVFO, SVF is a
facility for storing the value of an amount of
money that is paid into the facility from time to
time and may be stored on the facility under the
rules of the facility, and may be used as a means
of making payments for goods or services and/
or to another person. Since the commencement
of PSSVFO, all SVFs have fallen under the
licensing regime and supervision of HKMA. As of
31 March 2018 (i.e. end of the review period),
there were 16 SVF licensees. Two additional SVF
companies were licensed in May 2019, making
the total number of SVF licensees 18. As the
PSSVFO has adopted a broader definition on SVF,
SVF licensees could have a distinctively different
business model or technology for different
scopes of services such as payments at POS,
online shopping, P2P funds transfers, overseas
remittances, bill payments, credit card
repayments, transportation fee, etc.

General Information

SVFs could be classified as device-based or
network-based. Device-based SVF is in the form
of a physical device provided by the issuer to the
user and the value is stored on the device. For
network-based SVF (“SVF account”), the value is
stored on the facility by using a communication
network or system.

ic
alysis Report
n Stored Value
acilities (“SVFs”)
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BESSEE2016E845F 20185 According to the statistics® of SVF sector
AR ENEESANTEL RS published by the HKMA during the period from
St ; Q4/2016 to Q4/2018:
EAPNEESNTEEENEER The quarterly number of SVF accounts in use*
B4/} P4, 050 E{EZE5,610E 1 - ranged from 40.5 million to 56.1 million.

The total number of PQS, online payment and
HERHEXN SLHBXIRE P2P funds transfer during the same period was
ABBASRZEXZER131E ' F 13.1 billion with total transaction value at HKD
RAER3381EHET o 338.1 billion.

The total number of transactions as well as the
total transaction amount of POS reached as high
as 12.5 billion and HKD 182.7 billion respectively.
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Figure 1: Tofal Number and Amounf of $VF Transactions between Q4/2016 and ©4/2018
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AR A BT © at the end of the quarters under review. Individual figures may nof

add up to the total due to rounding. Figures may be subject to
subsequent adjustment,
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20165E5E4FEF 20184 Trend of SVF Transactions
SAFNREIFHIA from Q4 2016 to Q4 2018
TSR3k Between Q4 2016 and Q4 2018, it is noted that

the total number of SVF accounts and the total
amount of PQS, online shopping and P2P funds
transfer were on the rise gradually from
40,491,000 to 56,102,000 (+38.6%) and from
HKD 30,262 million to HKD 48,099 million
(+58.9%) respectively.
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(Em#Ex)
Transaction Amount
(HKD) (million)
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Q4 2016
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Q2 207
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Figure 4: Total Number of SVF Accounts and Total Amount of POS,
Cnline Shopping and P2P Funds Transfer belween Q4/2016 ond
Q4/2018
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TESZSMEHENEERT 8L The charts of the number of POS, online
HEYTARBAASBAAERNEEZE shopping and P2P funds transfer as well as their
FEEBETHELSE - average transaction amounts are illustrated in
figures 5-8 below.
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Figure 5. Number of Point-Of-Sale Transactions and ifs ——— 3 ,
Average Amount between Q4/2016 and Q4/2018 ﬁmﬁﬁﬁ?{)ﬁiﬁiﬁs ((-88(%)
} PR E (BT)
). (Source: The HKMA) Average Amount (HKD)
HENHEBEINRITENXR S The majority of transactions was POS, at
> HXZHEBH2016FEF4EN about 1.4 billion in Q4 2016 and nearly 1.5
1445 » FF E2018F B4F 1505 o billion in Q4 2018 respectively. The average
transaction amount remained less than
2016 4% %2018 4
\ﬁ, e .ﬂiiﬁ i HKD20 between Q4 2016 and Q4 2018,
FHRZBMEFDR20BT °
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Figure 6: Number of Online Payment and ifs Averoge
Amount befween Q4/2016 and Q4/2018
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The number of P2P funds transfer
increased drastically from about 250,000
in Q4 2016 to nearly 5.6 million in @1 2018
(+2,126.4%). It further rocketed to
around 18.1 milion in Q4 2018
(+7,129.6% when compared with that of
Q4 2016). On the contrary, the average
P2P funds transfers amount dropped from
HKD 2,148 in Q4 2016 to less than HKD
500 in 2018.
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EBRHEREERXS #LEEXMY When comparing the average transaction amount
AMBEAEBAERERSBNFEERXS of POS, online payment and P2P funds transfer
S8 AAYEASENELELES over time, it is observed that the average

EHESARE  TeBELEM4RE transaction amount of P2P funds transfer had a
FBA o larger fluctuation and a higher value than that of

others.
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Analyses on SVF Features
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5 Identifiable SVF products in this Report refers to SVF products that
registered with identity document.
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Table 1: Identification and Verification Features and Risks Identified

MR R ERBHRN

Features Observed Risks Identified

s ERAMAREXNTIAERFEEFER
FE:-BEHFASMENREBEEARRE
g FESBRNEARIERERRASE -
Although by detault some SVF products are not
required to conduct CDD, the anonymity of
s REEFEHEEENER - those products may still pose some ML/TF risk

(DD is not required. or hinder crime detection.

o ERUANERF(ENREUBABNES
AftEERENADERRR)ERADE
mEARARCHMESNTIAER &
BRERREIRSFEANSD -

SVF accounts that allow using prepaid SIM cards
in registration, i.e. no personal information
being registered with telecommunications
provider, may be used to hide the account

[REA] holder's identity.

RO B

TRER « BHAERBHTEBIEEDS * EREATAEREINTAERTRE
Anonymous Only mobile phone number suffices to register gﬁ;ﬁgﬁ‘fﬁ P WBREH - BAX
SVF Products an SVF account. ©

Transactions amongst  anonymous  SVF
products, despite minimal or restricted amount
on some occasions, could not be traced.

s BAMEXNTRAZIRFERRE - BUR
BErgERRN2 TREBERRE  B1LH
AHABETREE S FRSEDMEZSH
REBFASREXNIAERETRS-
Given that account limits are set for SVF
products to mitigate ML/TF risk, culprits may still
split a large amount of suspicious fund into

o RIFEEEFIR S REEIIZRE - lesser quantities for multiple transactions or
The scope of services and the account limit are make use of a large number of anonymous SVF
restricted. products for transactions.

. ;E% RS R ER AETERE

The anonymous nature of the account may be
misused in illicit activities.
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SVF Products

MR R

Features Observed

o RSO ERBARABRREEXNIRE

mAERE RN FESRERRE
MEFERRAETERIINEFEREFE

The identification information required depends
on the ML/TF risk assessed on SVF products,
and thus different level of (DD information is
required accordingly.

MEXNTASEAGEREFEYXKE
ROYBETERIARATFNBEALS-
W SE R ENB LA - BiRAE
B AEREF S5 -

SVF licensees may identify the customer (that is
a natural person) by obtaining the personal
particulars and verifying customer’s identity by
reference to documents, data or information
provided by a reliable and independent
sources® during on-boarding process.

BARBAFEEEFBERRTIRSRE
B WHES 508 A NEIEE
PR AR A

Some services may need to identify and verify
the customer's identity by binding the
customer’s bank account or credit card, or by
obtaining a copy of the customer’s identification
document.

BORBNA BRI 5T % (FlmsAE
R EB- - RBEARRESA) EX -

The identification document may be produced by
non-face-to-face means (e.g. by fax, email,
mobile applications, etc.).

Joint Financi

Intelligence Uni
Annual Ilhport zaq
Report
Stored Value
acilities (“SVFs"”)

=1 Fi:s) 4
Risks Identified

* ERFBRTUERE FRAEIN R

A BESREN NSRRI RR-
BoEMESORBNEROG TR
R - WEEBAFEAN - FEFEH
BEREMARRABENRESZNIRIRS
EIEERE -

The authenticity of the identification documents,
data or information may not be easily
ascertained through non-face-to-face means.
Some documents submitted for identification
and verification may be forged, reported stolen
or lost. Culprits may then be able to set up
bogus SVF account for illicit purposes.

6@ (ITREBETHI TREMERT) @ESHNT
REMAER) (20185F10A1%5TIR) + (a)BUF#ME
()2 ERREARMERER ; (CHEFEUMUBHT
REERAREMAMENESREEENIEER R
(d)& = B8 AT ARt A SE TR B S 2R =

6 Referring to (a) a government body; (b} the HKMA or any other
relevant authority (“RA™); {c) an authority in a place outside Hong
Kong that performs functions similar to those of the HKMA or any
other RA; er (d) any other reliable and independent source that is
recoghized by the HKMA, in the Guideline on Anti-Money Laundering
and Counter-Financing of Terrorism (For Stored Valued Faclity
Licensees) revised in October 2018.




Amongst JFIU's intelligence’, all device-based
SVFs under review were anonymous, i.e. no (DD
requirement imposed. For network-based SVF
accounts, 39.1% were identifiable accounts
whereas nearly 29.6% of such SVF accounts
were anonymous. Amongst the aforesaid
identifiable accounts, 70.5% of those accounts
were registered with one type of document for
identity  verification® whilst 28.0% were
registered with two types of document.
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Figure 9: Nefwork-based SVF Accounts
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7 AR A AR ERRRHMEXNIREREHN 7 The JFIU’s intelligence under the review period covered 943 SVF
BEE (HR11oRAREEANFES A TRR24R products (119 device-based and 824 network-based).
FREANRBESZSIR) 8 Types of document include Hong Kong identity card, travel

By ERAEEESHE  HTRL BERAMER docyment. Mainland travel permit Tor Hong Kong and N!acau
2 g ;‘; zggﬁ o M B2 BAAR - f ?:gsilgtiatm?é :r:t(::f. of address, occupation, source of fund, business
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Table 2: Fund-In Features and Risks Identified

EREHORE

Risks Identified

o KIEEHS/ERE/ WREHURSBE -

Cash deposit at designated merchants stores/ :
convenience stores/ coin carts. H
= —_ e ‘r L4 N I — A ﬁ 0
* BEEBE/ EAEALHTARANK ﬁ R RR BN IR AEDS
ReHN EXNTR-ERIFARS - AREERFE DG -
Cash Cash deposit“by ihowing rgecipients’ SVF Quick The senders do not need to keep an SVF
Deposits Response ("QR") code® 1o keeper§ ot product for making payments if an SVF QR code
designated merchants stores/ convenience is used, providing a convenient way for culprits
stores. to receive crime proceeds.
o THETS T LR RME A BHE A IR
The QR code can also be used to facilitate P2P

funds transfers.

9 —ERESHIAANECECERRER_RBERAR 9 Some SVFs allow the use of QR code as user identification in

Fifs > DESEAERENSESNTRE-#ELE making transacticns, i.e. by scanning the recipient’s SVF QR code
AT 18 HE A S ARG to facilitate top-up with cash deposits/ P2P funds transfers.



RITIRS
Wik

Bank Account
Transfers

mERERF
Credit Card
Bindings

BAEEA
HiR

P2P Funds
Transfers

10 https:/fwww.hkma.gov.hk/eng/key-information/press-releases/2018/20181026-6.shtml

o MENITAAF RV EEHIGRZER

BEEBRITIRS AEGER -

(& : 2EBR2018F10AERABEAN DA
BELCNEEMIREEREHERRE AR
REXNIAEEENRTRABLREUE
FRAFRED.)

By setting-up Direct Debit Authorization (“DDA™),
SVF users are able to link their bank accounts
with SVF products for subsequent usage.

(Note: The HKMA has reviewed and published the
refined process of electronic wallets users setting up
direct debit autharisation (“eDDA") in Qctober 2018
and requested SVF operators and banks to adopt
refined process to enhance user protection'?.)

B BEXNIAFRARAE CHRT
IRFEYESHREXNTAIRFEE -

F=FUEBEAMEXNIREEARM
SfTE ERETBMM/BH/ERSE)

REENREZMSTRARSEE-

Some SVF licensees use their own bank
accounts to receive funds for SVF account
top-up. By producing bank receipts to the SVF
licensees (by email/ mail/ fax, etc.), designated

SVF accounts can be topped-up by third parties.

BHFHHEXNTRRSETEE BAA
HHE AR

Top-up/ P2P funds transfers are allowed.

BERRBRHESTRARFNFE -

Receiving funds from SVF users.

ERs RN

Risks Identified

o ERRER A EWNNRTIRSER/

BORAT - SRS AP REEN
b BAE AR R ©

Culprits may set up DDA by non face-to-face
means using illegally obtained bank account
information and identity document.

BRE-EFEBREXNIREEANR
TIRFERHER N TREE  TREER
FLRERLESE -

Allowance of topping-up by third parties via
depositing funds to SVF licensees’ bank

accounts may facilitate culprits in laundering
illicit funds.

REHBFABRESRNERF/ FEA
HAEREXNIRIRF  SHEREARAF
FERSEE -

Culprits may use stolen credit card/ its
information for binding to SVF accounts and
cause loss to the genuine credit card holder.

NRSRASRFAESREITIRIRS:
BEEASBARROREEEERE
It is difficult to trace funds in P2P funds
transfers amongst anonymous SVF accounts.

REXNIARFISNHERELES
WEGEITHEER

SVF accounts may be misused to receive crime
proceeds for illicit activities.
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HESN BETE EURER o
Saine Credit cards/ bank accounts bound or funds
Payments stored in SVF products can be used to settle
online payments.
° HEFR i ) o
S ﬁﬁEWﬁ?&ﬁ(I /ﬁﬁ)
POS - In..-.sAtore merchant payments (local/ overseas).
B AZHEA N
o o EHEEN T AMSBRERAE -
P2P Funds Sending funds to other SVF users.
Transfers

HHE SR

REAE=RHEAE - B RERM
TRERERSHEHINE « flNE
THEXMN  HENHBEXA - AA
HEAGRS -BRAEREERETE
HESNTETSEN  BRERZE
IR —EZEHE  AEERES M
TARABBELZRESNRERE -
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Features Observed
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Fund-Out Features

Similar to fund-in features, some SVF products
support fund-out features such as online
payments, POS and P2P funds transfers, etc.
Whilst the ways of fund-out are user-friendly in
daily spending, those payment methods may be
also vulnerable to make SVF as a vehicle in
dissipating illicit funds in ML.

2R3 R i
Risks Identified

Report
Stored Value
acilities (“SVFs”)

s ERAMEANREXNIARSFRLE

EERERUEMYRIMFAREE -

Using compromised SVF accounts to settle
online purchases of high-end products and

realize them afterwards,

RLREAN AN L EBHELILREHRE

KHIEENRXS °

Culprits may make use of an online front shop to
disquise proceeds of crime by making false

trades using SVF accounts.

s ERAREANRESNIRRFERFE

RRERRERFHRRE

Using compromised SVF accounts to settle
purchases of high-end products at in-store
merchants and realize them afterwards.

nXZREFRFREFESHIRES
EXAREAREANSIRREREER
Ho

It is difficult to trace funds in P2P funds
transfers amongst anonymous SVF accounts.

s FEXNTIRRFRABWACEELES

s BUBTTHEEED ©
SVF accounts may be misused to send crime
proceeds for illicit activities.
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REXATRIRSH
BA-FEANRMES
NIR(BR—&E
A) 2 B R R

Funds Transfers
between SVF Accounts
and SVF Prepaid Cards
{Under the Same
Licensee)

BHINER

Overseas Remittances

RATIRF Bk

Bank Account Transfers

RERE
Cash Withdrawals

BEFEANREX
NIASREXNT
RikF&ARR
Refunds upon

Termination of SVF
Prepaid Cards or

SVYF Accounts

o —ERMFEANMEINIATE
REBEEEARAURBEXASIRER
F{E » R2TFR e

Some SVF prepaid cards are reloadable by
SVF accounts and vice versa via mobile
application.

s HEEBNREXNIRRFERE S
SMUE (Bl : SRMBRRESRN
B REHBMURARDES -

Sending funds from SVF accounts in Hong
Kong to designated overseas agents (e.g.
finandal institutions and cash pick-up
points), for subsequent collection of funds
by overseas recipients.

. mfgﬁi{ﬁlﬂmﬁﬁﬁﬁﬁlﬁﬁﬁﬁ
=
Sending funds from SVF accounts to bank
accounts.

o X/ BHEBESHRISEHF
RERRE -

Cash withdrawn at localf overseas ATMs or
designated merchants stores.

s FEAIBNFEANREINIAR
MEXNTRRFEBRERS -
Refunds of cash upon termination of SVF
prepaid cards or SVF accounts.

B Aa RS

Risks Identified

s BEEREXNIRARFHRETE
ZEBEFRENANFEANRE
ENTHR  R2HRhe

Funds stored in SVF accounts could easily
be transferred to anonymous SVF prepaid
cards, and vice versa.

s EEHERORBREBN D FESHE
FRBEESHFAEEE -
Funds may be channeled to other
jurisdictions with higher ML/TF risk.

o HEMBETBINAER BEHH
EE-
It is difficult to trace funds during law
enforcement agencies’ investigation if an
overseas jurisdiction is involved.

a

s EESHBHESRENASREYR
BREER THaESBSERE-
Cash withdrawals at overseas ATM may
facilitate cross-border ML and increase the
difficulty in funds tracing.

s AN FRANREXNTAREEN
MEE- TG R TR 2 RNRER
FRAARRSHRERERLAR
The reloadable, portable and ananymous
features of SVF prepaid cards may be
misused by culprits as an alternative to
cash in illegal activities.

s MIAAENAMFEANMESNT
AWE HEAARSRRENAR-
Anonymous SVF prepaid card holders may
not be the genuine users if the SVF prepaid
cards are stolen.
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From the JFIU’s studies on the features of various
SVF services and review on its financial
intelligence, an assortment of scenarios involving
SVF services are collated for SVF sector to
detect/ prevent of ML or other illicit activities. The
observations and remarks from the JFIU are
intended to assist in the formulation of relevant
policy/ guidelines by regulators and for capacity
building/ intelligence sharing amongst law
enforcement officers.

“Modem Pool”, a group of analog modems and
software allowing multiple connection of SIM
cards and controling data flow such as
traditional voice call service, SMS service,
internet data service of those SIM cards, has
recently been misused for SVF account
registration.

Suspect A purchased several hundreds of
prepaid SIM cards and inserted them into the
Modem Pool to receive and reply to the SMS
verification code in phone verification process
during registration of SVF accounts that are
without CDD requirement. Those anonymous SVF
accounts were then resold to third parties for
illicit purposes.

ic
alysis Report
n Stored Value
acilities (“SVFs”)

ERABERMEETABRARREXNTRAKRFFEZRE

Use of Modem Pool to Register Anonymous SVF Accounts in Bulk for lllicit Purposes



b1 EHREBOESTEABRAARMESINTRIRFFEHREAR

Scenario 1 Use of Modem Pool to Register Anonymous SVF Accounts in Bulk for lllicit Purposes

EEEEEE
ERV AEE
I buuqu @3@9&5@3@3@3

EeEEE=EREE SR E R T R B

PRET i 5 H B9 S A BT S BR FR R
B Mt | B2 AR B0 e -4 i DR REREERF
BERFMUEEF Receiving and replying to the SMS
verification code in phone verifica-
tion process during registration of
SVF accounts

Controlling hundreds of prepaid SIM
cards with a2 "Modem Pool" and
relevant software

AFE=AHEFASNEESS I RRSFHREZAR
Selling anonymous SVF accounts te third parties for illicit purposes

FiAnRE JFIU’s Observations

o MRAF AR AR N4 EESEF#E - Whil the application of Modem Pool and relevant software for
WEUIEE - AT EEEBAREARTE multi-?IM ca.rd colnnection is not illegal, the purpose of using
ZEEE AT RIE S (BB EEEE - such in registration of a large number of anonymous SVF

accounts is worthy of attention,
o SREZREGFIAF—EEN TESABFER .« The possibility that anonymity of the newly registered SVF
FREXAIREFNTREFIEETHEEED - is bei in ilicit activii

accounts is being used in llicit activities cannot be ruled out.

24
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RESM/ REBRERABARBERFERSZ/ IR

Impersonation/ Unauthorized Use of Personal Data for Fraudulent Transactions/

Whilst it is common for SVF account holders to
link own credit cards and/ or bank accounts for
making payments, culprits may impersonate the
account wusers to conduct unauthorized
transactions by using information of stolen credit
cards or bank accounts.

A victim did not realize she had lost her credit
card until she received monthly statement from
the issuing bank and noted some unauthorized
transactions. Suspect B, who inappropriately
obtained the victim's credit card, impersonated
the victim to open an SVF account and further
linked her credit card to the SVF account. (In
some cases, victim's email account, which was
used for SVF account registration, was found
hacked by culprits in the first place in order to
gain control of victim's SVF account and use the
pre-linked credit card for illicit use. )

ic
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RIBEMBESKER/ Reld/
EREE YUCHEHZIEANS
A+ FEEARREBERER
ZEBEWNELRC FEBHERE).
RIEBIERSEANGEHEFENES
EBASEAER - BERBKTER
FE (WERARMFEANRESRM
ITH:AISEREEFETERR) °

BRAAEEBIS  BERHEMAEES
RNZEAGHFERBERESRM
TRIEFEHRERE - AR BoE
REREZRERERENEE (R
AREBEAZEAFTERAANEAN
REXNTIAEE) - FEHENA
FENFEARBATERBRFZRE
SFERIRK -

BREAFRS  BO2RLREEZEFA
FHBNERT  FTEHFAZEA
HBRTIRSER  REERNRRE
3% -

Suspect B then made purchases of high-end
products/ cash coupons/ game points and
settled payments through victim’s linked credit
card. The goods purchased were delivered to
Suspect C (the associate of Suspect B) in
lurisdiction W. It is also noted that Suspect B
would transfer funds that were withdrawn from
victim's credit card to his associates via P2P
funds transfers or top up the SVF account with
victim's credit card for further bank withdrawals
{or card refund if funds were transferred to a
SVF prepaid card).

Apart from the above scenario, it is observed that
culprits may use illegally obtained credit card
information to bind an SVF account for illegitimate
purpose. It is also noted that some financial
institutions ~ accept the application of
pre-authorized  value-reload  service (i.e.
reloading credit to SVF prepaid cards by using
applicant's credit card information). Culprits may
apply for such service by providing illegally
obtained credit card information with card
holder's personal particulars, causing loss to the
genuine credit card holder.

Other than credit card, some culprits may
inappropriately use bank account information in
victim without his/ her knowledge

in SVF accounts.
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Rpl2 ABEHH/ AEREERABAERMERNERZ/ K

Scenario 2 Impersonation/ Unauthorized Use of Personal Data for Fraudulent Transactions/ Payments

14

BEEXR TANRNREEARHE
BEBNERF

®
m=Co
FEANEARE + BREES
ANERFREANEAFREREXANTA -
A B & I R B

=

ks RITHRFN
YR TRE Y
EHENRSEEN
Victim's personal data +

+
Stolen credit cards
Binding of stolan cradit card

Cradit i ki
Impersonating the credit cand holder for binding and 1 & il
via SVF mobile applications

applying for pra-authorized value-reload service Impersonating the victim and applying for DDA

BRI RIS AR Y 1R BASETT H{E

Unauthorized link to account for top-up

B
Suspect B

PEX T ER AR ER R RN AR 2N

HEEANERBEMESNIRRS/ EASEANRESCTARSFSERESANNE TEACSHENEAF
Registering an SVF account in the name of Victim/ unauthorized accessing to SVF account
and binding stolen credit card(s) to the SVF account without authorization

o0

8L/ EEEny
Online/ Retail shops purchases

D A
Goods Dslivery

{ i
R
C 5L
B I R TLAR B A
Purchase of high-end products/ cash
convertible coupons/ game points

BIHC
(BEBETERWEWHE )
Suspect C
(Associats of Suspect B in Jurisdicion W)

M

« BETRER/ REAFHERES AT RIRSEARG
EXNTRAESGNEP—ESE - A - WAERE
MERER  MASRRNEZRT  BERS 2ERE
ER—ERR  MPRAHTR -

» BL-ERBERANGERF/ BREAFNERAES
REXNTAKRS  EURREINRS

o FE - BRIARAEZEANBFBAHIRS - DRERE
ABRHE R A T RIS b -

c BEEAMERF/ BORFHFLHETREHIA
IR - BE BN TSR () EA BB AR (i) i
éﬁég%{éﬁigmﬁﬁﬂﬁib (i) BER/ R (v) BERE

17 °
(i : R20185F105 R ERE MAB T HENRBARTHREER")
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BABEANEZ —BMEAL

P2P funds transfers to a group of individuals

Os
ANFEANGAE

ERNTRER
Refund of SVF prepaid cards

ERZERTIRS
Withdrawals to
bank accounts

JFIU's Observations

Binding of bank account and/ or credit card to SVF account is a way
of identification of SVF users, However, if the information used for
binding is tainted and there is no verification for such, the binding
itself may provide possible risks for culprits to commit crime.

Stolen credit card/ information of stolen credit card, once
successfully linked to an SVF account by culprits, could be misused
in making payment transactions.

It is also noted that culprits may hack the email account of victims
before gaining control of their SVF accounts.

Once victim's credit card/ bank account is linked to an SVF account
(under culprits’ control), funds could be dissipated via (i) P2P funds
transfers, (i) purchase of goods for subsequent realization or
shi ging olverseas, (iii} top-up followed by refund and/ or (iv) bank
withdrawals,

[Note: In October 2018, the HKMA has strengthened the verification requirements for
eDDA]
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Use of SVF Accounts for Purchase of lllegal Goods on Online Platform

SRLDEREE  B—EFREMEX
HTRIRFHEETA - BILDRAZT
ABEXNTRKRF% @ B8NS
LREEBB AR BRI D MBI
ERYFEE B NEARREX
T TRRFETTHEAMGR - KWME
HBEMNBERHOEILD

Suspect D is an anonymous SVF account holder
living in Hong Kong. Having deposited cash into
his SVF account, Suspect D visited an overseas
online shop for cannabis. Knowing that cannabis
was illegal in Hong Kong, Suspect D placed
orders and made payments through his SVF
account. The cannabis was then delivered to
Suspect D in Hong Kong.
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Efl3 FERAREXNIAKRFESLYEREREHEYR

Scenario 3 Use of SVF Accounts for Purchase of lllegal Goods on Online Platform

| w
EARS :

§3ED = . C LR
ash deposits
Suspect D posi Online shopping platform

ALEM=AN

Online payment

FHENRE JFIV’s Observations

e —EHAFERESRERZEEYNEM ° The same modus operandi ("MO") is also observed in the

%.R7E SHYSREEREYE - pur.chase of |ngred|ents.for manufacturing 'dangerous drug.s,
e-cigarettes, counterfeit goods or child pornographic

o EATARRAXNTRIRFERIMILTEAX  materias.
NFEDm - FRILIHRNAETE - * The use of anonymous SVF accounts for online payments of

ilegal goods on overseas online platforms could hinder
detection by law enforcement agencies.
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Hacking Social Media Accounts and Receiving Funds via SVF Accounts

AEEEEYN —ERERIRHARE
EFENAF  BZXERINEXE
Bk ESILEARE EHMRILEZF
EXNITRIRF N4 - BILERE
RRFERMIYNBAZEZTERH
BB BERZRERINBARRMUBEK
XE - ZRERINRATREH F
HELEN 4R (BHERZRERT
#) » WETEABBEADIR

A domestic helper of Jurisdiction Y is a user of a
social media platform whose account was hacked
by Suspect E. A QR code of Suspect E's SVF
account was uploaded to the compromised social
media account, falsely claiming that the domestic
helper was in financial need for urgent matter and
requesting financial assistance from friends of
that domestic helper. Her friends complied and
scanned Suspect E's QR code (purported to be
domestic helper’s) for P2P funds transfers.
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EKfl4 FHRE-AGEXERIKS  EBMEXNTAKRFRZESR

Scenario 4 Hacking Social Media Accounts and Receiving Funds via SVF Accounts

. RERT

G
Domestic Helper

IR 5 # A {8 Hacked

FHNRRK

* BEAMRERIRF AFRENREHEETE
B RIRFERZEAR -

s REMIENHZTERT?SEPENRAEE -
FLFENEZETENRERERML - ARR
ERTINIRS » YRAZFRERT ZHERAL (B
ENEEL) RRER -

o BAREMIANNERER - fARAE KRB
#® o RRASSHERERREL T EREER
%o

» BELMEXNTIA-SBRNERNAME  —
BELREHZERT S EUERFRAEANDN
RERE - HETRKSZRZEALS -

\=» ni» nau

vV

BRE®

FEMINAE (FEA)

Domestic helper’s friends (Victims)

@ .
]
= ‘e

B AEEARE
P2P funds transfers

BIE

Suspect E

JFIU’s Observations
* Hacking of personal social media accounts is not uncommon

when users’ security measure setting is not adequate.

* Social media platiorms are common amongst domestic

helpers for communication between friends and families,
Culprits may make use of the bread usage of such platforms
and hack the accounts of domestic helpers in order to solicit
funds from acquaintances (potential victims).

* Some domestic helpers could not be contacted immediately if

they are engaging in household duties. Their friends may
simply send funds without further clarification.

* The message for soliciting funds with culprit's SVF QR code

could spread widely amongst account holder’s friends once
being uploaded onto the social media platform. It could
attract multiple victims at the same time.
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Use of SVF Prepaid Cards to Withdraw Cash at Overseas ATMs for ML

BoANFREANBRESIAIRET
EBReFRNETERMELHEE
URERSHHEFNEDEIS BN
A mABEE -

REFEARERTFESN#EESS
TRERR -tBRETEABAALH
SORAXHREUEE AEAR
AAFEANREEINIA - H{HH
BAEINIANERAEZERR
EFfAE EPEEH®E  ZLHEMS
FREANREXAIAENZRBE
WEHRTENQAREEARES I
ANRLFERZEEEZNEREL
G HBATBMRASRANTLER
E (flnaiE8EZ) BEHEMF
EANBEINIAEZI K DM
BHARIAS -

Some SVF prepaid cards are gaining popularity
for its versatility of being able to prelead funds
via cash deposits and bank transfers as well as
wide acceptance of merchants stores and ATMs
worldwide.

Suspect F was suspected of using large quantity
of SVF prepaid cards as a vehicle of ML by
submitting bogus know-your-customer (“KYC")
documents such as identity documents and
address proofs of different individuals to the

issuing SVF licensee for SVF prepaid cards
application. Once approved, those SVF prepaid
cards would be topped-up with large amount of

funds sent from a company in

cryptocurrency-related business. Those SVF

prepaid cards were then sent to Suspect F's

associate, Suspect G, in Jurisdiction Z. Multiple

A cash withdrawals were observed from

n associated with politically unstable

with high corruption rate (e.g.
lurisdiction Z).
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Epl5 EHARMNFEANREXNIA E8/EDESRRENHREFEIE

Scenario 5 Use of SVF Prepaid Cards to Withdraw Cash at Overseas ATMs for ML

& # Hong Kong [ 2\

BEF
Suspect F

—

ExmiEFEMERALHEARS
FREZAIARMAFZREF

BERR - UBEASFEAN
HEXHTIA BTREXNTARANF
Buying multiple SVF prepaid cards Issuance of SVF prepaid cards
with bogus KYC documents of
different individuals

BEEER Z

Jurisdiction Z

ATM

G
ERER#ASER sfggct G

ATM cash withdrawal

KR JFIU’s Observations

s ANBEESHNESTEEENbFAEEE = Cryplowrrency is considered high risk in ML/TF where the

B BERRNASERGD FESEMENT He source and the destination of fund could not be easily traced.

= - * Forged identity documents and address proofs could be used
* RIEW R AEATRELREAFRRANF in applying SVF prepaid cards with a view to hiding the

FANREXNTIR  UEEELSE - culprit's identity.

s BoBFMNFHANREIATAZAEY - 2B+ Some SVF prepaid cards are portable and usable worldwide.
B - ECAFEELHEE GEEEDS)  EuRE Once those SVF prepaid cards are preloaded with illicit funds,
HEBRE RSB RND FTESRER RN T they can be used in other jurisdictions with serious AML/CFT

deficiencies, for subsequent funds withdrawals at ATMs

BE SAHESMENES - thereat,

B8
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